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“In the information society, nobody thinks. We expected to banish paper, but we
actually banished thought” - Michael Crichton

Scientist — “My findings are pointless when taken out of context”

Correction published by media — Scientist claims “findings are pointless”
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- Fileless malware
- Zero-day attacks
- Hacked systems

- Data breaches

- Stolen credentials
- APTs

In most cases detection technology is powerless to stop these threats.
Meanwhile...

A simple script for a popup that says “Happy Birthday, Dad” is detected by 25
engines on VirusTotal.
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- Digital Signatures

- Import DLLs and Functions

- Packing Techniques

- Strings related to the use of certain calls
- File entropy

- Section ranges

- TLS features

Q: Why do any of these indicate that a file is malicious?
A: They just do!

Cause that’s what we see in the malware.
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Malware performs behaviour
Analysts research malware
Detection strategy created
Product detects behaviour

Eventually the list of malicious behaviours expands to include almost all possible
operations, and users complain about FPs.

What to do now?
Whitelist all the safe files.

Back to square one.
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“l tend to approach things from a physics framework, and physics teaches you to
reason from first principles rather than by analogy” - Elon Musk

Malware “Malicious Software”

Malicious /ma’lifes/ Adjective
characterized by malice; intending or intended to do harm.

“Intent”



o o o o (= The PC Security Channel
What Is maIICIOUS behaVIou r? Q Stay Informed. Stay Secure.

Transferring data to a server isn’t malicious
Infostealers are

Cryptomining isn’t malicious
Silent cryptominers are

File encryption isn’t malicious
Ransomware is

What makes these behaviours malicious is context.
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Mal X
Project

Cybersecurity testing, malware analysis and beyond.
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Mal X launches suspected malware
Gathers PE Metadata for Static Analysis
Performs Dynamic Analysis based on program behaviour
Tests system cybersecurity and classifies malware

Experiment: Classify files into PUPs, Malware and most importantly, Irrelevant data

How?
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How Mal X
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3268 Host Process for Windows S.
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Microsoft Corporation
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1912 Host Process for Windows S.
Local Securty Authorty Proc:

5556 Windows Explorer
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8176 VMware Tools Core Ser

9324 Sysintemals Process Explorer
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Microsoft Corporation
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VMware, Inc.
Sysintemals - www sysinter.

Processes: 145 Physical Usage: 44

2% Administrator: C: erShy

New File handle: C:\Windows\Fonts\StaticCache.dat
zNew File handle: C:\Windows\WinSxS\x86 microsoft.windows.c..-controls.resources 6595b64144ccf
1df 6.0.18362.535 en-gb_3cf377e55909af4f\comctl132.d1ll.mui

sNew File handle: C:\Windows\SystemResources\shell32.dll.mun

®@Title: Warcraft III: Reforged - Type: None - Path: C:\Windows\Temp\is-1VCET.tmp\Test.tmp
#Title: Warcraft III: Reforged - Type: None - Path: C:\Windows\Temp\is-1VCET.tmp\Test.tmp
"Title: — Type: None - Path: C:\Windows\explorer.exe
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Does it perform actions that result in a detrimental outcome for the user?
Does it perform actions without the user’s consent?

Does it hide itself partly or completely from the user?

User Interaction CEEEE—— Program



How Mal X works

Case: Application is a cryptominer

Is it malware?

How does it interact with the user?
- Windows presented
- Input from user before mining begins
- Persistence (hidden installations)

- Is it easy to remove?

Everything hinges on program-user interaction
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Screenshots: What is happening on screen?

Windows Open: What does the application present to the user?

Window Titles: What does the application say is being presented to the user?
User Input: Does the user interact with the application?

File Handles: What other files are being accessed or written by the applications?
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True Trojans are quite uncommon

Most malicious applications perform their actions silently

> New Application or Process appears
> Does not notify or interact with the user
> Performs sensitive operations without permission or notification
> Detection
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“With great power comes great responsibility” - Voltaire

Telemetry to Telemarketing
No, thank you.

Attention to vulnerabilities

Trust is the most important feature for a cybersecurity product.
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Thank you.

Feel free to reach out.

Email: leo@tpsc.tech Website: tpsc.tech

Twitter: @leotpsc YouTube: youtube.com/thepcsecuritychannel



