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Garmin® @Garmin - Jul 23 v

Wa Sted LOCke r Ove rVi eW @ We are currently experiencing an outage that affects Garmin Connect, and as

a result, the Garmin Connect website and mobile app are down at this time.
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Operated by the Evil Corp group
@ Garmin @ @Garmin - Jul 23 v
This out Iso affect Il centers, and tl ble t
AttaCked at IeaSt 31 US-based reciii(\j:: :r?yecaalslcs), aerr?e?ilz glr”o(r:walincceecnh:trss. \7\7e a\;veev\a/cr)erkciargrig résuor;\a/]e tehifissue
Corpo ratIOnS SInCe May 2020 as quickly as possible and apologize for this inconvenience. (2/2)
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including Garmin on July 23, 2020
. Garmin® @Garmin - Jul 27 v
The ransom varies from $500!000 to @ We are happy to report that many of the systems and services affected by

aggs . . . the recent outage, including Garmin Connect, are returning to operation.
$1 0 m|"|0n N BltCOln Some features still have temporary limitations while all of the data is being
processed.
Defense Evasion techniques that O 692 1 602 QO 36 2

includes Digital Signing, Alternate
Data Streams, and Lazy Writing
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Defense evasion: Digital signing B

General Details Certification Path

Self-signed certificate - [
® ISS u ed to : YZC KU EO NYQS U RZWO RG ';’his CA Root certificate is not trusted. To enable trust,

e Issued by: YZCKUEONYQSURZWORG install this certiicate in the Trusted Roo Certiicatio
e Valid: June 2, 2020 - 31 December, 2039
o

Signing time: Wednesday, June 10, 2020

Issued to: YZCKUEONYQSURZWORG
S ——————————

Signer information

Name: YZCKUEONYQSURZWORG
E-mail: Not available

Issued by: YZCKUEONYQSURZWORG

Valid from 6/2/2020 to 12/31/2039

Signing time: Wednesday, June 10, 2020 9:12:22 PM

View Certificate

Install Certificate...
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Defense evasion: Alternate Data Stream

WastedLocker drops its payload to
<random word>:bin stream that is
not visible in the File Explorer.

- (P idabd exe 0.19 113,196 K
-1 | @ wastedlocker.exe 2400 K
T 1,688 K

P idab4. . 137,656 K

) procexpb4.€ (
“n-| MusNotifi
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C:\Users\IEUser\AppData\Roaming>c:\streams64.exe Join
streams v1.60 - Reveal NTFS alternate streams.
Copyright (C) 2005-2016 Mark Russinovich

Sysinternals - www.sysinternals.com

C:\Users\IEUser\AppData\Roaming\Join:

:bin:$DATA 1676112

4000 K 1492 The Interactive Disassembler
568 K 5156 Launchy
220 KE’ 4 Launchy
7.968 K 8520 The |nteract|ve Disassembler
4,3."64 K 3312 Sysintemals Process Explorer
7216 K 3088 MusNotificationlix exe

Code Jelly

Hex-Rays SA

Hex Rays SA
Sysintemals - www sysinter...

Microsoft Comporation



Defense evasion: Lazy Writing

Regular flow

. CreateFile() - open file
. GetFileSize()

. CreateFileMapping()

. MapViewOfFile()

. Modify mapped data

. UnmapViewOfFile()

. CloseHandle(file map)
. CloseHandle(file)

O N O O1r & WOWDN -
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WastedLocker way

B~ W DN -

. CreateFile() - open file
. GetFileSize()

. CreateFileMapping()

. MapViewOfFile()

. Encrypt mapped data
. UnmapViewOfFile()
. CloseHandle(file map)
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Demo: WastedlLocker's Lazy Writing

" -
11111111111 11 ik PSR TUPEASPRCTS.
Mk ax p 0.XVoxuTUPLOSPNCTS.§EAN
Library function [l Regular function [l Instructon [ O External symbol . : 5 H fg\‘l;g(:z;z::l?’i;!uo:r \2.Gj.IN-r.
Debug View (%] Al . - deRT2_Nuk% 6011 ;yservieJd. + |Rco2" B1n. OV} °U94ANNGS . -Ga
— [windows 10§ 1 T L LEI £.E.3306\7u400. XD} 98700="#0u-Oqnéii§ T 02AG2MEEYEI1nkE ; . W0uEY
StNgs vandow X .WEN..A33F .Alli.Fo O»".A BOT.NG. (. X%V.A,0.8.LELE.S.X00x n6.¢..Lg)2C. 1
c.eiu.in-dsh.aran . xA&l26 .2~ .1 ak
- %5 Monator - Sysintemals: sysinternals.com
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Edt Event Filter Options  Help
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https://docs.google.com/file/d/1Ib4oYB0aAIQJlA8J6ufduEjb7-CBWcAL/preview
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Wastedlocker's “Lazy Writing™ can trick

not only anti-ransomware guards

& B VB2020-Localhost.docx.rihwasted
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Stealthy WastedLocker: eluding
behavior blockers, but not only

WastedLocker is an advanced piece of ransomware seen in at least 31 publicly known targeted
) attacks operated by the Evil Corp group against US-based corporations since May 20 The
i maost recent attack was against Garmin, in consequence of which, Garmin Connect service went
down. The ransom demands typic ary from $500,000 to over $10 million in Bitcoin. [1, 2]

ion techniques used in these attacks such as digital signing, DLL side loading, auto
ation, and the usage of Alternate ms (ADS). As a result, the ransomware

managed to install and start itse 0 e ows system folder with d privile

Mor to encrypt files without attracting unne y attention from an anti-malware
1 tion, W oc hnique of r

phare e

Another surpris e S et ey = =
b EUser » Google Conferences
gification timestamps o ple 23 en changed S
ption invisidle not only 1o anti-ransomware solutions but also to some backup solutions, in A

2's Backup & Sync, In other wo ypled fie's conte 3 2

that prev th ginal data sto in the cloud from be encryp

dessibhwasted
In the talk, we are going to take a look under the hood of WastedLocker and analyze t
joned above te 2$ with the help of the disassembler (IDA) what fans of re
engineering might fike

Lockes gulides.sihwaste

(1] htps:/iblog. malwarebytes. com/! -$potight/2020/07 hreat-spotiight-wastediocker-

customized-rar mwan

(2] https./iwww bleepingcomputer. com/ne 3 ity/garmin-outage-caused-by-conflirmed- L quide.pdf rihwasted_|.
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https://docs.google.com/file/d/1vccJZ6UXzDpix1tg1BXabrHG0BPgfoNX/preview
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Outcomes

. Syncing files in real-time with a cloud storage is not a good idea.
. Make daily/weekly backups of your data.

. @user: Install an anti-malware solution.

B~ W N -

. @vendor: Test your anti-ransomware modules against these techniques before
it meets a new breed of ransomware.

ada@nioguard.com
W @Alex_Ad

NioGuard Security Lab © 2020


mailto:ada@nioguard.com

