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Stealthy WastedLocker: 
eluding behavior blockers, 

but not only
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● Operated by the Evil Corp group
● Attacked at least 31 US-based 

corporations since May 2020 
including Garmin on July 23, 2020

● The ransom varies from $500,000 to 
$10 million in Bitcoin

● Defense Evasion techniques that 
includes Digital Signing, Alternate 
Data Streams, and Lazy Writing

WastedLocker overview
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Defense evasion: Digital signing
Self-signed certificate
● Issued to: YZCKUEONYQSURZWORG
● Issued by: YZCKUEONYQSURZWORG
● Valid: June 2, 2020  - 31 December, 2039
● Signing time:  Wednesday,  June  10,  2020
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Defense evasion: Alternate Data Stream
WastedLocker drops its payload to 
<random word>:bin stream that is 
not visible in the File Explorer.
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Defense evasion: Lazy Writing

Regular flow
1. CreateFile() - open file
2. GetFileSize()
3. CreateFileMapping()
4. MapViewOfFile()
5. Modify mapped data
6. UnmapViewOfFile()
7. CloseHandle(file map) 
8. CloseHandle(file)

WastedLocker way
1. CreateFile() - open file
2. GetFileSize()
3. CreateFileMapping()
4. MapViewOfFile()
5. CloseHandle(file)
6. Encrypt mapped data
7. UnmapViewOfFile()
8. CloseHandle(file map)
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Demo: WastedLocker’s Lazy Writing

https://docs.google.com/file/d/1Ib4oYB0aAIQJlA8J6ufduEjb7-CBWcAL/preview
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Wastedlocker’s “Lazy Writing” can trick 
not only anti-ransomware guards

https://docs.google.com/file/d/1vccJZ6UXzDpix1tg1BXabrHG0BPgfoNX/preview
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1. Syncing files in real-time with a cloud storage is not a good idea.

2. Make daily/weekly backups of your data.

3. @user: Install an anti-malware solution.

4. @vendor: Test your anti-ransomware modules against these techniques before 
it meets a new breed of ransomware.

Outcomes
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