
Confidential   │ ©2020 VMware, Inc.

Evolution of Excel 4.0 
Macro Weaponization

James Haughom, Baibhav Singh, Stefano Ortolani 
Threat Intelligence Team, NSBU, VMware, Inc.
30 Sept - 2 Oct, 2020

Confidential   │ ©2020 VMware, Inc.

Evolution of Excel 4.0 
Macro Weaponization

James Haughom, Baibhav Singh, Stefano Ortolani 
Threat Intelligence Team, NSBU, VMware, Inc.
30 Sept - 2 Oct, 2020



Confidential │ ©2020 VMware, Inc. 2

Malware Reverse Engineer
Anti-Malware Group @ NSBU

@malwaredisciple

Senior Staff Engineer
Threat Intelligence Team @ NSBU

Threat Research Lead
Threat Intelligence Team @ NSBU

@ostefano

About Us
Threat Intelligence Team

James Haughom Baibhav Singh Stefano Ortolani



Confidential │ ©2020 VMware, Inc. 3

Agenda
The talk in short

XL4 Macros Timeline Clusters Techniques
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New trend in delivery malware

Malware that is used to download or drop a more persistent payload

Primarily being delivered as email attachment

Typically via XLS documents, but possible with certain OOXML types

Observed deploying commodity malware

Trickbot, Danabot, Gozi, and ZLoader

We have been tracking this threat since the beginning of this year

Internally, we refer to this technique as XL4

They are also known as XLM macros

By commodity malware
Evolution of Excel 4.0 Macro Weaponization
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25+ year old feature of Excel

Predecessor to/replaced by VBA macros

Large set of functions that can be used to interact 
with both an excel workbook and the operating 
system (WinAPI access)

Robust, and easy to understand and create

Resemble today’s Excel formulas/functions

Commonly used for benign purposes by older 
workbooks that have not migrated to VBA

Legitimate business use for calculations

Legacy functionality easy to subvert
What are XL4 Macros?

Standard Function

XL4 Examples
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Limited to workbook-related 
calculations/computations (math/stats)

Interaction with components outside of 
the workbook NOT possible

Enabled by default on all worksheets

Robust functionality that allows access 
to file system, registry, WinAPI, etc…

Replaced by VBA macros, but are still 
functional today

Must reside on an Excel 4.0-enabled 
macro sheet

Standard Formulas/Functions XL4 Functions

What are XL4 Macros?
Standard vs XL4 macros
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Not difficult at all…
What are XL4 Macros?

Right click, insert…

Right click, run…

Click…
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Control flow

In an XL4 macro the entry point is the cell containing the Auto_Open label

Once the Auto_Open cell is executed, control flow is passed to the cell directly below within 
the same column; this pattern repeats until interrupted

This sequential line-by-line execution can be interrupted by transferring control to another 
cell via the functions GOTO, RUN, or a user-defined function

Data flow

Data is often moved around macro sheets via the FORMULA and FORMULA.FILL functions

These functions require a value to be written, and a reference of the destination cell 

Before diving deeper…
XL4 Macro Essentials
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We analyzed and clustered thousands of these samples

We found that these samples surfaced in waves
• Each of these waves contains distinct characteristics
• Each wave builds upon the last wave
• Each new wave is more sophisticated than the previous

What did we see?
The Trend

Spike(s) starting in Feb

Drop in activity

Malicious XL4 submissions – Dec 2019 / May 2020 

Malicious XL4 submissions – May 2020 / Aug 2020 
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FEB 14
No obfuscation
Downloads payload via DCONN
Evasion: mouse & audio

APR 10
Day-of obfuscation

MAY 4
Hidden names
De-obfuscation routine
- SET.VALUE
- GOTO
- RUN

Detailing the waves into 15 clusters
Timeline of TTPs

February March April May June July

1 2    3 4 5 6 7 8 9 10 11 12 13 14 15

FEB 26
Cells are scattered
Code is hidden via 

white font

FEB 27
VeryHidden macro sheet
Evasion: workspace h/w

MAR 10
CHAR & concatenations
WinAPI Usage
Download via 
URLDownloadToFile

MAR 30
LoLBins 
reg.exe  

rundll32.exe

MAR 6
Downloads VBS
FORMULA to move payload

APR 14
Operations nested in 
CHAR arguments
Evasion: font size and 
row height

APR 25
Dozens of 

macro sheets

MAY 11
Evasion: windows 
size, minimized, and 
single step mode

MAY 19
MID for obfuscation
FILES to check 
download

JUN 16

Formula.Fill with relative 
references

Evasion: execution via 
explorer.exe, custom user agent

JUL 1

PowerShell
VeryHidden flag 

JUN 25

Register 
functions 

using custom 
names

Complex 
string 

obfuscation 
routine
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The Clusters
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Evasion Routine

Mouse
Audio

Phishing Image

Cluster 1: init

Hidden macro sheet

No obfuscated code

Sandbox evasion routine:
User interaction
Mouse capability
Audio capability
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DCONN 
Record

Download is written to Y100:Y103

Additional payload is downloaded via a Web 
Query Data connection

Cluster 1: cont.
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Font was originally white

Cluster 2 adds obfuscation:
Payload is scattered around sheet
Payload is hidden by using white font on white background

Cluster 2: Whitespace 
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Original evasion tricks
New evasion trick:
Display Size Check

Height: (13)
Width: (14)

VeryHidden

Extra protection
Hides macro sheet with VeryHidden flag 
instead of Hidden

Extends evasion routine
Checks display size/dimensions of workspace
Height/width
Another sandbox evasion attempt

Cluster 3: SneakySheet
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Dynamic code:
Code is moved around via FORMULA instead of 
FORMULA.FILL (as in previous samples)

Execution:
VBS script is downloaded/executed

Cluster 4: Larva

FORMULA
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Obfuscation:
Heavy usage of CHAR function
Translates decimal to ASCII:

CHAR(76) = ‘L’

Build true payload one 
character at a time 
(concatenation)

Example below (in Python)

Cluster 5: Obfuscation

All the CHARs.
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Execution:
First large cluster leveraging the WinAPI (URLDownloadToFile)
CALL function is used for invoking WinAPI function

Cluster 5: cont.
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Evasion:

Check security 
settings for Excel

Execution (LoLBins):

Reg.exe
Gather registry 
info

Rundll32.exe
Invoke 2nd stage 
payload

Cluster 6: Pupa 

Using reg to create registry 
key file

Reading registry settings from 
key file

Registering DLL
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Evasion:

Must be executed on 
specific day of month

Day of month is used 
in deobfuscation
routine

Example in
Python below

Cluster 7: “day-of” 

Write day of month (+ 7) to cell 
X33

Deobfuscate payload through rotating 
hard-coded integers (by -17)
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Cluster 7: Deobfuscation Result(s)
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Cluster 7: Deobfuscation Result(s)

Executed on Incorrect Day
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Cluster 7: Deobfuscation Result(s)

Executed on Incorrect Day
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Cluster 7: Deobfuscation Result(s)

Executed on Incorrect Day



Confidential │ ©2020 VMware, Inc. 25

Cluster 7: Deobfuscation Result(s)

Executed on Correct Day

Executed on Incorrect Day
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Cluster 7: Deobfuscation Result(s)

Executed on Correct Day

Executed on Incorrect Day
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Evasion:

Checks for font size 
GET.CELL(19,A1)

Checks for row height

GET.CELL(17,A1)

These values are used in the 
deobfuscation routine

If these values are incorrect, the 
payload will not be deobfuscated
properly, thus will not execute

Cluster 8: Morpho

Obtaining font size and row height

Deobfuscation routine using A1
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Evasion:

Payload is hidden among dozens 
of macro sheets

Attempt to blend in with benign 
XL4 workbooks that tend to have 
multiple macro sheets

Malware (at the time of this 
cluster) typically has 1-2

Cluster 9: Camo
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Evasion:

Hidden name for Auto_Open function

Attempt to thwart manual analysis and perhaps 
signatures specific to non-hidden Auto_Open
name

Cluster 10: Noname

Before

AfterAuto_OpenHidden
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Evasion:

Control flow obfuscation in 
deobfuscation routine

1. SET.VALUE
2. GOTO
3. RUN

=SET.VALUE(DH20798, 13-
GET.CELL(8,AU16576)*5)
=GOTO(BY54678)
-- JUMPS TO –

=SET.VALUE(FA2612, 117-
GET.CELL(8,DT54864)*2)
=GOTO(FE40194)
-- REPEAT --

Cluster 10 cont...

DecodeJUMP JUMP
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Evasion routine checks for:

Hidden window

Maximized window

Single-step mode

IF(GET.WINDOW(7),GOTO(R[7706]C[143]),) HIDDEN WINDOW (BOOL)

IF(GET.WINDOW(20),,GOTO(R[25745]C[202])) MAXIMIZED WINDOW (BOOL)

IF(GET.WINDOW(23)<3,GOTO(R[3254]C[118]),) MAXIMIZED WINDOW

1 = RESTORED

2 = MINIMIZED

3 = MAXIMIZED

IF(GET.WORKSPACE(31),GOTO(R[-1988]C[176]),) MACRO RUNNING IN SINGLE STEP MODE (BOOL)

Cluster 11: Window
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Obfuscation:

Heavy usage of the MID 
function in place of the CHAR 
function

Used to extract text/substring 
from string

May break obfuscation-related 
signatures that expect CHAR

Download check:

FILES and ISERROR functions 
are used to check if download 
succeeded

Cluster 12: MID Example
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Cluster 13: Relative Reference

Obfuscation:

Relative reference and FORMULA.FILL
to decode & move payload 
FORMULA.FILL(“=CHAR(R[29040]C[-
203])”,)

Payload is decoded by concatenating 
ASCII character

Evasion :

VBS script to read this registry key

VBS script invoked using explorer.exe

Check for execution environment Check 32-bit or 64-bit machine

VBS script to read 
registry 

Close File after Execution   
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Cluster 13:  Payload

32-Bit:
URLDowloadToFileA Download, 
ShellExecuteA to invoke 2nd

stage payload

64-Bit :
VBS script to download 2nd Stage 

Payload

Mozilla/4.0 (compatible; MSIE 6.0; 
Windows NT 5.0) as User Agent

VBS script executed using 
explore.exe

Download 
URLs

Http GET request, user agent: 
Mozilla/4.0

Response body (DLL),
Saved in file 

Executes download 
script 

Drop DLL loaded using explorer.exe
scripts 
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Cluster 13: Variant

Replaced IF condition used for 
execution environment check

The dependency on the execution 
environment to generate payload code

Returned value generates ASCII 
characters to payload 

Execution environment dependency 
evade static deobfuscator

Execution 
Environment 
Check

Value Calculated based 
on the Execution 
Environment,
Then converted to Char 
using 
=CHAR()  
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Cluster 14: Custom Function Name

REGISTER is used to register windows 
function with custom names

Windows function are called using 
custom name

Use of label and cell address to access 
string 

Evades static deobfuscator to extract 
useful strings like function name, DLL 
name, URLs, etc.

Custom function name 
referred using Label   

Function call using 
custom name
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Cluster 14: Variant
Variant 1: 

De-obfuscation by 
concatenating sprinkled 
character

Sheet updated with de-
obfuscated string using 
FORMULA.FILL

Variant 2:

The seed values are sprinkled in 
the group, terminated with end 
of sequence marker

Label used as pointer to the 
access cell

Loop

End of sequence 
Marker 

Variant 1: 

Variant 2: 
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Cluster 15: PowerShell

Very hidden flag is 
enabled 

Not weaponized with 
sophisticated evasion/ 
obfuscation technique 

Invokes powershell.exe
from the macro. 

Download and executes 
PowerShell script as 2nd

stage malware. 



39Confidential   │ ©2020 VMware, Inc.

The Techniques
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Cluster Mouse Audio OS

Screen 
Dimensio
ns Font Size

Cell 
Height

White 
Font

Cells 
Scattered

Download 
Size "LOS" "C"

Day of 
Month Sub

Day of 
Month 
Sub + 
Div

10+ 
Macroshe
ets

Hidden 
Names

Hidden 
Window

Maximize
d Window

Single 
Step 
Mode

1 TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

1 TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

3 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

4 TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

6 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

6 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

7 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

9 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

10 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE

11 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE TRUE

12 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE TRUE

13 TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE TRUE

14 TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE

15 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

Evasion Techniques Breakdown

Env Checks Evo
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Cluster Mouse Audio OS

Screen 
Dimensio
ns Font Size

Cell 
Height

White 
Font

Cells 
Scattered

Download 
Size "LOS" "C"

Day of 
Month Sub

Day of 
Month 
Sub + 
Div

10+ 
Macroshe
ets

Hidden 
Names

Hidden 
Window

Maximize
d Window

Single 
Step 
Mode

1 TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

1 TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

3 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

4 TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

6 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

6 TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

7 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

8 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

9 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

10 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE

11 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE TRUE

12 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE TRUE

13 TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE TRUE

14 TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE

15 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

Evasion Techniques Breakdown

Env Checks Evo
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Cluster Single CHAR Nested CHARs CHAR ptgSub CHAR ptgAdd CHAR ptgDiv CHAR ptgRef RUNs CONCATENATE &
Integer per 
Cell Float per Cell

Neg Float per 
Cell

Multi 
SET.VALUE

1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

3 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

4 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

5 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE TRUE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE

TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

6 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

6 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

7 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE

8 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

8 FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

8 FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE

8 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

FALSE FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE

9 FALSE FALSE TRUE FALSE FALSE TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE

10 FALSE TRUE TRUE FALSE FALSE TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE

11 FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE

12 FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE

13 FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE

14 FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE

15 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

Obfuscation Techniques Breakdown

CHAR Evo

Control Flow
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Cluster Single CHAR Nested CHARs CHAR ptgSub CHAR ptgAdd CHAR ptgDiv CHAR ptgRef RUNs CONCATENATE &
Integer per 
Cell Float per Cell

Neg Float per 
Cell

Multi 
SET.VALUE

1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

3 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

4 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

5 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

5 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE TRUE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE

TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

6 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

6 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

7 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE

8 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

8 FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

8 FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE

8 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

FALSE FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE

9 FALSE FALSE TRUE FALSE FALSE TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE

10 FALSE TRUE TRUE FALSE FALSE TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE

11 FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE

12 FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE

13 FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE

14 FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE

15 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

Obfuscation Techniques Breakdown

CHAR Evo

Control Flow
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Download Techniques Breakdown
Cluster DCONN URLDownloadToFile

1 TRUE FALSE
1 TRUE FALSE
2 TRUE FALSE
2 TRUE FALSE
3 TRUE FALSE
4 TRUE FALSE
5 FALSE TRUE
5 TRUE FALSE
5 TRUE FALSE

FALSE TRUE
FALSE TRUE

6 FALSE TRUE
6 FALSE TRUE
7 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE

FALSE TRUE
9 FALSE TRUE

10 FALSE TRUE
11 FALSE TRUE
12 FALSE TRUE
13 FALSE TRUE
14 FALSE TRUE
15 FALSE TRUE

System Modifications Breakdown

Cluster
File Operations 
(F*) Registry Operations

1 FALSE FALSE

1 FALSE FALSE

2 FALSE FALSE

2 FALSE FALSE
3 FALSE FALSE

4 FALSE FALSE
5 FALSE FALSE

5 FALSE FALSE

5 FALSE FALSE
FALSE FALSE
FALSE FALSE

6 TRUE TRUE
6 FALSE FALSE
7 TRUE TRUE
8 TRUE TRUE
8 TRUE TRUE
8 TRUE TRUE
8 TRUE TRUE

FALSE FALSE
9 FALSE FALSE

10 TRUE TRUE
11 TRUE TRUE
12 TRUE TRUE
13 TRUE TRUE
14 TRUE FALSE
15 FALSE FALSE

2nd Stage 
Download 
Evo
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Download Techniques Breakdown
Cluster DCONN URLDownloadToFile

1 TRUE FALSE
1 TRUE FALSE
2 TRUE FALSE
2 TRUE FALSE
3 TRUE FALSE
4 TRUE FALSE
5 FALSE TRUE
5 TRUE FALSE
5 TRUE FALSE

FALSE TRUE
FALSE TRUE

6 FALSE TRUE
6 FALSE TRUE
7 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE

FALSE TRUE
9 FALSE TRUE

10 FALSE TRUE
11 FALSE TRUE
12 FALSE TRUE
13 FALSE TRUE
14 FALSE TRUE
15 FALSE TRUE

System Modifications Breakdown

Cluster
File Operations 
(F*) Registry Operations

1 FALSE FALSE

1 FALSE FALSE

2 FALSE FALSE

2 FALSE FALSE
3 FALSE FALSE

4 FALSE FALSE
5 FALSE FALSE

5 FALSE FALSE

5 FALSE FALSE
FALSE FALSE
FALSE FALSE

6 TRUE TRUE
6 FALSE FALSE
7 TRUE TRUE
8 TRUE TRUE
8 TRUE TRUE
8 TRUE TRUE
8 TRUE TRUE

FALSE FALSE
9 FALSE FALSE

10 TRUE TRUE
11 TRUE TRUE
12 TRUE TRUE
13 TRUE TRUE
14 TRUE FALSE
15 FALSE FALSE

2nd Stage 
Download 
Evo
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Common Functions Breakdown

Cluster FORMULA FORMULA.FILL GOTO CALL REGISTER EXEC
1 FALSE TRUE FALSE FALSE FALSE FALSE

1 FALSE TRUE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE TRUE FALSE FALSE FALSE FALSE
3 FALSE TRUE FALSE FALSE FALSE FALSE

4 TRUE FALSE TRUE FALSE FALSE FALSE
5 FALSE FALSE TRUE FALSE FALSE TRUE

5 TRUE FALSE TRUE FALSE FALSE FALSE

5 TRUE FALSE TRUE FALSE FALSE FALSE
FALSE FALSE FALSE TRUE FALSE FALSE

TRUE FALSE FALSE TRUE FALSE FALSE
6 TRUE FALSE FALSE TRUE FALSE FALSE
6 TRUE FALSE TRUE TRUE FALSE FALSE
7 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE

TRUE FALSE FALSE TRUE FALSE FALSE
9 TRUE FALSE FALSE TRUE FALSE FALSE

10 FALSE TRUE TRUE TRUE FALSE FALSE
11 FALSE TRUE TRUE TRUE FALSE FALSE
12 FALSE TRUE TRUE TRUE FALSE FALSE
13 TRUE TRUE FALSE FALSE FALSE TRUE
14 FALSE FALSE FALSE FALSE TRUE FALSE
15 FALSE FALSE FALSE FALSE FALSE TRUE

Cluster Hidden VeryHidden
1 TRUE FALSE

1 TRUE FALSE

2 FALSE TRUE

2 TRUE FALSE
3 FALSE TRUE

4 FALSE TRUE
5 FALSE TRUE

5 FALSE TRUE

5 FALSE TRUE
FALSE TRUE
FALSE TRUE

6 FALSE TRUE
6 FALSE TRUE
7 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE

TRUE FALSE
9 TRUE FALSE

10 TRUE FALSE
11 FALSE FALSE
12 FALSE FALSE
13 TRUE FALSE
14 TRUE FALSE
15 FALSE TRUE

Macro sheets Breakdown

Hidden vs
VeryHidden
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Common Functions Breakdown

Cluster FORMULA FORMULA.FILL GOTO CALL REGISTER EXEC
1 FALSE TRUE FALSE FALSE FALSE FALSE

1 FALSE TRUE FALSE FALSE FALSE FALSE

2 FALSE FALSE FALSE FALSE FALSE FALSE

2 FALSE TRUE FALSE FALSE FALSE FALSE
3 FALSE TRUE FALSE FALSE FALSE FALSE

4 TRUE FALSE TRUE FALSE FALSE FALSE
5 FALSE FALSE TRUE FALSE FALSE TRUE

5 TRUE FALSE TRUE FALSE FALSE FALSE

5 TRUE FALSE TRUE FALSE FALSE FALSE
FALSE FALSE FALSE TRUE FALSE FALSE

TRUE FALSE FALSE TRUE FALSE FALSE
6 TRUE FALSE FALSE TRUE FALSE FALSE
6 TRUE FALSE TRUE TRUE FALSE FALSE
7 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE
8 TRUE FALSE TRUE TRUE FALSE FALSE

TRUE FALSE FALSE TRUE FALSE FALSE
9 TRUE FALSE FALSE TRUE FALSE FALSE

10 FALSE TRUE TRUE TRUE FALSE FALSE
11 FALSE TRUE TRUE TRUE FALSE FALSE
12 FALSE TRUE TRUE TRUE FALSE FALSE
13 TRUE TRUE FALSE FALSE FALSE TRUE
14 FALSE FALSE FALSE FALSE TRUE FALSE
15 FALSE FALSE FALSE FALSE FALSE TRUE

Cluster Hidden VeryHidden
1 TRUE FALSE

1 TRUE FALSE

2 FALSE TRUE

2 TRUE FALSE
3 FALSE TRUE

4 FALSE TRUE
5 FALSE TRUE

5 FALSE TRUE

5 FALSE TRUE
FALSE TRUE
FALSE TRUE

6 FALSE TRUE
6 FALSE TRUE
7 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE
8 FALSE TRUE

TRUE FALSE
9 TRUE FALSE

10 TRUE FALSE
11 FALSE FALSE
12 FALSE FALSE
13 TRUE FALSE
14 TRUE FALSE
15 FALSE TRUE

Macro sheets Breakdown

Hidden vs
VeryHidden

Hidden

VeryHidden
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The Bad
• XL4 Macros are here to stay (even though we saw a drop in malicious samples)
• Easy to use, easy to “complicate”, easy to slow down reversing and triage

The Good
• Tools have been updated, and they can now be used to automate response
• Waves of false negatives in VirusTotal have become increasingly rare

The Ugly
• Too many legacy features are still not deprecated or just “deprecated in spirit”
• … what is going to be the next “legacy feature”?

For now…
Conclusions
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To name a few:

@JohnLaTwc

@DissectMalware - xlmdeobfuscator

@InQuest

@BouncyHat - macrome

@DidierStevens – plugin_biff, oledump

@outflanknl

@decalage2 - olevba, oletools

@jcarndt

Research possible only because of contributions from the community
Shout Outs!
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Thank You
Any questions?


