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Flattened the curve!
CloudEyE (aka GuLoader) attacks.
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CloudEyE Revenue
At least $500,000
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GuLoader
The top malicious dropper of 2020

Attacks all over the world
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* GuLoader

The top malicious dropper of 2020

Attacks all over the world
Hundreds of attacks every day
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GuLoader

The top malicious dropper of 2020
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Attacks all over the world ﬁ Formbook

Hundreds of attacks every day Remcos T Lokibot
Different malicious campaigns \ /
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NanoCore ﬁ NetWire
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Attacks all over the world
Hundreds of attacks every day
Different malicious campaigns

Abusing Google Drive and OneDrive
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What 1s i1nside of GuLoader?

s |
b

Library function [ll Regular function Instruction Data Unexplored External symbaol Lumina function

push offs W vtHandler
mov
push
mov
mov
call
push
push
push
mon
Mo
lea
push
call
lea
push
fld1
push
push
fstp
push
lea
push
call

E Functio v O & X I_El DA A |:| @ H n-1 |E Structures

~

oo
m @

Function name

F| _vbaFreeObjList
F| _wbaHresultCheck
|?-_+'-| rtDecFromVar
F| _wbaldVar
[F] _vbaFreeObj
vbaHresultCheckOhbj

7] _vbaNew2

]

. . e
TR o T U R T I o I ST o TR I Y

[=i]

F| _ wvbaVarSetOhbj
E rtcUpperCaseBstr
£| _vbaVarDup
[7] rtcShell
[F] rteSYD
F| _vbaFpR3
E rtcFilelength

[ I o R
o0 Ca O Cd 0

ca

o]
B
B
B
B
5]
B
B
B

]
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- VB6 app

&

v
A4
4
4
4.
v
A4
4
4
v
A4
4
4
A
4
4
4
4
4
4
A4
4

fn I B B B o ) ;xu Il o I o R )
fin}

a

- Few recognized functions

- Unknown data in code section



rBe4B6A5E
P BB4B6A5E
rea4a5A5D
rea4a5A5D

reB4a6AE3
1 BB4868A63
reB4a6AE3
1 BB8486A63
reB4a6AE9
reB4a6AE9

reB4a6AEF
reB4a6AEF
reB4a6AEF
1 Ba48BAEF
reBdachv4
:Ba486A74
1 Ba486AT7A
reBdacATA
1 BadacA7A
reBdacATA
read4achse
read4achse

What

1s inside of GuLoader?

REAL_5TART:

cmp

eax, B8F672D18h
short loc 486AG63

ebx, 1CECCACFh
short loc 4B6AGF

; CODE XREF:
eax, 4FABGE3EFh
short loc 486AT7A

ebx, 5356448h
short key calculation




What i1s inside of GuLoader?

B
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Ln
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I
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ja short near ptr

outshb

push esp

cmp eax, BF672D18h
short near ptr
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IE ] Ii ]
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xt : 984864501 ]

BB

LI i T i T s O s O i O . O s T s Y s O s O i |
TOOn Oh O O O O O M O
- - = - = - :-[=. - - = -

Ln

. B

&
a
&
&
a
&
a
&
a
&
a

db @CAh ;
db @ECh ;
db 1Ch




What 1s i1nside of GuLoader?

push 8

o

add dword ptr [esp], 4278F%h ; -> @xB84868E1l

rethn



What 1s i1nside of GuLoader?

Anti-debugging

SEGREE:ee3CelER push 8 3 ThreadInformaticnlength
SEGReS:eB3Ce1E2 push 8 3 ThreadInformaticn
SEGERE:8B3CA1EL push 11h 3 ThreadInformaticnClass = ThreadHideFromDebugger
SEGERE:8e3CaL1ER push -2 3 ThreadHandle
SEQe8e:8a3CalEs push eCx
SEQe8s:8a3Cales Nor ecx, BFSFBC3ECh
SEQeee:8a3Ce1EF pop eCx
SEGPBE:883CR1FE call eax ; NtSetInformationThread
77EF40F S0 o p ChgEreakPoint
F7EF40F1 C3 et
F7FSF125 84 00 push 0 ChgUiRemoteBEreakin
FFFS5F127 EE O040C1600 mov eax,1&60C04
FFF5F12C FFDO call =ax
FFFS5F12E C2 0400 ret 4




loc_4068ED:

loc_4@68F3:

loc_4068F9:

loc_406905:

What i1s inside

cmp
jnz

dd 386D1D1Dh

cmp

jnz

cmp
jnz

edx,

short loc_4068ED

-

dd PEA43B366!}

386D1D1Dh

edi, 577A207h

short loc_406905

dd 577A207h

cmp

of GuLoader?

Shellcode decryptor:

- Decryption key is
calculated dynamically
- Junk code

- Random bytes



What 1is

Shellcode

Old version

sub_3CERFF

proc near
pop ecx

MoV [ebp+18h], ecx
push eCx

Xor ecx, 295B4@3Ah
pop eCx

jmp loc 3C1EB@

inside of GuLoader?

New version

sub_ 298869 proc near ; CODE XREF: sub_ 292
pop ecx
Mo [ebp+1Ch], ecx
jmp short loc_2988AF
db 1Dh
+ dd @Fh dup(lD@447CEhR)
db @CEh, 47h, 4

test BCH, BCX
jmp short loc_2988F7
db 1Dh
+ dd 18h dup(lD@447CEh)
db ®CEh, 47h, 4

dw 1D@sh
+ dd @Fh dup(lD@447CEh)
db BCEh, 47h



What i1s inside of GuLoader?

Shellcode decryptor

Encrypted shellcode
SPRRECCC THar NS
Ke Ke Ke

Key Yy y y

D

y

‘shellcode http s://




What i1s inside of GuLoader?

Using know pattern (“https://” in this case) to find
the shellcode decryption key

1. Calculate key

Key

Bytes|i:i+4] @ “http”

2. Validate key

Bytes|[i+4:i+8] @ R — 5

3. Else i+=1, goto 1



What i1s inside

Old version: URLs are
stored in plain text:

load_url:
call ab leoad C2 url

éHttpsDriueGDDg db "https://drive.google.com/uc?export=download&id=1M11apxhGBT2pquwgX]"
db 'l SJBeigWbjgxiz",®
align 4

db 8
START OF FUNCTION CHUNK FOR ab_load C2 url
loc_7335: ; CODE XREF: ab_load C2 url+47tj

of GuLoader?

New version:
comes with
encrypted URLs:

loc 3E42E3: ; CODE XREF
| call ab_lead C2 URL
db @FZzh ;3 “9A= "h’
db sch ; ~28= 't
db 57h ; 23= 't
db  erch ; “70= "p’
db 14 ; MB7= 's'
db  33h ; ™Bo= ":f
db @EAh ; AC5= ")
db @Bh ; A24= )
db 8Csh E ; MAl= 'df
db ecch ; “BE= 'r
db @BEh ; “D7= 'i
db 17h ; MBl= v
db  &9h i ; e’



DarkEyE

=fJ =0 7[00 o\Projects\Vagodepressor.frm” -W 3 -Gy -G5 -Gs4896 -dos -Z21
-Fo"C:\Program Files (x86)\DarkEyE Protector -
PH::I:Erssin:unal_hhau:u\.PrnjErl::ts\.ljm??pmﬂ'ﬂIIIII

-QIfdi= 58] Axh2asic (x85H8E AxK2C:\Program Files



B3C3B27
B3C3B29
B3C3B2A
83C3B38
8303631
B3C3B33
B3C3B35
B3C3B35
B3C3B35
B3C3B38
B3C3B3A
83C3B3D
a3CsB4e
8303642
B3C3B45
B3C3646
B3C364C
B3C3652
B3C3B58
83C3B56
83C3B5D
B3C3B5F
B3C3Be@
B3C3662
B3C3B65
B3C3B67
B3C3B69
83C3B69
83C3B69
@3C3B6C
B3C3B6F

decryption_loop:

loc_ 3C3BR9:

neg

mow

M
add

movd
mowvd

pxor

push

movd
Mo

pop
sub
add
jnz
Mo

Mo
add
jnz

DarkEyE

ehx

edi. ebx

; CODE XREF: ab_decrypt_paylod+7D4j
EEX, ; encrypted data
ehx,
mme ,

mml,

[edxtecx]
esi
eax 3 encryted bytes
dword ptr [ebx] ; decryption key

mmi, mml

ECX

ecx, mmg
al, cl

ecx
ebx, esi

ebw, 1

short loc_3C3B69
ebx, edi

GulLoader

; CODE XREF: ab_decrypt paylod+73t]
[edxtecx], eax
ecx, 1

short decryption_loop

reas2echz
rBas2echz
rgas2echz
reEs2echz2
rBas2ecD4
r@as2eChe
r@as2eChe
r@a32eChno
r@a32echo
1BB328Ch6
rBB32eChE
tBE328CEL
tBE328CE4
tBB328CET
tBB328CET
tBB32BCEA
tBB32BCEA
tBB32BCEA
1883 28CEB
1 BE328CEE
1 BB328CEE
rBas2ecre
tBB328CF1
tBB328CF3
(BB328CFe
1BB328CF8
1 BB32BCFA
tBE32BCFA
tBE32BCFA
tBa32eCcrFD
188328068

decryption_loop:

loc 328CFA:

neg

mo

Mo
add

movd
maovd
pxor

push

movd
Mo

pop
zub
add
jnz
Mo

mav
add
jnz

ehx

edi, ebx
; CODE XREF: ab_decrypt_payload+91ij
2aX, ; encrypted data

ehx,

[edx+ecx]
esi

mime ,
mml,
mimie ,

eax ; encryted bytes
dword ptr [ebx] ; decrypticn_key
mm 1

eCx

ecx, mme
al, cl

ecx
ebx, esi

ebw, 1

short loc_328CFA
ebx, edi

DarkEyE

; CODE XREF: ab_decrypt payload+871j
[edxtecx], eax
ecx, 1

short decryption_loop



DarkEyE

=fJ =0 7[00 o\Projects\Vagodepressor.frm” -W 3 -Gy -G5 -Gs4896 -dos -Z21
-Fo"C:\Program Files (x86)\DarkEyE Protector -
Prufessiunal_ﬂeu\.PrujEcts\.m

-QIfdiF 55 Axh2asic (x85%&E AxK2C:\Program Files

DarkEyE Protector V3 # VBG/ASM # NO DEPENDENCIES (NATIVE) # XP to Win10 Execution o




DarkEyE

[LONG LASTING FUD 0\33 ][ VBE6 DarkEyE Crypter] No Dependacies | [WORKS WITH ALL RAT / STEALER /KEYLOG ] #
" . 02-16-2011, D6:A6 PM o .
Guest

What Is Dark EyE ?

DarkEyE is not just a crypter: Is an EPIC code obfuscator that uses a totally new techinique to encrypt/obfuscate your files. This will make your files FUD for much
time like no one crypter. Every Build you make with this Software is about 99% unique: What does it means?

it means that if you crypt the same file two or more time the first will have about a 0.9-0.1% similarity percentage compared to the second. Then, if you are a Fk*n
spreader, and ur file will get detected, you can recrypt it with same setting and obtain again a FUD file :-). Here's something that u have to know before use it:

sonykuccio

Guest

e xsebyx@hotmail.it ( Sebyno)
¢ thedoktor2007 @hotmail.it ( EveryThing )



DarkEyE evolved into CloudEyE

securitycode. eu
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@@u@ud]EgE Home Features Videos Pricing Contact Clientarea




CloudEyE

Protecting an application using google drive
GULOADER

call sub_3E71

aHttpsDriveGoog db 'https://drive.
db 'OzdlHgU4Y4Y-wj-',0

dw @ Join this file
db @

rireTil & bir

loc_4B@9:

call sub 3F47

aHttpMyurlMyfil dt 'ths:fﬁW;J*lfW;fiLe.:iﬂ']



CloudEyE

Threat Details Report  Actions - I Check Point

sullaer F292D400E448D4307C14B96A712677C1

Main encrypted e table has been saved to this path:

2KB | 7 EXE | HASH st +

Hash identifier :

Juilder X O - Fo’“op

te server (ex. ht .myurl.com/file.bin} and paste below the
Profiles manager I\ renamed before upload)

Makcous Prevent High Critical Trojan

MyProfilel (© ATTACKVECTOR | 270512020 17:32
NmJOul75.bin

® - L

ackup URL(s) 127001 F292D400E448D4307C1 4BIEATI2._ 127.0.0.1

X MALWARE FAMILY

) Simnilarity Analysis

build

3% Extracted Malware Configurations:

L
w02
GulLoader a7
5156

1257

L] L]
2603 034 104 1904 2704 0S0S 1305 IAS

St Eutonntod Llaliwasn Panfinisatlnna.



CloudEyE == GuLoader

D GEEED

aa2e0888 start_Bee proc near BB3EGRRE start_BBe proc near

B02866008 jmp short loc_ 288863 Ba3ERERE jmp short loc_3E@@31

e BESEBEIEND - - - - - - m o m =& m o s o m o d o
22200002 RND STUB db 2,'X",19h, "Luy- suhlm x¥pSwol* ", 1Bh, " <upkzil',8Ch, "u|«biBS b_s |@@3E@@82 RND_STUB db '0 e’,18h, 'TB,?E3q- \ILI M 0kVE ; XE~RHAHVEK ", 1Eh, "kiH+EmIX ", 2]
BAZABIE2 db '691I13',1, '-UT!4A",18h, "“Wek’,12h,1Eh, f',8Fh, '&j&',4,'G',§ |PE3E@EE2 db 'NeMa¥hHa’,80h, "a_E.73ANbc6iP,12h, YR ,16h, ",~",8," ", 3, "ST(
AR2AARA2 db '=e77',6,'t',7,"'> {1bHBmIA',14h, " ¥E%E,",13h, "HM' Ba3EAEa2 db 'mF7§',13h, 'beR«A{’ Ufwidox',19h, " | -sh&SUMFl' ,10h, "ITn>P"5 %kl
BO2BBBBS ; -~ - -~~~ ——~—— & & & BBIEBBEL § — - - - —mmm - m o oo m S oo
Ba2668863 BE3IEEES1

eB200068 loc 200868: ; CODE XREF: start @@et] PO3E@BS1 loc_3E@BS1: ; CODE XREF: start_geetj

Ba268858 sub esp, 288h BA3EABEL jmp short loc_3EBBET

Be26885E Jjmp short Loc_Juduad s T A T
BAZBBBEE § - -~ - - - o= m oo m o m BE3EBBE3 dd @bh dup(66C737Eh)

88260878 dd ebh dup(®AB8B12F5h) e e
BO2EBBAL - - - mm - o m s m D BB3E@BB7

BA2000A4 @O3E@BB7 loc_3E@OB7: ; CODE XREF: start ©00:loc 3EG8311]
pa2eepAl loc 206844: ; CODE XREF: start 888+6ET BB3EBBET cld

B3 2 BEE AL nop BRIERBES sub esp, 288h

BE2668A5 jmp short loc 2888CE BB3EBBEE Jmp short Loc_SEWWEC




CloudEyE

GuLoader

ab_decrypt_joined URL proc near ; CODE XREF: sub_2812A8:loc_2845B54p
pop ebx
push edi
clec
push ebx
jmp short loc_2816E8

ab_decrypt_joined URL proc near ; CODE XREF: SEGR®E8:loc_ 3E47BClp
pop ebx
push edi
push ebx
jmp short loc_3E15E2

loc 3E15E2: ; CODE XREF: ab_decrypt joined URL4+3T
loc_2@16E8: ; CODE XREF: ab_decrypt joined URL+41 fnop
clc call sub_3E4D85
call sub_2@4p04 Ipush dword ptr [ebptBsh] ; XOR Key |
clec nop
clc push 588 ; Key length
|pu5h dword ptr [ebp+Bsh] ; XOR Key I push 23 ; URL length
push 3K 3 Key Length nop
push 23 3 URL length Ipush dword ptr [ebp+@BEh] ; URL
|push dword ptr [ebp+2B3h] ; URL I jmp short Loc SEIRZS
= 1 [
call ab_xor_decrypt dd @ah dup{737EB6ECH)
push - e
jmp short loc_281782

--------------------------------------------------------------------------- loc_3E1625: ; CODE XREF: ab_decrypt_joined URL+52
dd @Ch dup(l2F5AGEEh) cld
--------------------------------------------------------------------------- call ab_xor_decrypt
cld
loc_2@81702: ; CODE XREF: ab_decrypt joined URL4+BGT push 8
cld | Ipush dword ptr [ebpt@BEh] ;3 URL
push dword ptr [ebp+2BBh] ; URL I call sub_3E3TSC
nop push 8

call sub_283A68

push eax




CloudEyE

call

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

55h

BEZh :
5Bh ;
aqh ;

@F3h

BEGh ;

8Eh

BEGh ;

51h

62h ;
BCah :
BD5h :

@BCh
10h

a3h ;

17h
B8a2h

ash
BEBh :
7ah
54h ;
7Eh ;
BAFh

7

aeh ;
BE3h
BF2h :
BEAh
BCFh ;
eceh ;

ab_load C2 URL

=

N = =)

{ K 3

2

fme fme fme dme dme dme fme dme dms fme e e fme dme fme bme dme dme dms fme e e fme fme fme fme dme dme me fme

~3D= 'h’
~g3= 't
~2F= 't
~34= 'p’
AC9= :
~C9= "/
A24= '/
AD7= "1’
~g3= 2’
~55= 7’
~EA= L
~ES= '@’
~g2= ",
~20= '@’
ABD= '
~26= "1’
~gD= "/’
~14= 'R’
~AS= "N’
~17= 'm’

~gF= "7’
~DE= "5’
“DC= "L
~g8= "b'
~pg= "1
“fE= "n'

call

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

55h
BE7h
SEh
44h
@F3h
BEGh
@Bh
@Bah
14h
2eh
98h
89h
@8BDh
4ih
BC4h
4ah
BE4h
78h
aceh
39h
7Ch
s8h
@B4h

ab_load joined URL

fme bme fme lme lme bme fme bme bms fme e fee e lme fme bee lme dme lms e e b s

~30=
~a3=
n2F=
~34=
~C9=
~Ca=
~ad=
~0T=
~a3=
~55=
MEA=
~E5=
i
~2h=
~BD=
~2a=
~ah=
~ld=
~AS=
~17=
~1E=
~3l=
~Da=

T
e

o ot

T e Iy

GuLoader

call

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

@F2h

sCh ;

ab_lead C2 URL

57h 3 W

aoh
14h

33h ;
BEAh ;

BEh

@Csh ;
BCCh ;
BBEh ;

17h

69h ;

17h

BBCh ;
BCih ;
aah
2Eh ;
63h ;
BASh -
eceh ;
4Dh ;
BDEh ;

1

BC3h
BAGh
27h ;
BDBh :
BF2h ;
ash ;

1

oo .

bme bme lme lme lme tms fme bme tms fme e fme lme lme fme bee dme bme lms e e s e e bme bme lme lme lms e

~Oh=
n2a=
~23=
~TDh=
~ai=
~pa=
~C5=
~2d=
~Al=
~BE=
~Di=
~al=
~aC=
~39=
~DB=
~AE=
~ES=
~48=
~aF=
~Cia=
~EE=
~2E=
~Bl=
~al=
~EC=
~DC=

¢

~E4=
~g7=
ME2=

= ﬂ{ -J F; E; “: 3- E; F; - ﬂ; F;UD- E; E:Ud--

call

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

8F2h
SCh
57h
aDh
sDh
26h
BEAh
4gh
BD8h
BCEBh
BASh
aDh
23h
S4h
28A2h
aCah
8Ch
25h
6Ah
BEEh
8Ch
47h
@DFh

ab_load joined URL

fme ftme fme fme lme tme fme tmr tme fme fme fwr e e fmr we fme tme lme fme me fme we

~OA=
~2a=
~23=
~iD=
~Bi=
~pa=
~C5=
~2d=
~Al=
~BE=
~Dd=
~gl=
=
~39=
~DB=
~AE=
~ES=
~48=
~BF=
~Ca=
~EE=
~2E=
~Bl=

e

R N R




Identities behind CloudEyE

GulLoader — («»\Cloud

EY

OEVEII0TECTOR

ENCRYPTING AND PROTECTING YOUR FILES

DarkEyE

|

E — securitycode.eu



Identities behind CloudEyE

DarkEyE ads: DEOREUE,I0TECTOR
ENCRYPTING AND PROTECTING YOUR FILES

-

[LONG LASTING FUD 0133 ][ VB JDarkEYE Crypter] No Dependacies ] WORKS WITH ALL RAT | STEALER /KEYLOG ] ® D ar k Ey E
r—Ge

1. D645 PM

sonykuccio
— What Is Dark EyE ? sonykyccio
songr:sttxio e Xsebyx@hotmail.it ( Sebyno ) v
e thedoktor2007@hotmail.it ( EveryThing ) l

XsebyX

Purchasing DarkEye B O @

Contact one of the following:

. N xsebyx@hotmail.it
« Everything: TheDoktor2007 @hotmail.it

. = ¥sebyX: xsebyx@hotmail.it
darkeyecrypter.altervista.org
1 + Reseller : Romeo ( csaskey@yahoo.com )
darkeyecrypter.in =

Sebyno



Identities behind CloudEyE

Leaked emails/passwords:

sonykuccio@gmail . com: i,
L — @ ——o M oe——+o decrypter@hotmail. it : (il

. sonykucciojdecrypterghotmail . it ;i
SonykyCCIO decrypter@hotmail.it  sonykiccio@gmail.com Y yP ¢

XsebyX | decrypterfghotmail.it

xsebyx@hotmail.it

| oa (O3

Sebyno




Identities behind CloudEyE

® O ¢

sonykyccio Sebyno XsebyX
? I L g

Leaked PDF':
y W

S

- [
W SEBASTIANO DRAGNA Catania XSEBYX@HOTMAIL.IT
A\VAR

Dragna Sebastiano Fabio

. i .
< D]

decrypter@hotmail.it  sonykiccio@gmail.com  xsebyx@hotmail.it

—o




Identities behind CloudEyE

(= CloudEyE

Pricing Contact Termsof Service Privacy @ ® ®

sonykyccio Sebyno XsebyX

SD SOFTWARE ClI DRAGNA SEBASTIANO FABIO 1 Via Paolo

® I ? _\f \:}c’r"l = QDTECTUQ

ENCRYPTING iHD PROTECTING YOUR FILES

! _e_ @v
: i\

—e

darkeyecrypter.altervista.org
securitycode.eu Dragna Sebastiano Fabio darkeyecrypter.in

SRR o |
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Identities behind CloudEyE

* Delyved Execution

e Inject Custom Process

e Hide File

e Persistance Critical Process

s Dypass KIS11
* US.G. (Unique Stub Generator]|

Q: What's the best settings for ..... 7
A: This is the most asked question: Dark eye rarely can corrupt servers; You have to know 2 basic and easy
things before crypt:

1) if you want use RAT Functions (Install Injection, Rootkit, Persistence, Melt) just use the crypter to crypt
YOour server.

2) if you want to use Dark EyE's install function (bypasses a lot of AntiViruses proactives defenses
(Kaspersky for example) ), dont use any option on

* Binder your RAT except Kevlogger/UPX compress/Infect USB

 Downloader
e Fake Form
s Fake Strings

« Fake Funtions - wich . h )
e Fake Object Form {: Wich options use on the generator?

o M A: There's no "Best" option. We can guarantee that each option on the generator will not corrupt your
e Fake Message . .
server. The generator is only used to obtain a
more unique file. You can play a lot with them. Usually you can get FUD with ALMOST all Settings. Dark EyE
Crypter has one of the best USG on the
market. The high numbers of options make this crypter really Unique.

e Integrate Compression

Everything: TheDokt

XsebyX: xseb otmail. it

Crypter with U.S.G. total F.U.D. or 40€

DOR<EVUEI0TECTOR

ENCRYPTING AND PROTECTING YOUR FILES
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darkeyecrypter.altervista.org
darkeyecrypter.in



Identities behind CloudEyE
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ENCRYPTING AND PROTECTING YOUR FILES

NG

W
After 2015 ° ° “i" °
securitycode.eu Dragna Sebastiano Fabio

Pretend to be a legitimate tool

Protecting applications from
cracking

Malicious use 1s prohibited

° ® ° ° @ Until 2013

XsebyX darkeyecrypter.altervista.org
darkeyecrypter.in

Advertised malicious features
Bypasses anti-viruses
Described using with RATs

At the same time they say:

1. This is a totally legal Sotware,
and authors don't take any responsability for the use that u will do.



CloudEyE’s exposure

C p < l > PUBLICATIONS TOOLS ABOUT US CONTACT US SUBSCRIBE UNDER ATTACK?

CHECK POINT RESEARCH

C p < > 1 |

:
CALCE POINT RESEARCH

GulLoader? No, CloudEyE.




CloudEyE’s exposure
resonated in the press
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CloudEyE’s exposure
Service Suspension

securitycode.eu

C|DLJdE‘y‘E Home  Features  Videos Pricing Contact Client area
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Flattened the curve!
CloudEyE (aka GuLoader) attacks.
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CloudEyE’s Response

nweo

... we have suffered various abuses perpetrated with our security
software,

by malicious users whose licenses were immediately revoked...
unfortunately we cannot control what users protect with our software,
the data they protect is strictly personal ...

our regular customers are small or medium software developers who
require

protection for their code present in the applications developed by
themselves”



Legitimate use of CloudEyE?

We blocked CloudEyE samples in the first stage.
But..
s CloudEyE malicious?
s there a legitimate use of CloudEyE in the wild?
Can we give CloudEyE the benefit of the doubt ?

Let's do an experiment !!



Where there's smoke, there’s fire
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Where there's smoke, there’s fire

Formbook: 876
N\ /— AgentTesla: 1413

Lokibot: 619

T LN RamCOS: 249
NetWire: 237 ————

Warzone: 95

Pony: 73

Azorult; 182 B

Benign: 3

Other malicious: 455 NanoCore: 853



Where there's smoke, there's fire
BEMIgn: 3@
b6ce818ff82821eeb844ca5636b6c98fdb6fe3d749b3718b7617fd2f38c0acfb

e0e4c431db0df3d2143fbd89dcfh0aabcf4d44cd111e5816360032320b60353a
6b1b95ca83020442795ac62b560c92f2129b47905472c2abf86d3fd11d9809a5

@ http://80.211.181.77/PEID_encrypted_8A3E4CF.bin

e13171d50f45a79bc09b9e4h9ffa38eb02301aca94al1867a9bf8acccc3759030
PEID utility (Free download app for detecting PE packers)



Where there's smoke, there’s fire

= CloudEyE =




CloudEyE in the present?

CloudEyE is back on the market.
Only a few "new samples” are on our telemetry and VirusTotal.

m a I @ ia Z Fraunhofer

alrl cloudeye (Backt

2% CloudEyE

aka: GuLoader, vbdropper

loudEyE (initially named GuLoader) is a small VB5/6 downloader. It typically downloads RATs/Stealers, such as Agent Tesla, Arkei/Vidar, Formbook, Lokibaot,
I etwire and Remcos, often but not always from Google Drive. The downlc
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