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Take down! 

The top malicious dropper of 2020 



Flattened the curve! 
CloudEyE (aka GuLoader) attacks.  
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CloudEyE Revenue 

At least $500,000 
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The top malicious dropper of 2020 
 

• Attacks all over the world 

• Hundreds of attacks every day 

• Different malicious campaigns 

• Abusing Google Drive and OneDrive 
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What is inside of GuLoader? 

- VB6 app 

- Few recognized functions 

- Unknown data in code section 
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What is inside of GuLoader? 

jmp    0x004068E1 



What is inside of GuLoader? 

Anti-debugging 



What is inside of GuLoader? 

Shellcode decryptor: 

- Decryption key is 

calculated dynamically 

- Junk code 

- Random bytes 



What is inside of GuLoader? 

Shellcode 

Old version New version 
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What is inside of GuLoader? 

Shellcode decryptor 

Encrypted shellcode 

Key 

shellcode 

Key 
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What is inside of GuLoader? 

Using know pattern (“https://” in this case) to find  

the shellcode decryption key 

Key Bytes[i:i+4] “http” 

Bytes[i+4:i+8] Key “s://” 

1. Calculate key 

2. Validate key 

3. Else i+=1, goto 1 



What is inside of GuLoader? 

Old version: URLs are 

stored in plain text: 

New version: 

comes with 

encrypted URLs: 
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DarkEyE evolved into CloudEyE 

securitycode.eu 
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Identities behind CloudEyE 

GuLoader 

DarkEyE 

securitycode.eu 



Identities behind CloudEyE 

sonykyccio 

xsebyx@hotmail.it 

XsebyX 

Sebyno 

DarkEyE ads: 

www 

darkeyecrypter.altervista.org 

darkeyecrypter.in 

DarkEyE 



Identities behind CloudEyE 

sonykyccio 

xsebyx@hotmail.it 

XsebyX 

Sebyno 

Leaked emails/passwords: 

decrypter@hotmail.it sonykiccio@gmail.com 
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Identities behind CloudEyE 

Dragna Sebastiano Fabio 

www 

securitycode.eu 

After 2015 

XsebyX 

www 

darkeyecrypter.altervista.org 

darkeyecrypter.in 

Until 2013 

• Pretend to be a legitimate tool 

• Protecting applications from 

cracking 

• Malicious use is prohibited 

 

• Advertised malicious features 

• Bypasses anti-viruses 

• Described using with RATs 

• At the same time they say: 

 



CloudEyE’s exposure 



CloudEyE’s exposure 

resonated in the press  



CloudEyE’s exposure 

 Service Suspension 
securitycode.eu 



Flattened the curve! 
CloudEyE (aka GuLoader) attacks.  
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CloudEyE’s Response 

““… we have suffered various abuses perpetrated with our security 
software, 

 by malicious users whose licenses were immediately revoked... 

 unfortunately we cannot control what users protect with our software, 

 the data they protect is strictly personal ...  

our regular customers are small or medium software developers who 
require 

 protection for their code present in the applications developed by 
themselves” 



Legitimate use of CloudEyE? 

We blocked CloudEyE samples in the first stage. 

But.. 

• Is CloudEyE malicious? 

• Is there a legitimate use of CloudEyE in the wild? 

• Can we give CloudEyE the benefit of the doubt ? 

Let's do an experiment !! 



Where there's smoke, there's fire 

5091 unique CloudEyE 3255 unique payloads  

99.9% 

Malicious 



Where there's smoke, there's fire 

AgentTesla: 1413 

Formbook: 876 

Lokibot: 619 

NetWire: 237 

Azorult: 182 

NanoCore: 853 

Benign: 3 

Other malicious: 455 

Warzone: 95 

Pony: 73 

Remcos: 249 



Where there's smoke, there's fire 

Benign: 3? 

b6ce818ff82821eeb844ca5636b6c98fdb6fe3d749b3718b7617fd2f38c0acfb 

e0e4c431db0df3d2143fbd89dcfb0aabcf4d44cd111e5816360032320b60353a 

6b1b95ca83020442795ac62b560c92f2129b47905472c2abf86d3fd11d9809a5 

www http://80.211.181.77/PEiD_encrypted_8A3E4CF.bin 

e13171d50f45a79bc09b9e4b9ffa38eb02301aca94a1867a9bf8acccc3759030 

PEiD utility (Free download app for detecting PE packers) 



Where there's smoke, there's fire 

99.9% 

Malicious 
=   CloudEyE    = 



CloudEyE in the present? 

CloudEyE is back on the market. 

Only a few “new samples” are on our telemetry and VirusTotal. 



Thank you so match =) 



But we prefer burnt matches 

Thank you!! 


