
Attribution: A puzzle
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Worked on several investigations:

3D printing hobbiest
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Introduction

• The attribution of cyber attacks 
requires collecting diverse 
intelligence, analysing it and 
deciding who is responsible.

• The private sector attempts to 
associate cyber attacks to threat 
actors using the intelligence 
available to them.

• Private sector sources include 
open-source intelligence (OSINT), 
technical analysis (TECHINT) and 
possibly proprietary data.



Introduction

• Intelligence agencies have 
additional sources.

• Such intelligence is beyond the 
reach of private-sector 
researchers.



Introduction

• Let’s take examples of 
attribution and examine the 
evidence available to us as a 
threat intelligence and security 
research group…

• And let’s see why attribution 
can be hard…



Attribution pivots
Context



Attribution 
pivots - Context

• WellMess attribution by UK’s National 
Cyber Security Centre (NCSC)

• Endorsed by Canada’s Communications 
Security Establishment (CSE), the U.S.’s 
National Security Agency (NSA) and 
Department of Homeland Security 
Cybersecurity and Infrastructure 
Security Agency (DHS CISA)



Attribution 
pivots - Context

WellMess malware:

• First reported in June 2018 by 
the Japanese national CERT

• Written in Go (32 & 64 bits)

• Support Linux (ELF) and 
Windows (PE)

• Supports DNS, HTTP and HTTPS 
communication

• RAT
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Infrastructure
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Attribution pivots - Infrastructure



Attribution 
pivots -

Infrastructure

WellMess sample from May 23, 2018: 
0b8e6a11adaa3df120ec15846bb966d67
4724b6b92eae34d63b665e0698e0193

C2 IPs: 45.123.190[.]168

• 2016-12-24 to 2019-12-04
layers[.]wincodec[.]com

• 2017-11-25 to 2018-11-18
onedrive-jp[.]com



Attribution 
pivots -

Infrastructure

WellMess sample from May 23, 2018: 
0b8e6a11adaa3df120ec15846bb966d67
4724b6b92eae34d63b665e0698e0193

IPs history of onedrive-jp[.]com

• 2020-07-17 to 2020-07-17
52.45.178[.]122

• 2018-11-22 to 2018-12-29
209.99.40[.]222

• 2018-11-21 to 2018-12-25
209.99.40[.]223

• 2017-11-25 to 2018-11-18
45.123.190[.]168

• 2017-12-19 to 2018-11-03
198.251.83[.]27



Attribution 
pivots -

Infrastructure

WellMess sample from May 23, 2018: 
0b8e6a11adaa3df120ec15846bb966d67
4724b6b92eae34d63b665e0698e0193

Domains history of 198.251.83[.]27

• 2018-04-13 to 2018-04-19
my-iri[.]org
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Attibution pivots - Infrastructure



Attribution pivots
Tactics, techniques & procedures (TTPs)



Attribution 
pivots - TTPs

WellMess sample from Jan. 21, 2020: 
65495d173e305625696051944a36a031
ea94bb3a4f13034d8be740982bc4ab75

The original name of the sample was 
"SangforUD.exe," the filename of the 
Sangfor VPN client.



Attribution pivots - TTPs



Attribution pivots
Analysing the evidences



Attribution 
pivots –

Analysing the 
evidences

• The NCSC report clearly attributes 
the attack to APT29. We can't 
confirm or refute this conclusion, 
mainly because their intelligence is 
not publicly available and can be 
assumed to combine several different 
types of intelligence sources. 

• Our own TECHINT-based research of 
the infrastructure indicates that 
WellMess might be associated with 
APT28. However, our TTP pivots 
suggest the malware could be linked 
to DarkHotel.



Attribution 
pivots –

Analysing the 
evidences

• The attribution concerning the 
Sangfor VPN servers hack may be 
incorrect. Was this an attack 
carried out by APT28 or APT29, 
rather than DarkHotel?

• Two different threat actors 
targeted the same VPN software 
at the same time by coincidence.

• Or, possibly, there is an unknown 
common factor between the 
threat actors that led to them 
targeting the same software.



Code Sharing



Code sharing

Source: https://twitter.com/neelmehta/status/864164081116225536



Code sharing

Source: https://blog.talosintelligence.com/2020/03/bisonal-10-years-of-play.html



Code sharing

Source: https://www.epicturla.com/blog/acidbox-clustering



Code sharing

Source: https://twitter.com/TheEnergyStory/status/1277652093235531782
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False Flags



False Flags

THESE ARE LOADED BUT NEVER USED!



Conclusions



Conclusions
• TECHINT may not be enough

• FALSE FLAGS play an important role

• Conflicting hypothesis



Conclusions Government intelligence attribution



Conclusions

Unverifiable – Is just that – Unverifiable 

unverifiable

wrong

right



Conclusions

Attribution is as much a science 
of collecting verifiable 
information as it is the art of 
assembling a hypothesis and 
being aware of the information 
missing to support that 
hypothesis.
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