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Hi, my name is Clippy! 
Today I will help you 

through this 
presentation 



• Compound File Binary
• Campaign example
• OOXML
• Digging into a campaign

I noticed you forgot to 
add “AGENDA” to the 
slide. Do you want me 

to add it?



Microsoft Compound File Binary

• file format used for storing storage objects and stream objects in a hierarchical structure 
within a single file

• Resembles a FAT system
• Magic header: D0 CF 11 E0 A1 B1 1A E1
• Examples: doc, xls, ppt



Compound File Binary
Oletools to the rescue

Metadata can 
be manipulated



Compound File Binary
Oletools to the rescue

• Time stamps in UTC
• Print date can also be print to 

PDF
• “Total edit time”: keeps track of 

how long you have the document 
open, not when it’s actively edited

Forensic 
Tips:



Compound File Binary

Verification of Office version
Sub-File: DocumentSummyInformation

Checking the property: GKPIDDSI_VERSION

0x10 = 16
Office 2016 was used by creator



Compound File Binary

Verification of OS version
File: DocumentSummyInformation or Summaryinformation

Checking: 4-byte PropertySetSystemIdentifier

Major and minor version OS



Compound File Binary

Windows 0x06 0x01 = Windows 7
Major and minor version OS



Example APT28/Sofacy campaign

• File “gorodpavlodar.doc”  
• Hash: d209adb433928a8b557d6dfcd7b3375b4f3dc446
• Size: 6.8MB
• File-type: .doc

It looks like you’re 
attributing. Do you want 

me to roll the dice 
again?



Example APT28/Sofacy campaign



Example APT28/Sofacy campaign

• OLEfile.py output:



Example APT28/Sofacy campaign

Windows 0x06 0x02 = Windows 8
Major and minor version OS



OOXML Format

• XML files in a ZIP-file
• Standard documentation 6000+ pages (excluding macros etc.)
• Examples: docX, xlsX, pptX

[Content_Types].XML description of all files in the package
.RELS .xml files stores relationships of parts
Word/settings.xml settings for the document
docProps/app.xml and core.xml: metadata like creation-date/author..

OLE objects, macros
Media like pictures

Forensic 
Tips:



Operation (노스스타) North Star



Template Injection



Document analysis

Lazarus and a Hidden 
Cobra walked into a 

bar… Do you want me 
to continue?

What did we have so far collected?

• Multiple docx files with job recruitment content
• Two PDF files
• Multiple .DOT files

All settings.xml files had the same language settings:

w:val=”en-US”

w:eastAsia=”ko-KR”



Document analysis - settings.xml

W15 value id in documents



Document analysis - settings.xml

rsid (Revision Identifier for Style Definition

Document 1 Document 2



Document analysis – Putting it all together:



Document analysis – Putting it all together: Remember “Last 
Printed” metadata?



Document analysis  - overview results

• Same language settings
• Same fonts installed
• Lot of equal settings in parameters
• Timeline analysis
• Similar structures with previous campaigns
• Set of templates re-used
• And more…



This is the end of the presentation. 
Do you want me to run powershell -

ep bypass -cGet-WmiObject
Win32_Shadowcopy | ForEach-
Object {$_.Delete();} and reboot 

your system?


