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She sells root shells by the C(++) shore

building a safe execution environment
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e security solutions

e hardening

crontab -e

o CP3
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Security solutions

Goals and challenges




e protect g‘
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Security
Solutions

® Secure

e efficient
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Security
Solutions

o Wwide spectrum

e rapidly update content

o

[ [1.2 .1 [1.1 ] ]

. o ¢€95f1c68c4. .. evil.bin
Operating
- " -rf /" i.sh
Environments oo rmseert
o new ActiveXObject evil.js

("Scripting.CloudSystemObject")

o cmpxchg1024b
kernel32!IsTheBuggerPresent evil.exe

e hardened runtime environment
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Hardening

Robust, reliable, resilient software




Process

* separate address space

* privilege control

Hardening

154, 999 1
0.33 0.30
81:48:57

firefox-esr -p --no-remote
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Hardening

Multi-process boundary




e process group boundaries
O sessions
o effective user ID, cgroups

e Virtualization - stricter isolation

Multi-process O EW yicoso

| N
Hardenin g vmware TR Hyperv w AKVM

e containers - isolation with less overhead

& 0 G o

dOCkQ( kubernetes OPENSHIFT openstack.
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Hardening

Process-level hardening technologies




von Neumann architectures

e code + data =

(gdb) run

Process-level Esns osron:

read 32

Hardening

‘rogram recelved signal 5IGS
: in bufowv
info frame
level 0, frame at

= 0x4011d9 1in bufover; saved rip = 0xad41414141414141

Arglist at 0x4141414141414141, o
Locals at 0x4141414141414141, Prewvi

Saved 1y 1sters:
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Process-level « NX, XD, XN, FoE
Hardening

e [0, I'w, X, rvx

o WAX policy
63 62 52 51 32
N O - Exe c u te N R 4. MBZ Physical-Page Base Address
X ESEEVES, (This is an architectural limit. A given implementation may support fewer bits.)
31 12 11 9 8 7 6 5 4 3 2 1 0
P P|P|U|R
Physical-Page Base Address AVL G|A|DIA|C|W]|/|/|P
T DIT|S|W

Figure 5-12. 4-Kbyte PTE—PAE Paging Legacy-Mode
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P rocess 'Ievel e variable memory layout
Hardening

e user mode:
o module addresses
o process control structures (PEB/TEB)
o stacks, heaps

e kernel mode (KASLR):
o kernel address
o driver module addresses
o page table mappings / hyperspace
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Process-level o compiler inserted checks
Hardening

e mitigates stack buffer overflows

Stack Cookies e weakness: guessing the value

i

Ny
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Process-level
Hardening

Structured
Exception
Handling

SEH

VEH

SafeSEH

SEHOP
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Process-level
Hardening

GNU RELRO

01010010
)110101

] T

()0

ELF read-only sections have no
relocations

PLT/GOT easy targets to hijack
execution

RELRO turns pages read-only
after processing relocations

ELF header

Program header table

.text

.rodata

~ X\

.data

X/

Section header table
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Microsoft - Control Flow Guard

Process-level . Jquard:cf

Hardening e checks sparse bitmap before indirect call
e limitation: non CFG-enabled modules
e limitation: unaligned function addresses

CFG

/ VOID Foo {CALLBACK ROUTINE *Cb) {
if (IsValidTarget(Cb) = FALSE) {
TerminateProcess|() 7
3‘ o/ Compiler
cb(); ~/ inserted CFG
} instrumentation

—

t Foo (ValidCallback) ; Foo (0x41414141); J

)\

IsValidrarget(ValidCallback) IsValidrarget (Oxd1414141)
roturns 1000 returns FALSE
)
ValidCallback is called Ox41414141 is NOT called

Process cont inues execut ing Process is terainated
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Process-level Intel MPX - Memory Protection Extensions
Hardening

*OMPILER
- A i ;; "~ ~ — o) v
s EXPLORER Add... More B PVS-Studio ‘ Sharev | Other
C++ source #1 X x86-64 gcc 6.4 (Editor #1, Compiler #1) C++ X
A~ B +- Vv &~ » x86-64 gcc 6.4 -fcheck-pointer-bounds -mmpx -Ofast

C++

A~ QOutput.~ YFilter.v [ Librariesv <Addnew..v o Addtool..~

aller(int):

MPX (*#nls1) (int)s TR

caller ( a) {
fn[a](a); }

a9
el
N
ul
ul

https://godbolt.org
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Process-level Intel MPK - Memory Protection Keys

Hardening
2.7 PROTECTION-KEY RIGHTS REGISTERS (PKRU AND IA32_PKRS)

Processors may support either or both of two protection-key rights registers: PKRU for user-mode pages and the
IA32_PKRS MSR (MSR index 6E1H) for supervisor-mode pages. 4-level paging and 5-level paging associate a 4-bit
protection key with each page. The protection-key rights registers determine accessibility based on a page’s
protection key.

If CPUID.(EAX=07H,ECX=0H):ECX.PKU [bit 3] = 1, the processor supports the protection-key feature for user-
mode pages. When CR4.PKE = 1, software can use the protection-key rights register for user pages (PKRU)
to specify the access rights for user-mode pages for each protection key.

If CPUID.(EAX=07H,ECX=0H):ECX.PKS [bit 31] = 1, the processor supports the protection-key feature for super-
visor-mode pages. When CR4.PKS = 1, software can use the protection-key rights register for supervisor
pages (the IA32_PKRS MSR) to specify the access rights for supervisor-mode pages for each protection key.

3130292827 26252423222120191817 1615141312110 9 8 7 6 56 4 3 2 1 0 BitPosition

AIWAIWA[WA|WAIWA[WA|WA|WAIWA[WA|WAIWA[WA|WA|WA
bpjpp(p|p|p|p|D(D|D|D|D|D|/D|D|D|D|D|D|D|D(D|D|D|D|D|D|D|D|D|D
15| 14 14/13| 13| 12| 12| 11{11|10[10| 9 |9 |8 |8 |7 |7 |6 |6 (5 (5|4 |4 |3 |3 |2(2|1|1|0 (O

Figure 2-9. Format of Protection-Key Rights Registers
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- N

P rocess _I eve I Intel® Control-Flow Enforcement Technology (Intel CET)
Hardening

INTEL e INDIRECT BRANCH + SHADOW
CET — TRACKING (IBT) STACK (SS)

INDIRECT BRANCH SHADOW STACK (SS)
T RA C KIN G ( IBT ) SS delwvers return address protection to defend against

return-oriented programming (ROP) attack methods.

IBT delivers indirect branch protection 1o defend against
jumpjcall arented programming (JOP/COP) attack methods.

PROGRAM
IN MEMORY -

tnted CEY will b
attackers from

aBitrary sk

Intel CEY wil help Bhock cal ¥ retur

addres et on Both stacks don't masch

Intel CET helps protect against ROP/JOP/COP malware

Intel CET is built into the hardware microarchitecture and available across the family of products with that core.
On Intel vPro® platforms with Intel®* Hardware Shield, Intel CET further extends threat protection capabilities.
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Hardening

In-process security boundaries




In-process NaCl
hardening

statically typed languages

modified GCC toolchain

single forward pass verification

near native speed

con: native code + web = no adoption

[P]NaCl

PNaCl

1 bitcode for all hosts

clang/LLVM toolchain

near native speed

not adopted by Chrome competitors
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In-process asm.js
hardening e better compatibility

e browser-specific optimisations
e LLVM derived toolchain - emscripten

WebAssembly
e (C/C++/Rust->LLVM
Js e Virtual architecture

e supported by major browsers
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Language

featu res for Safety THIS PAGE INTENTIONALLY LEFT BLANK

C
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Language
features for safety
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Language
features for safety

Pros
] RAII

smart pointers
new standard every 3 years
zero-cost abstraction

Cons

compatibility

lifetime

concurrency
undefined behaviour

’\
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warnings-as-errors

high warning level

static code analyzers
code coverage

ASan (address sanitizer)
refactoring tools

fuzzing

Language
features for safety

Good practices

C C
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Language
features for safety

Rust

prevents memory corruption

no data races

aliasing * mutability

explicit lifetimes

no undefined behaviour

FFI to interact with other languages
runtime checks

panic: controlled shutdown
catch_unwind
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CP3

Safe Execution Environment




Quick recap:

e complex logic, rapidly updatable
e interpreters
o domain-specific languages
o limited performance

modular design
intermediate representation
language-focused frontend
SSA form for optimisation
ABI-focused backends

Safe execution
environment
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instrumentation

Safe execution

environment
- recipe - i
hosting library ‘j | ijﬁf
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CP3 e pluggable compilation process

Instrumentation e instrumentation at IR layer
F;s_ﬂlnuu%—f@zi'_a: =1

|-

e small IR opcode set *}

@
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e follow ABI rules

e sensitive call stack information
CP3 must be kept safe

C source #1 x86-64 gcc 10.2 (Editor #1, Compiler #1) C

A~ B +- v C x86-64 gcc 10.2 -Ofast

Stack safety

A~ @~ Y~ B~ 4+~ /-~

vyE x + 5; 7 »] [rdi+5]

>

Ch—
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CP3

Stack safety

-

Ce—

C source #1 x86-64 gcc 10.2 (Editor #1, Compiler #1) C

x86-64 gcc 10.2

A~ @~ Y- B~ 4+~ /-~
tfn ( x) f fn:

y = K , 24
rand r(&y)
> [

rand r
24

b

‘alloca’ Instruction

Syntax:

<result> = alloca [inalloca] <type> [, <ty> <

<

Overview:

The ‘alloca’ instruction allocates memory on the

ha AanitAamatricalli ralaacad vwihan thic fitnctian ratn

X

-Ofast

[r=p+12],
+lL]
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but o (FILE *

char buf[0x20];
=t n = fread(buf, 2, (buf), f);

size_
ms!\n", n);

CP3
F: fprintfistderr, "read %z
bhuf [ (buf) - 1] = 0;
fprintf(stderr, "buffer: %s\n", buf);
(int) n;

Stack safety

_ stdin) ;
memset (dashes, .

int n = bufoveristdin);

dashes (dashes) : Y

fprintf(stderr,
n:
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rdb ) run

tarting program: /tmp/a.out

read 32

'rogram received signal SIGSEGY, Segmentation fault.
SRS : in bufover ()

'Sdbj info frame

Stack lewvel 0, frame at

rip = 0x4011d9 in bufover; saved Pip - Oxa41414141414141

Arclist at 0x4141414141414141,

Locals at Ox4141414141414141. Previ

Stack safety

-

read 32

B Y
huffer:
">

© BROADCOM



CP3

st * v, size t n);

Function calling

rn X;

SCHRGDINGER S

‘!CA
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x86-ms-abi:
e stdcall: _symbol@N
e fastcall: @symbol@l\l‘>

__fastcall square (dou

CP3

rn num * num;

__fastcall mul ( a,

Function calling

a*b;

Solutions:
e decorate symbols
e cross-check definitions and calls
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void (* fn_ptr) (..
class GotVTable { ~GotVTab1e () {} };

CP3

Indirect function
calls
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CP3

=*
]

D x

M o
D
ct
1]

o 3

l—- f-~-.j:| M (D

oreet

Indirect function
calls

1]
o T
t

int main

char

15 1 stdinl)d
* ..,."‘
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Native run

(odh) run </dewv/null

5£artimg program: /Jtmp/a.out
Hello world!
Hello world!

C P 3 e m recelved signal SIGSEGY,

WO7FFFFFT790a00 in _I0_2_41_stdin_ () from /lib/x86_64-linux-gnu/libc.so

I0_2_4_stdin_ () from /lib/x86_64-1linux-gnu/libc.so

ac_start_main (main=0x4011c0 <main>,

Indirect function
calls

world!
mortals!

External calls
-
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must compile all libs
libc & libc++

replace syscalls
LLVM libc++

libC

Support libraries

newlib bionic glibc
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CP3

e SEH signal
Trabppin VEH SIGSEGV
PPING ° SIGBUS
SIGABRT
SIGTRAP
SIGFPE
SIGILL

Exceptions
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CP3

Timeout SuspendThread othread_kill
- GetThreadContext : .
t
prOtECthn SetThreadContext SIgseimp

siglongjmp

p
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unsigned long long fibonacci (unsigned int n)
{

CP3 by

ibonacci(n — 1) + fibonacciln = 2);

void in _order traverse (nhode t const * node)

Stack exhaustion (

(node->left) traverse(node->left);
print_node(node) ;

(node->right) traverse(node->right);

@ BROADCOM'



Stack exhaustion

Normal thread stack:

used stack pages

current guard page

unused stack pages

last regular stack
page

pages for delivering
stack overflow
exceptions

guaranteed gap
page

EXCEPTION_STACK_OVERFLOW

Broken stack overflow delivery:

almost all stack used

ntdll frames for dispatching an
exception in user code

ntdll frames for dispatching
EXCEPTION_STACK_OVERFLOW in
ntdll code

guaranteed gap page

X
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clang -fstack-check x

"probe-stack"

This attribute indicates that the function will trigger '

stack must be no further apart than the size of the
otrina valile. the name of the stack nrohina fiinction

Stack exhaustion
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® NaCl/PNaCl 5-15%
PNaCl for AMD64  25%
M ‘0 55%
e

15% (10-35%)

Tech comparison WEBASSEMBLY
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Static scanning technologies

CP3 é@ m ‘g.
JS .,t VBA
Uses a é

Scan events

line
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Thank
You

costin.ionescu@broadcom.com




