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Security solutions
Goals and challenges
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Security 
Solutions

Goals

● protect

● secure

● efficient
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● wide spectrum

● rapidly update content

○ [ [1.2 …] [1.1 …] … ]

○ c95f1c68c4...  evil.bin

○ "rm\s+-rf /" evil.sh

○ new ActiveXObject evil.js
  ("Scripting.CloudSystemObject")

○ cmpxchg1024b
kernel32!IsTheBuggerPresent evil.exe

● hardened runtime environment

Security 
Solutions

Operating 
Environments



Hardening
Robust, reliable, resilient software



Broadcom Proprietary and Confidential.  Copyright © 2020 Broadcom.  All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.8

Process

• separate address space

• privilege control

Hardening



Hardening
Multi-process boundary
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● process group boundaries
○ sessions
○ effective user ID, cgroups

Multi-process
Hardening

● virtualization - stricter isolation

● containers - isolation with less overhead



Hardening
Process-level hardening technologies
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von Neumann architectures

● code + data = 

Process-level
Hardening
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● NX, XD, XN, FoE
● ro, rw, rx, rwx
● W^X policy

Process-level
Hardening

No-Execute
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● variable memory layout
● user mode:

○ module addresses
○ process control structures (PEB/TEB)
○ stacks, heaps

● kernel mode (KASLR):
○ kernel address
○ driver module addresses
○ page table mappings / hyperspace

Process-level
Hardening

ASLR
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● compiler inserted checks

● mitigates stack buffer overflows

● weakness: guessing the value

Process-level
Hardening

Stack Cookies
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● SEH

● VEH

● SafeSEH

● SEHOP

Process-level
Hardening

Structured
Exception
Handling
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● ELF read-only sections have no 
relocations

● PLT/GOT easy targets to hijack 
execution

● RELRO turns pages read-only 
after processing relocations

Process-level
Hardening

GNU RELRO
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Microsoft - Control Flow Guard

● /guard:cf
● checks sparse bitmap before indirect call
● limitation: non CFG-enabled modules
● limitation: unaligned function addresses

Process-level
Hardening

CFG
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Intel MPX - Memory Protection ExtensionsProcess-level
Hardening

MPX

https://godbolt.org
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Intel MPK - Memory Protection KeysProcess-level
Hardening

MPK
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Process-level
Hardening

CET



Hardening
In-process security boundaries
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NaCl

● statically typed languages
● modified GCC toolchain
● single forward pass verification
● near native speed
● con: native code + web = no adoption

In-process 
hardening

[P]NaCl
PNaCl

● 1 bitcode for all hosts
● clang/LLVM toolchain
● near native speed
● not adopted by Chrome competitors
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asm.js
● better compatibility
● browser-specific optimisations
● LLVM derived toolchain - emscripten

WebAssembly
● C/C++/Rust -> LLVM
● virtual architecture
● supported by major browsers

In-process 
hardening



Language features for safety
Safe Execution Environment
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THIS PAGE INTENTIONALLY LEFT BLANK
Language 
features for safety
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Language 
features for safety
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Cons
● compatibility
● lifetime
● concurrency
● undefined behaviour 

Language 
features for safety Pros

● RAII
● smart pointers
● new standard every 3 years
● zero-cost abstraction
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Language 
features for safety

Good practices

● warnings-as-errors
● high warning level
● static code analyzers
● code coverage
● ASan (address sanitizer)
● refactoring tools
● fuzzing
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● prevents memory corruption
● no data races
● aliasing ^ mutability
● explicit lifetimes
● no undefined behaviour
● FFI to interact with other languages
● runtime checks
● panic: controlled shutdown
● catch_unwind

Language 
features for safety

Rust



CP3
Safe Execution Environment
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● complex logic, rapidly updatable
● interpreters

○ domain-specific languages
○ limited performance

CP3

Safe execution 
environment

● modular design
● intermediate representation
● language-focused frontend
● SSA form for optimisation
● ABI-focused backends

LLVM

Quick recap:
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instrumentation

CP3

Safe execution 
environment
- recipe -

hosting library
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● pluggable compilation processCP3

Instrumentation ● instrumentation at IR layer

● small IR opcode set
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● load
● store
● fence
● cmpxchg
● atomicrmw

CP3

Memory safety
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● follow ABI rules

● sensitive call stack information 
must be kept safeCP3

Stack safety
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CP3

Stack safety
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CP3

Stack safety
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CP3

Stack safety
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CP3

Function calling
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CP3

Function calling

Solutions:
● decorate symbols
● cross-check definitions and calls

x86-ms-abi:
● stdcall: _symbol@N
● fastcall: @symbol@N
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CP3

Indirect function 
calls

void (* fn_ptr) (...);
class GotVTable { ~GotVTable () {} };
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CP3

Indirect function 
calls
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CP3

Indirect function 
calls

Native run

CP3 run

External calls
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CP3

Support libraries

● must compile all libs
● libc & libc++
● replace syscalls
● LLVM libc++
● libc

uclibc dietlibc musl

newlib bionic glibc
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CP3

Hosting library
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CP3

Trapping 
Exceptions

signal

● SIGSEGV
● SIGBUS
● SIGABRT
● SIGTRAP
● SIGFPE
● SIGILL

● SEH

● VEH
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CP3

Timeout 
protection

SuspendThread
GetThreadContext
SetThreadContext

pthread_kill
sigsetjmp
siglongjmp

for (;;);
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CP3

Stack exhaustion
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CP3

Stack exhaustion

EXCEPTION_STACK_OVERFLOW

Normal thread stack: Broken stack overflow delivery:

used stack pages

almost all stack used
current guard page

unused stack pages

last regular stack 
page ntdll frames for dispatching an 

exception in user code

pages for delivering 
stack overflow 
exceptions

ntdll frames for dispatching 
EXCEPTION_STACK_OVERFLOW in 
ntdll code

guaranteed gap 
page guaranteed gap page
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CP3

Stack exhaustion

clang -fstack-check
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NaCl/PNaCl 5-15%
PNaCl for AMD64 25%CP3

Tech comparison

55%

45%

CP3 15% (10-35%)
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CP3

Uses

Static scanning technologies

AMSI cmd
line

WMI .reg

Scan events

*.*
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Conclusion



Thank 
You
costin.ionescu@broadcom.com


