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Kingroot



About Kingroot
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○ If we can detect them, we can look for malicious use
○ Understand what exploits are actually used in-the-wild



Kingroot: Architecture

०

०
○ stored encrypted in the application’s assets
○ dynamically loaded during execution of the application

०
○ comes with a license and checks signer and package name of the app

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<!DOCTYPE properties SYSTEM "http://java.sun.com/dtd/properties.dtd">

<properties>

  <entry key="channel_id">105006</entry>

  <entry key="package_name">com.kingroot.kinguser</entry>

  <entry key="cert_md5">191240FCB048127DB9110D1B30537FDE</entry>

</properties>



Kingroot: Rooting Device

०
○ su manager (SuperSU)

०
○ the request is done using SharkNetwork communication protocol
○ the downloaded ‘solutions’ are XML files with information on exploit 

location

०
○ exploit a privilege escalation vulnerability

०
○ and optionally some other undesired software...



SharkNetwork Library



SharkNetwork: Overview

०
○ com.tencent.mobileqq, com.tencent.qqpimsecure
○ com.samsung.android.messaging, com.samsung.android.sm.devicesecurity.tcm

०

०
○ XTEA cipher
○ inflate/deflate (zlib)

०
○ sudden loss of connection
○ reduced bandwidth



SharkNetwork: RE Challenges

०

०

०

०
○ there is some debugging/logging data left in dex files
○ there are other APKs that use an unobfuscated version of 

SharkNetwork library

kgod.yn.c(new StringBuilder().append(p9).toString(), new 

StringBuilder("[ocean][shark_funnel]|seqNo|seq_").append(p11).append("|step|").append(p13).append("|c

mdId|cmd_").append(p10).append("|stepTime|").append((System.currentTimeMillis() - 

v0_2.l)).append("|retCode|").append(p14).append("|flow|").append(p15).toString());



SharkNetwork: Data Format

०
○ Client(Server)Shark -- the outermost object encapsulating everything else
○ Sharkfin -- an object to configure properties of the channel
○ Client(Server)Sashimi -- represents a unit of information exchange

ClientShark

data

flagscmd seq push

data

flagscmd seq push
...

net_type auth_type build_no session_id boot_type...



SharkNetwork: Handshake



SharkNetwork: Encryption #1

०

०

private byte[] encryptSessionKey(String sessionKey) { 

    if (!android.text.TextUtils.isEmpty(sessionKey)) { 

        java.security.PublicKey v1_3 = java.security.KeyFactory.getInstance("RSA").generatePublic(new 

java.security.spec.X509EncodedKeySpec(kgod.adc.a("MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQDb49jFnNqMDLdl87Ut

Y5jOMqqdMuvQg65Zuva3Qm1tORQGBuM04u7fqygA64XbOx9e/KPNkDNDmqS8SlsAPL1fV2lqM/phgV0NY62TJqSR+PLngwJd2rhYR8wQ1N

0JE+R59a5c08EGsd6axStjHsVu2+evCf/SWU9Y/oQpEtOjGwIDAQAB", 0)));

        javax.crypto.Cipher v2_4 = javax.crypto.Cipher.getInstance("RSA/ECB/PKCS1Padding");

        v2_4.init(1, v1_3);

        v0_0 = v2_4.doFinal(sessionKey.getBytes());

    }

    return v0_0;

  }



SharkNetwork: Encryption #2

०
○ Client(Server)Sashimi has a flag for data encryption

०

○ they seem to switch to java.security.SecureRandom in recent 
versions of the SDK used in other apps

 private String a(int p6) { 

    java.util.Random v2_1 = new java.util.Random();

    StringBuffer v3_1 = new StringBuffer();

    while (v0_0 < p6) { 

      v3_1.append("abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789".charAt(v2_1.nextInt(62)));

      v0_0++;

    }

    return v3_1.toString();

  }

data

flagscmd seq push



SharkNetwork: Requesting Exploits

PcAndMobileRootInfos v8 = (PcAndMobileRootInfos)arg8;

this.solutionsInfo.pcRoots = v8.solutionsInfo_pcRoots;

this.solutionsInfo.mobileRoots = v8.solutionsInfo_mobileRoots;               

this.solutionsInfo.pcRoots.canRoot =  this.solutionsInfo.solutionListToDownload.length > 0 ? 1 : 0;

this.solutionsInfo.mobileRoots.canRoot = this.solutionsInfo.mobileRoots.succRate > 0 &&

                                         this.solutionsInfo.mobileRoots.succUsers > 0 ? 1 : 0;



SharkNetwork: Fingerprinting Device

०
○ unique device ID -- IMEI for GSM and MEID or ESN for CDMA
○ Wi-Fi MAC address
○ Android ID
○ CPU information -- cat /proc/cpuinfo, number of cores, maximum CPU frequency
○ screen size of the device
○ amount of available memory -- /proc/meminfo
○ Total size and amount of available space on system and data partitions
○ Total size and amount of available space on the external storage
○ Device build information
○ Version of baseband firmware
○ device brand, manufacturer, product name and release version number
○ etc.



SharkNetwork: Solution Info
<root>

  <root_zip>

    <name>00000000000000000001490768428987.jar</name>

    <sid>2909</sid>

    <version>428166</version>

    <type>1</type>

    <size>2306184</size>

    <verified>1</verified>

    <md5>0a14d62d7c0795e4c8edbe759e0c3ee6</md5>

    <encrypt>1</encrypt>

    <url>

      hxxp://king.myapp.com/myapp/Kingroot/webapp_kingroot/solution_test/00000000000000000001490768428987.jar

    </url>

    <backup_url>

      hxxp://king.myapp.com/myapp/Kingroot/webapp_kingroot/solution_test/00000000000000000001490768428987.jar

    </backup_url>

    <exploit_type>0</exploit_type>

    <interface_type>3</interface_type>

  </root_zip>

</root>



Payload analysis



Exploit Payload Structure

०
○ An ELF file, which contains (lightly scrambled)

■ The exploit supported-device DB
■ ELF file(s), (one of) which contains (dynamically-generated 

substitution cipher)
● Post-exploitation ELFs and scripts
● Sometimes Obfuscator-LLVM has been used, 

sometimes not

JAR archive

krmain (ELF file)

.data section

supported devices 
database

post-exploitation 
rooting tools & scripts

ELF with an exploit



Supported-Device DB



Fingerprint Value

०
○ ro.product.brand | ro.product.model | cat /proc/version

०



Some Exploits
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947

०
○ No information found in Google search
○ Seems to allow read/write of kernel memory

○ Very limited device support
■ 73 kernels in total, 52 identified so far
■ 4 OEMs

०

०
○ Also see CVE-2017-0500/0501/0502/0503/0504/0505

https://labs.f-secure.com/assets/BlogFiles/mediatek-kernel-write-m4u.pdf


Count of Device Models Covered



Vulnerability of Google Devices



1545 - 2013/07 -> 2018-10



Thoughts on KingRoot

०
○ At least 35 device manufacturers
○ At least 300 device models

०
○ Obtaining/reversing kernels
○ Testing

०



State of Android Rooting Providers

०
०
०

○ Kingroot
■ shut down its operations as of December 2019

○ QihooRoot
■ shut down its operations early in 2020



Thank you! Questions?


