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Introduction

© 2019 Trend Micro Inc

Advanced threat actor likely based in China

Known under aliases Earth Akhlut, Cactus
Pete, Lone Ranger, Tonto team

Operating for more than 10 years

Targets multiple government organizations

and worldwide companies




History

e 2012 — HeartBeat campaign
e 2017 — Operation ORCA (Virus Bulletin)
* 2018 — Operation Bitter Biscuit

e 2018 — Bisonal Malware Used in Attacks Against
Russia and South Korea

e 2020 — Bisonal: 10 years of play
e 2020 — Earth Akhlut
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History — naming

e Earth: Information
theft / espionage

* Akhlut: orca spirit,
half wolf, half orca

© 2019 Trend Micro Inc.



Infection vectors
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Infection vectors

* Phishing websites
* Spear-phishing emails with malicious
attachments

e Exploitation of vulnerabilities in security
solutions

© 2019 Trend Micro Inc.




Infection vector — phishing websites
® £ www.email-gov-mn.com

* Phishing
domain similar
to legitimate E

domain -
TEPUWH BAUTYYNNATbIH LAXAM
. LLYYAAH
email.gov.mn
X3parnaryuidH H3p
X3P3rN3rHUAH H3pP
Hyyu yr
HYyL yr
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Infection vector — phishing websites

* For a successful attack, the attacker requires
strong user interaction

e User awareness lowers the success rate of
this type of attack

* Phishing websites were blocked once noticed

© 2019 Trend Micro Inc
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Infection vector — spear phishing

* Malicious attachments

Message IE]KOMMEKCHHH NPOKT N0 CO34aHNMID MUWAWIWLHO-CTROWTEABHBX KOONepaTUEDE A4NA paboTHWKOE 060poHKN,.exe (230 KE)

Jobpeli geHs, VEakaeMble KO/UIerH|

K Turo neproro Maf HaNpaBIfio BaM KOMIIUTEKCHBIHN MPOeKT, HANpPARTCHHBIN HA VIVIIIEHHE EHIHITHBIX VOTORNT pabOTHHEOR
«ODOPOHKH»

Bawm ot gymm nosgpaemazo!

© 2019 Trend Micro Inc.

==
-
om
zZ
Slw)



11

Infection vector — spear phishing

* Malicious attachments

Oopa3zoBaHHe:

Bricmee (ounoe) Mocropcrnit [ ocynapcTe eHHEBI YHHBEpu:HTETI (2005-2009rr1)

ConenmansHOCTE: CEKpeTaph-pedepeHT

OnbIT padoThI:

6.08.2012 - macT. Bpema

000 «Crpoi-Cepeucy JomxaocTs: cexperaps JomkHocTHERIE 00737

HHOC

2.06.2010-04.08.2012

WVEOEBC

000 «durancopas womnasaa Boctokay JomsaocTs: moMomHNIE p

Jdono/THETE/IbHAA HHpOpMALIHA:

3HAHHA HHOCTPAHHBIX A3BLIKOB: GHTIHIICKIIT PasroBopHEIl

Bragenne koMOBHOTEpOM: Ha VPOBHE ONBITHOTO ITONB20EATENT (ofHcHEIe mporpaMMe!, Hutepuer, 1C)

JuuEBIe KaYecTBa: OTECTCTECHHOCTE, EHFMMATCIBEHOCTE, KDMM}HHKEEEJIBHDE‘E: YMCHHC pﬂEDTﬂTE- c bons

‘O:xHaaeMblii YpoBeHb 3apa0oTHOH MIAThI: 40 000 pybmeit.

ToTora mpueTymiuTe K paboTe B bmtxalimee Bpema.
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Infection vector — spear phishing

* Malicious attachments

Aerospace & Defense Supplier Summit Seattle 2020 - mexxgyHapoOHbIN
cCaMMMWT aBMALMOHHO-KOCMUYECKOW NMPOMBbILLIIEHHOCTH

c 6 no 8 anpenn

CLA, Cuatn
Oprannaarop: BC| Aerospace

O koHdpepeHuuH Aerospace & Defense Supplier Summit Seattle 2020

KoHpepeHuwa Aerospace & Defense Supplier Summit Seattle 2020 npoxogur © 6 no 8 anpensa & ropoge Cuatn, CLA MocmoTpeTs, Kak Npoexate B MecT
NPOBEOEHWA KOHGEPEHUMW MOMHO HA caiiTe KoHrpeccHoll nnowagkw. [encean nporpamma Aerospace & Defense Supplier Summit Seattle 2020 moxe
BKMKIYATE HECKONLKO NOTOKOE MNKW CEKLWA W pA3MEelaeTCA HA CAATE MEponpUATHA ¢ NoopoBHEIM CIWCKOM O0KNA0YMKDE. CNWEEPOB KOHBEPEHUNKW Asrospace |
Defense Supplier Summit Seattle 2020 00blYH0 OKOHYATENBHO YTEEP#OAT 32 1-2 MeCcALa 00 Havana KoHfepeHLun.

© 2019 Trend Micro Inc.
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Infection vector — spear phishing

* Job application-themed spear phishing emails

e RTF files with Microsoft Equation 2.0 related
exploits (CVE-2017-11882 / CVE-2018-0802)

* Royal Road RTF document builder

* “OLE Package Objects” with names 8.t or wd32PrvSE.wmf
e Custom encryption starting with Oxb07477 or Oxb2a66d




Infection vector — spear phishing

* For a successful attack, the attacker requires user
Interaction

e User awareness lowers the success rate of this type
of attack

* Applying updates prevents code execution in this
context

* Malicious documents and C&C were blocked once
noticed

14 | © 2019 Trend Micro Inc.




Infection vector — exploiting vulnerabilities

* Exploiting vulnerabilities in security solution’s
services exposed to Internet
 CVE-2019-9489 (patched Apr 2019)
e CVE-2020-8468 (patched Mar 2020)

JXCVE-2019-9489 Detail

Current Description

A directory traversal vulnerability in Trend Micro Apex One, OfficeScan (versions XG and 11.0), and Worry-Free Business Security (versions
10.0, 9.5 and 9.0) could allow an attacker to modify arbitrary files on the affected product's management console.

T R TR TR ¢ —S 'S g MICRO
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Infection vector — exploiting vulnerabilities

* Exploiting vulnerabilities in security solution’s
services exposed to Internet
 CVE-2019-9489 (patched Apr 2019)
e CVE-2020-8468 (patched Mar 2020)

JXCVE-2020-8468 Detail

Current Description

Trend Micro Apex One (2019), OfficeScan XG and Worry-Free Business Security (9.0, 9.5, 10.0) agents are affected by a content validation
escape vulnerability which could allow an attacker to manipulate certain agent client components. An attempted attack requires user
authentication.
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Infection vector — exploiting vulnerabilities

* Minority of the cases used this infection
vectors

* Both vulnerabilities are required for a
successful attack

* Delivered payload was a dropper for the
Shadowpad malware family




Infection vector — exploiting vulnerabilities

* For a successful attack, the attacker requires:
* A network access to the management server
* An authentication bypass to such server
* A vulnerability to execute code from this server

* All of these conditions can be mitigated by network
design and patch management

* Malicious payloads and C&C were blocked once
noticed

18 | © 2019 Trend Micro Inc.




Backdoors
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Custom backdoors

| sl | BEem
2
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Custom backdoors — commands

e All of them:

* Process enumeration, download and file
execution, interactive shell

 Most of them:
* File upload and deletion, terminate process

e Some of them:

* OS information collectjga, uninstall, wipe

\-.‘ ‘ D
; 3 A ) .
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Custom backdoors — OS info

* |P address

 Code page

 Time (tick count)

e OS version, token information
 Computer name, proxy information
e Campaign ID, presence of VM

© 2019 Trend Micro Inc.




Custom backdoors — C&C encryption

* No encryption
e XOR: used keys: 0x15, Ox1d, Ox1f

* RC4: hardcoded password 0x12345678

e Custom: use of atypical constants Ox58BF and
0x3193




Custom backdoors — dexbia

* Decryption steps
* ELDLJFDRILGOEYFZGMCXDIHYGEDKAJIAFTFE

* sY\xef \xdb\xaa\x80\x9b\xa8KV\xce\xa0OX\t\xdO\
x95\x86
« www]|.]riss[.]ntdll[.]net




Custom backdoors — dexbia

import sys
EEinbufD = sys.argv[l]
P |key = 1213

inbufl = bytearray()

\FTFE
y :|for ii in range(0, len(inbuf0), 2): EOX\t\XdO\

1 bb = ord(inbuf0[ii+1]) + Ze*ord(inbufl[ii]) + 37
; inbufl.append( bb & 0xzff)

° ‘#prlnt{ inbufl )

outbuf = bytearray()

for i1 in range (0, len(inbufl)):

bb = (inbufl[iil) * ((key >> Z2) & 0xff)
outbuf.append( bb )

key = (0x58BF - ((inbufl[i1]) + key) * 0x3193) & Oxffff

25 020191 PEINE ( outbuf )

o >,
e A . L
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Custom backdoors — dexbia

* Second loop with constants OxCE6D (52845) =
-0x3193 and 0x58BF (22719) can be also found in

Adobe Type 1 Font Format Specification

unsigned short int r;
unsigned short int c1 = 52845;
unsigned short int c2 = 22719;

unsigned char Encrypt(plain) unsigned char plain;
funsigned char cipher;

cipher = (plain * (r==8});

r=(cipher+r) *cl +c2;

return cipher;

}
https://www.adobe.com/content/dam/acom/en/devnet/font/pdfs/T1 SPEC.pdf

26 | © 2019 Trend Micro Inc.
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https://www.adobe.com/content/dam/acom/en/devnet/font/pdfs/T1_SPEC.pdf

Custom backdoors — network encryption

* No encryption

Encoding/compress: hex, zlib, base32, base64

XOR: used keys: 0x28, Ox3f
RC4: hardcoded password 0x12345678
zlib + RC4

27 | © 2019 Trend Micro Inc



Custom backdoors — network encryption

* No encryption

for (i =0; i < 1238; *(8v7 + i) = *( BYTE *}(v2 + al) )

{ :
vd = 1 % a?;
pCustomRcdStatus[i] = i;
++i;

¥

for ( result = @; result < 128; ++result )

i

vE = pCustomRcdStatus[result];

v2 = {(unsigned _ int8)pCustomRc4Status[result] + (unsigned _ int8)*(&v8 + result) + v2) ¥ 128;
pCustomRcd4Status[result] = pCustomRcd4Status[vi];

pCustomRc4Status[v2] = vE;

¥

 RC4 with 128-byte state

=
) = » \._-,“a 3 A
28 | © 2019 Trend Micro Inc. ¥ A )
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Custom backdoors — network traffic

 Example of Chimaera C&C communication

GET http: //www.g00gle_kr.dns05.com: 443/2.asp HTTP/1.1
User-Agent: flag:1231 host:win7-32bit IP:172.21.24.57
O0S:Win7 /2008r2-7601 viniN proxy:Y

Host: www.gl0gle kr.dns05. com: 443

Pragma: no-cachs]

GET http: ./ www.google kr.dns0S5.com/a. asprid=
010000000000 000031003 200003 3003 2 ChONC O OO OO OO OO DD D DD DD DD
07 FO0eS006EQDIT 00200033003 20062 0065000 7 40000 D00 DD DD D000
Oooo000003 10037003 2002E00320031002E00320034002E0038003
7 OO DO DD D DD D DD D D D DD D D 0 00000 3 000440061007 S0035 00
48006F 2075007 20033003 30040 0069006E 0000000000000 000000
0 O O e 0 O OO0 O O 0 e O 0 O O O O 2 O O D OO D O D D O DR DD D DD D0 DD DD D DD D DD D DD DD L
DODDODELIDDOFOFr i%20Mar®2027%2008: 11 : 05%202020 HTTP/1.1
accept: ==

accept-Encoding: gzip, deflate

User-agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows
NT &.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET
CLR 3.5.30729; .NET CLR 2.0.30729; Media Center PC &.0;
.NET4.0C; .NET4.0E)

Host: www.google kr.dns0S. com

Proxv-Connection: Keep-Alive _ @

© 2019 Trend Micro Inc.
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Custom backdoors — VM check

* Most of these families try to detect whether

they are running inside a virtual machine
unsigned  int32 v@; // eax

v = dindword('VX');




31

Custom backdoors — sandbox evasion

* Time delay

_itoa(®, &Buffer, 18);

compute md5(v7, (int)&Buffer, strlen(&Buffer));
bin2hexstring((unsigned  int8& *)v7, &5trl);

while ( strncmp(&Strl, “"ef775988943825d2871elcfa75473ecl@™, @x28u) )

1
if ( v3 < @)
break;
_itoa(++v3, &Buffer, 18);
compute md5(v7, (int)&Buffer, strlen(&Buffer));
bin2hexstring((unsigned  int8 *)v7, &5trl);

¥

Decrypt md5 Hash Results for: ef775988943825d2871elcfa75473ec@

Algorithm Hash Decrypted
: /) TREND
MICRO
md5 ef775088943825d2871elcfar75473ech Q 99999939




Custom backdoors — sandbox evasion

* Likely anti-sandbox trick
* request for a non-existent website

e prefix www.github
e https://www/.lgithub##5052d[.]Jcom/Daf/post[.]lasp

strcat{vl + 12, "Host: www.github™);

szRandomstring = @;

memset({vE, @, sizeof(vB)});

va o= @

vie = @;

vi = time(@);

srand{v3);

vd = rand(});

generate Random_string(&szRandomString, "abad4jfpoajdfSndvi34789fu7adjfn34435625u480t3494#59-", v4 % 18);
strcat{vl + 12, &szRandomString);

strecat(vl + 12, ".com\rn"); 'REND
strcat{vl + 12, "Connection: Keep-Aliwvelrin™); I CRO"
streat(vl + 12, "Content-Type: application/x-www-form-urlencodedirin®™);

32


https://www[.]github/##5o52d[.]com/Daf/post[.]asp
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Custom backdoors - chimaera

* Named after a caption

found in the control
panel

© 2019 Trend Micro Inc.
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Custom backdoors - chimaera

e Control panel

E3 chimaera 10 (o] = |[==
Id Mame Exter_ip Inter_ip 05 _werion Runtime Tips Ontime Offtime Proxy Vmware
1 win7-32bit 127.0.0.1 172.21.24.87 Win7/200... 0Day&Hour Min 1231 Mar 27 03:28:48 ¥ M

© 2019 Trend Micro Inc.
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Custom backdoors - chimaera

e Control panel

Chimaera 1.0 Id: 1 Name: win7-32bit Bx_ip: 127.0.0.1 Tn_ip: 172.21 24.87 =] @ [ | ==

CMD PROCESS

Id Mame Exter_i are

- PID PROCESS

1 win7-32bit 127.0.0 03272020 08:25AM <DIR>
03272020 08:25 AM <DIR> =
03/02/2020 04:20 AM 34,816 65d61f6f8e 7dalbchrb013adea745d62_localhost.exe
12/29/2019 05:56 PM 35,504 c.exe

03/27/2020 08:52 AM <DIR:> host
2 File(s) 120,320 bytes
3Dir(s) 8,459,902,976 bytes free

c:\temp =dir
Volume in drive C has no label,
Volume Serial Number is 2C73-A8C6

Directory of c:\temp

03/27/2020 08:25 AM <DIR:=
03272020 08:25 AM <DIR> =
03022020 04:20 AM 34,816 65d61f5f8e7dalbcbcb013adea745d62_localhost.exe
12/29/2019 05:56 PM 85,504 c.exe
03/27/2020 08:53 AM <DIR>= host
2 File(s) 120,320 bytes
3Dir(s) 8,459,902,976 bytes free

m

c\temp > 52
4 3

i CMD i
UPFILE
et
Save Path: calc.exe

35 © 2019 Trend Micro In
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Custom backdoors - chimaera

e Code similarity with old bisonal

e Send machine info

* Campaign ID

© 2019 Trend Micro Inc.

sprintf(

&Buffer,

"Flag:%s Name:¥s IP:¥s 05:%s5P%d Vmware:¥s Proxy:¥s",
&MultiBytestr,

&name,

&34,

By24,

wls,

B2z,

&v2ey;

if ( vl )
MultiByteToWideChar(®, @, v1, -1, Sword 485764, 48);
v3 = GetTickCount();
wsprintfW(vy, L"%d", v3 / 36400000 ;
V3 ¥= 56400888 ;

wsprintfW(ve, L"¥d", v3 / 36060000);
wsprintfW(vs, L"¥d", v3 ¥ 3ceeees / c0000);
wsprintfi(8word 48578C, L"¥sDay¥sHour¥#sMin™, w7, vé

gmemcpy (&szCampaignID, L"17§7", @xldu);



Custom backdoors — campaign IDs

* Some of these families have a campaign ID:

416-J, 0209J, 0216jHC, 228K]J, 3sa, new, 711,
Tran,ru, Test, DS, MN1223, 1228, dis, ser, mfa820,
ser_ru, rogx64, mON~1, word0302, low_mn, tnkk,
solr, fvckrus, ENERGY




Shared backdoor - ShadowPad

* Backdoor handling multiple plugins

e Used in advanced supply chain attacks
discovered in 2017 and 2018

* Exclusive to Winnti/APT41 until 2019




Shared backdoor - ShadowPad

e Usually only 5 plugins are embeded:
* “Plugins”, “Config”, “Install”, “Online”, “HTTP”
* |n some cases: “TCP”, “UDP”

* Loaded through DLL side-loading vulnerabilities in

signed executables
* Uses anti-disassembly techniques
 Sometimes packed with VMProtect

39 | © 2019 Trend Micro Inc.



Shared backdoor - ShadowPad

e New in 2020: sandbox evasion

 if the loading DLL is not the expected one, the
program exits

=t evades sandboxes that usually load DLLs with
rundll32.exe




Shared backdoor - ShadowPad

* Noticeable version tags

04Z8-WLGC 2019-02-16 05:37:57
0204-x64 2019-02-16 05:38:27
GT-NewVerl030 2019-10-24 15:01:15
OZI1Z-GT-xb4 2019-10-24 15:02:01
20200120 2019-12-31 05:10:54
20200220 2019-12-31 05:11:45
20200309 2019-12-08 14:18:55
0326x64 2020-03-11 15:58:39

41
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Post-exploitation tools
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Post-exploitation tools - public

* privilege escalation tools
e CVE-2019-0803 and MS16-032 exploits

* hash computational tools

* credential dumpers
e gsecdump v0.7
e wdigest extract
* LaZagne

© 2019 Trend Micro Inc.




Post-exploitation tools - public

 Network shares enumeration

* nbtscan 1.0.35

* Inbtscan (Python version of nbtscan)
* Keyloggers

e Keylogger1217
e Lateral movement

* Et

© 2019 Trend Micro Inc




Post-exploitation tools - private

* Dumps information from the Domain
Controller -

2 name="win7-32bit"
= <NetGetJoinInformation>This computer have joined to the [WorkGroup]: [WORKGROUP].</NetGetJoinInformation>
4  [H<ShowLocalGroupsDetail>

[ ) U N t rk 5 [Administrators]

SesS NetworK :

7 win7-32bit\Administrator
8 win7-32bit\win7
g
0

1 [Guests]

13 win7-32bit\Guest
APls
15

[IIS_IUSRS]

Management :

s
-1 m

NT AUTHORITY\IUSR

4 0 W m

[Users]

NT AUTHORITY\INTERACTIVE
NT AUTHORITY'\Anthenticated Users

F</5howLocalGroupsDetails>
-</Host>

45 © 2019 Trend Micro Inc.
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Post-exploitation tools — hub relaying

el <

3. forwards traffic

C&C server

© 2019 Trend Micro Inc.

1. connects  "ort392> Port 5688 2. sends traffic D
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Post-exploitation tools — hub relaying

* Losing control of C&C does not expose the
backend logic

 C&Cissimply a connection information
forwarder




Infrastructure
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Infrastructure

 Multiple “clusters” of domain names

* Infrastructure overlap

* Clusters were usually bound to a specific
malware family

© 2019 Trend Micro Inc.
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Infrastructure

* From March to August 2020:
* 49 domains resolving to an IP address

* Of which 38 dynamic domain names
* 46 different IP addresses




Infrastructure — attacker’s mistakes

* Attacker misconfigured some C&C servers

* We could find some new malware samples
and families, as well as victims

© 2019 Trend Micro Inc.




Custom backdoors — attacker’s mistakes

s |

© 2019 Trend Micro Inc.
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Custom backdoors — attacker’s mistakes
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Custom backdoors — attacker’s mistakes

* Files with list of victims

Szv”, "IP": 4", "0S": "Windows Server 2008 R2","Domain”™: "NT AUTHORITY", "Note®: “"gqs0225", "Chep":

=d5": "7d800aadl2a

“=dS": “€972707b4S1 » "Name® SRVOO0L", "IP 10.250","08": “"Windows Sexver 2012%, "Domain”": "NT AUTHORITY", "Note": "20200211","
“"=d5": “dS0£2761623 ¢+ "Name® ;L -t § b N 16", "08": "Windows Server2003", "Domain”: “NT AUTHORITY", "Note": “"1012%,"Chcp™: "%4
"=d$": "9§52dcdacOls ¢ "Name": 01", "IR”: " 7","08": "Windows Sexver 2012%, "Domain”: “"NT AUTHORITY", "Note": "20200211","Chcp”:
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Targets



Targets

* 61 targets in 19 different countries from
January to July 2020

* Taiwan is the most targeted country, followed
by India and Russia

* Technology and manufacturing industries
were the most targeted, followed by
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Targets — industries
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Targets — countries
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Links to other threat actors
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Links to TICK threat actor

* We found Shadowpad samples sharing
encryption algorithms with samples from

.
o T
.S

CK (Operation Endtrade)
nis suggests they share a builder

nadowpad delivery mechanism is different

for TICK, they use a dropper named CASPER



https://blog.trendmicro.com/trendlabs-security-intelligence/operation-endtrade-finding-multi-stage-backdoors-that-tick/

Conclusion

e Earth Akhlut is an advanced threat actor with
big operational and offensive capabilities

e Patches need to be applied to security
solutions

* Public Internet access to management
servers should be avoided unless necessary
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