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▪ IT and ICS are not the same.

▪ Isolated ICS systems were safer. 

▪ Yet, there is growing integration.

▪ Operational Technologies (OT).

▪ Then attack surface grows.

What’s the Deal With OT?

Milling machine CORREA CF 22-25 - Plusby Kitmondo MET (CC BY 2.0)
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▪ Why is this happening if it 
sounds so dangerous? 

▪ Because it works…

▪ The Industry LOVES IT!

Just Stop Doing It, Duh!

4 Dangerous by Nadja Robot (CC BY-NC 2.0)

https://www.flickr.com/photos/nadja_robot/2049897877/
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As a Result, We Have an Overlap…
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Intermediary Systems: “…computers (servers and workstations) and 
networks using the same or similar OS and protocols as used in IT that 
serve as an avenue for impacting physical assets or processes.” 

https://www.fireeye.com/blog/threat-research/2019/12/fireeye-approach-to-operational-technology-security.html#:~:text=The%20FireEye%20approach%20to%20OT,of%20IT%20and%20OT%20networks.
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Funnel of Opportunity & Intermediary Systems
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▪ Timeline of the intrusion and proximity to 
physical world

▪ As the intrusion progresses, the severity of 
negative outcomes becomes higher 

▪ Difficult to detect as footprint grows smaller 
and fewer security tools to defend



©2020 Mandiant©2020 Mandiant

Tomato / Tomahto?
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Stories That Keep OT Awake at Night
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OT Cyber Security Incidents Matrix (OT-CSIO)
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https://www.fireeye.com/blog/threat-research/2019/09/ontology-understand-assess-operational-technology-cyber-incidents.html
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▪ Case 1: Post-Compromise Ransomware

▪ Case 2: TRITON Attack

▪ Case 3: Reconnaissance Campaigns

▪ Case 4: Internet-Connected Assets

▪ Case 5: Portable Executable Infectors 

10 She’s Scared by gostealahead (CC BY-NC 2.0)

https://www.flickr.com/photos/ayesham/23746683041/in/photolist-CbpXxF-2GpZ1Y-67jfEG-4DiLVi-HkqMJk-eZcWV4-BGAKT-5m4By-KL37W-4kp7BN-4YmCfx-xEK5K-djRjnT-4JFjrb-5u3Xh-23QRKYZ-YD4Lfk-aYYkGg-qdrVf7-dBmB6T-24uGbJx-K22aQF-acrQzS-6PPDC4-6iX6JF-bX6fDJ-4DiMq2-KKS7E-WshAYb-4ixfPW-95ohM3-aWvixF-326uY-w53AA-326uX-7rjsxy-23prhe9-5NEbA3-6bxnvG-xFMq1-5Z4F2v-bhjSF6-oyDJ8q-iuot-41wqL6-b2vbbM-9M78vQ-3DobZ-dmQM9r-b3CceR
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Case 1: Post-Compromise Ransomware
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▪ Increasing ransomware 
incidents on industrial/critical 
infrastructure organizations 

▪ Evolution from indiscriminate to 
post-compromise operations

▪ If actor can’t monetize stolen 
data, production processes 
are alternative to profit

https://www.fireeye.com/blog/threat-research/2020/02/ransomware-against-machine-learning-to-disrupt-industrial-production.html
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Case 1: The Tale of the SNAKE(HOSE)

12 Icons from Flaticon Freepik, Becris, and Cheezburger.com.
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Case 1: Results of Joint Analysis

13

DoppelPaymer, LockerGoga, Maze, 

MegaCortex, Nefilim and SNAKEHOSE

CLOP Sample

https://www.fireeye.com/blog/threat-research/2020/07/financially-motivated-actors-are-expanding-access-into-ot.html?1
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Case 2: TRITON Attack
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▪ Corporate & IT DMZ: remote 
access, credentials, and 
recon data

▪ DCS: reach the SIS controllers

▪ OT DMZ: pivot towards the 
DCS and SIS

▪ SIS: Attacker objective

https://www.fireeye.com/blog/threat-research/2017/12/attackers-deploy-new-ics-attack-framework-triton.html
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Case 2: TRITON Tools

▪ Leveraged custom tools to avoid anti-virus 
detection and at a critical intrusion phases

▪ Exploited intermediary systems throughout the 
entire attack lifecycle.

▪ Only last step differed from other incidents.
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https://www.fireeye.com/blog/threat-research/2019/04/triton-actor-ttp-profile-custom-attack-tools-detections.html
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Case 3: Filtering the Noise - Recon
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Case 4: Internet-Exposed Assets

17



©2020 Mandiant©2020 Mandiant

Case 5: Portable Executable Infectors
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▪ Case 1: Stop financial actors

▪ Case 2: Detect targeted OT activity

▪ Case 3: Reduce noise

▪ Case 4: Avoid critical asset exposure

▪ Case 5: Stop malware propagation

Shared Challenges

19 Image from Daniel Kapellmann.
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Questions?
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