
LATAM financial 
cybercrime
Competitors in crime sharing TTPs

Jakub Souček | Malware Analyst

Martin Jirkal | PRG Analyst Team Lead



LATAM banking trojans

•Dominate LATAM cybercrime

•ESET’s research since 2016

• Identified 11(+2) distinct families

•Talk at Botconf 2019



LATAM banking trojans

•Dominate LATAM cybercrime

•ESET’s research since 2016

• Identified 11(+2) distinct families

•Talk at Botconf 2019



LATAM banking trojans

•Dominate LATAM cybercrime

•ESET’s research since 2016

• Identified 11(+2) distinct families

•Talk at Botconf 2019

•Started seeing similarities



LATAM banking trojans

•Dominate LATAM cybercrime

•ESET’s research since 2016

• Identified 11(+2) distinct families

•Talk at Botconf 2019

•Started seeing similarities



LATAM banking trojans

•Dominate LATAM cybercrime

•ESET’s research since 2016

• Identified 11(+2) distinct families

•Talk at Botconf 2019

•Started seeing similarities

•We will share these similarities with you
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• Computer name
• Username
• Windows version
• Installed SW info
• Installed AVs
• Firewall config



• “Registration”
• URL other than C&C



• Based on window name or title
• Interesting names hardcoded
• Usually 20 - 40 banks targeted by 

one sample



• Downloaded from storage
• Obtained from C&C
• Stored in dedicated binary
• Stored in .rsrc section



• Block user input anywhere else
• Keep the window always on top
• Disable hotkeys
• Disable Task Manager
• Block mouse manipulation
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Casbaneiro Vadokrist



Implementation details

• ALL written in Delphi

• Large binaries

• Delphi_Remote_Access_PC

• Amavaldo, Casbaneiro, Mekotio, Mispadu, Vadokrist

• Magnification.dll

• Vast majority of the families

• For taking screenshots

• VMProtect, Themida

• Disabling Google Chrome hardware acceleration









Anti-fraud software

•Trusteer (IBM), Warsaw/GBPlugin (GAS Tecnologia)

•Reaction of LATAM banking trojans?
• Discovery

• report to attacker if installed

• Protection
• exit, hooking APIs

• Disruption
• file removal, firewall block, ACL modification,

process kill
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• File / folder
• Registry key
• Mutex





• Unzip
• Move + rename



• LNK
• Run key
• Scheduled task



Distribution chains

•Delphi, JS, PS1, AU3, BAT, VBS

•Used exclusively for LATAM banking trojans

•Tightly connected to how the trojan is executed

•Seem to be maintained by author(s) of the 
banking trojans

•Every family has its own set…



Distribution chains

•… with some exceptions
Chain ID Language(s) Stages Casbaneiro Grandoreiro Mekotio Vadokrist

1 Delphi 1
 

2 Delphi 1
 

3 Delphi 1
 

4 PowerShell 1
  

5 JavaScript 1
 

6 BAT, VBScript, PowerShell 4
 



The first link in the chain

• LNK (in 2017, rarely used nowadays)

•HTML (currently used mainly by Guildma)

•MSI
• Trending among LATAM banking trojans since 2019

• Use of Advanced Installer to create an MSI that will
1. Execute an embedded Delphi file or

2. Download from an embedded URL

and execute the response or

3. Execute an embedded script
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How are LATAM banking trojans executed?

•Execution of distribution chain stages
• LoLBins

• BITSAdmin, Certutil, Msiexec, PowerShell, WMIC, WScript

•Execution of banking trojan
• LoLBins

• ExtExport, RegSvr32, RunDll32 (Guildma only)

•Other families???



Direct

Downloader ZIP

Banking trojan



Abusing AutoIt

Downloader ZIP

AU3 
interpreter

Banking trojan
AU3 injector / 

loader



DLL side-loading

Downloader ZIP

Legitimate 
application

Banking trojan



DLL side-loading with an injector

Downloader ZIP

Legitimate 
application

Banking trojanInjector



Execution methods

Method Amavaldo Casbaneiro Lokorrito Mekotio Numando Vadokrist Zumanek

Direct   

Abusing AutoIt   

DLL side-loading     

DLL side-loading
+ injector

   



DLL side-loading – what is being abused?
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Geographical distribution

• Initially known to target Brazil

•Slowly affecting other countries (Perú, Chile)

•2018/2019: Expansion to Mexico

•2019/2020: Expansion to Spain and Portugal



Grandoreiro (before Oct 2019)
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So who is behind LATAM banking trojans?

• Independent threat actors with the same ideas?
• Hardly

•One group maintaining all the families?
• Unlikely… Why so many? Repeating mistakes, missing

features, …

•Multiple threat actors cooperating?
• Yes!



Conclusion

•LATAM banking trojans
• are region-specific families with the same 

goal

• share
• Techniques, ideas & tools

• show collective and continuous 
development

•Something we have never seen before
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